Installation Guide
Swedish Maritime Administration

Security Certificate
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Introduction

The following instructions describe how to install the Swedish Maritime Administration Security
Certificate on your computer.

The web browsers supported by the Swedish Maritime Administration are Microsoft Internet
Explorer, Google Chrome, and Safari. Some slight differences might exist between different versions
of web browsers, but these differences are of a smaller nature.

If you experience problems or have any questions, please contact the Swedish Maritime
Administration's Port Call support:

Phone: +46 (0)10-478 58 00

E-mail: portcall@sjofartsverket.se



mailto:kundstod@sjofartsverket.se

Installation in Internet Explorer
Stepl: Perform the following before you start the installation

e Save the certificate <filename.pfx> which you have received from Swedish Maritime
Administration by e-mail, to your computer, for example to you desktop.

o Make sure that you have the password for the certificate file, which you have received from

Swedish Maritime Administration by Text Message (SMS), available.

Step2: Remove the old certificate

Before you install the Swedish Maritime Administration security certificate you need to remove
previously installed certificates from this issuer.

e Start Internet Explorer and select Tools — Internet Options in the menu bar.
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' The Swedish Maritime Single Window

The following window appears:




Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Home page -

_/’ To create home page tabs, type each address on its own line.
-
e B

https://intranet.atea.se/|

Use current Use default Use new tab

Startup -

(") Start with tabs from the last session
(@) Start with home page
Tabs -

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and
web form information.

D Delete browsing history on exit
Delete... Settings
Appearance

Colors Languages Fonts Accessibility

e Select the tab Content.

The following window appears:



Internet Options ? *

General Security Privacy Content Connections Programs Advanced

Certificates

@

| Clear SSL state | ‘ Certificates | Publishers

Use certificates for encrypted connections and identification.

AutoComplete

= AutoComplete stores previous entries Settings
e on webpages and suggests matches -
for you.

Feeds and Web Slices

| Feeds and Web Slices provide Settings
«“F  updated content from websites that "“
can be read in Internet Explorer and

other programs.

oK [ Cancel Apply

e Click on the button Certificates.

The following windows appears:



Certificates X

Intended purpose: <All=

(e

Personal Other People Intermediate Certification Authorities Trusted Root Certification 4 | *

Issued To Issued By Expiratio...  Frien...

55 5555001 External Issuing CA v2 2020-05-28 <MNone>

Import... Export... Remove Advanced

Certificate intended purposes

Client Authentication

e The tab Personal should be active. If not, select this tab.
e Remove all previously installed certificates from Swedish Maritime Administration in the

certificate store by selecting the certificate and click Remove. You know that the certificate

is from Swedish Maritime Administration if the Issuer is “External Issuing CA v2” or “SMA
External CA G2”

The following window appears.

Certificates

You cannot decrypt data encrypted using the certificates. Do you want
to delete the certificates?

e Click Yes.

The certificate store should now be cleared from any certificates issued by the Swedish Maritime
Administration.



Certificates X

Intended purpose: <All= w

Personal Other People Intermediate Certification Authorities Trusted Root Certification 4 | *

Issued To Issued By Expirati... Friendly Name

Import... Export Remove

Certificate intended purposes

@

Close

e C(Click Close

Step3: Install the new certificate
Perform the following steps to install the Swedish Maritime Administration security certificate:

e Locate the certificate file <filename.pfx> that you received by mail from Swedish Maritime
Administration and saved to your computer in the previous step.

e Right click the certificate file <filename.pfx> that you have received by mail from Swedish
Maritime Administration and select Install PFX.



Install PFX
QOpen

a Classify and protect

7-Zip >
CRC SHA >
|2 Share

Open with >
NetiD

Give access to

Sok efter hot

Restore previous versions

Send to >

Cut
Copy

Create shortcut

Delete
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Rename

Properties

The following window appears:



&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User

O Local Machine

To continue, click Next.

Next Cancel

e Select Current User ant then Next

The following window will appear:

10



& &% Certificate Import Wizard
File to Import
Specify the file you want to import.
File name:
C:\Users\usernamehDesktop\ﬁlename.pﬁ( | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.S5T)

Next | Cancel
e Click Next

The following window will appear:
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=% Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]pisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

|:| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.

Next | Cancel

Enter the password you received by Text Message (SMS) from Swedish Maritime
Administration.

Check “Enable strong private key protection. You will be prompted every time the private
key is used by an application if you enable this option”, according to the window above.

Click Next.



€ &# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

@Automatical\y select the certificate store based on the type of certificate

O Place all certificates in the following store

Browse..

Next Cancel

e Leave the preselected option “Automatically select the certificate store based on the type
of certificate”. This will allow your browser to find the correct certificate when visiting
Swedish Maritime Administration’s e-services.

e Click Next.

The following window will appear:
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€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:

(o0l GRS GRS | Automatically determined by the wizard

Content PEX
File Name C:\Users\Username \Desktop'filename.pfx

Finish Cancel
|

e Click Finish.

The following window will appear:

Importing a new private exchange key

An application is creating a Protected item.

CryptoAPI Private Key

Security level set to Medium Set Security Level...

Cancel | [ Details...

e Click OK.
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After clicking OK in the above message box, Internet Explorer will ask for the private key for this
certificate every time the certificate is to be used. You might experience the following security

warning when finishing the certificate installation:

Security Warning

You are about to install a certificate from a certification autharity (CA)
claiming to represent:

Swedish Maritime Administration Root CA G2

Windows cannot validate that the certificate is actually from "Swedish
Maritime Administration Root CA G2". You should confirm its origin
by contacting "Swedish Maritime Administration Root CA G2". The
following number will assist you in this process:

Thumbprint (sha1): 6A400466 E681DEZF EBAF9411 E3D481F0
DEBSBET1

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

Verify that your new security certificate is issued from a Swedish Maritime Administration Certificate

Authority. The thumbprint (Shal) stated in the warning above should be as follows:

6A400466 E681DE2F EB4F9411 E3D481F0 DES9BE71

If the thumbprint is correct, press Yes

The following confirmation will appear:

Certificate Import Wizard X

o The import was successful.
| ]

Click OK
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You have now completed the installation of your Swedish Maritime Administration security

certificate.

e Make sure to save the certificate file that you received from Swedish Maritime
Administration to a secure location for future use. l.e. for backup reasons and for installation
on other devices. Keep the certificate and the password separated.

e Done!
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Installation in Google Chrome
Step1l: Perform the following before you start the installation

e Save the certificate <filename.pfx> which you have received from Swedish Maritime
Administration by e-mail, to your computer, for example to you desktop.

e Make sure that you have the password for the certificate file, which you have received from
Swedish Maritime Administration by Text Message (SMS), available.

Step2: Remove the old certificate

Before you install the Swedish Maritime Administration security certificate you need to remove
previously installed certificates from this issuer.

e Start Google Chrome and select “Customize and control Google Chrome”
o Select Settings

£ Settings X +

& C @& Chrome | chrome://settings Y e : l

= Settings

= 0 X
£ Settings X -
&« C @ Chrome | chrome://settings % O

New tab Crl+T
New window Cirl+N
New incognito window  Ctrl+Shift+N
History 4
Downloads Ctrl+)
Bookmarks 4
Zoom - 100%  + oo
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools >
Edit Cut Copy Paste
Settings
Help >
Exit Ctrl+Shift+Q
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e Under the Privacy and Security section, click Security

Privacy and security

— Clear browsing data

Clear history, cookies, cache, and more
& Cookies and other site data
Third-party cookies are blocked in Incognito mode
e Security
Safe Browsing (protection from dangerous sites) and other security settings
o= Site Settings N

Controls what information sites can use and show (location, camera, pop-ups, and more)

e Scroll down to “Manage Certificates” and click on “Manage HTTPS/SSL certificates and settings”.

Advanced

Use secure DNS
Determines how 1o connect to websites over a secure connection

Manage certificates
Manage HTTPS/SSL certificates and settings

Google Advanced Protection Program
Safeguards the personal Google Accounts of anyone at risk of targeted attacks

The following window will appear:
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Certificates X

Intended purpose: <All= e

Personal Other People Intermediate Certification Authorities Trusted Root Certification 4 | *

Issued To Issued By Expiratio...  Frien...

55 5555001 External Issuing CA v2 2020-05-28 <MNone>

Import... Export... Remove Advanced

Certificate intended purposes

Client Authentication

e The tab Personal should be active at this point. If not, select it.
e Remove all previously installed certificates from Swedish Maritime Administration in the

certificate store by selecting the certificate and click Remove. You know that the certificate is

from Swedish Maritime Administration if the Issuer is “External Issuing CA v2” or “SMA
External CA G2”

The following window appears.

Certificates

You cannot decrypt data encrypted using the certificates. Do you want
to delete the certificates?

e Click Yes.

The certificate store should now be cleared from any certificates issued by the Swedish Maritime
Administration.
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Certificates X

Intended purpose: <All= e

Personal Other People Intermediate Certification Authorities Trusted Root Certification 4 | *

Issued To Issued By Expirati... Friendly Name

Import... Export... Remove

Certificate intended purposes

View

Close

e C(lick Close

Step3: Install the new certificate
Perform the following steps to install the Swedish Maritime Administration security certificate:

e Locate the certificate file <filename.pfx> that you received by mail from Swedish Maritime
Administration and saved to your computer in the previous step.

e Right click the certificate file <filename.pfx> that you have received by mail from Swedish
Maritime Administration and select Install PFX.
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Install PFEX

Open
a Classify and protect
7-Zip >
CRC SHA >
& Share
Open with >
Net iD >
Give access to >

[E Sokefter hot

Vi L BT

Restore previous versions

Send to »

Cut

Copy

Create shortcut
Delete

Rename

Properties

The following window appears:

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(@ Current User

() Local Machine

To continue, click Next.

e Select Current User ant then Next
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The following window will appear:

& &% Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\usernam engesktop\ﬁlename.pﬁ( | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Next | Cancel

e Click Next

The following window will appear:
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€ &% Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]pisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

|:| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.

Next | Cancel

e Enter the password you received by Text Message (SMS) from Swedish Maritime
Administration.

e Check “Enable strong private key protection. You will be prompted every time the private key is
used by an application if you enable this option”, according to the window above.

o Click Next.



&« &% Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

@Automatical\y select the certificate store based on the type of certificate

O Place all certificates in the following store

Browse...

Next Cancel

e |Leave the preselected option “Automatically select the certificate store based on the type of
certificate”. This will allow your browser to find the correct certificate when visiting Swedish
Maritime Administration’s e-services.

e Click Next.

The following window will appear:



€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:

(o0l GRS GRS | Automatically determined by the wizard

Content PEX
File Name C:\Users\Username \Desktop'filename.pfx

Finish Cancel
|

e Click Finish.

The following window will appear:

Importing a new private exchange key

An application is creating a Protected item.

CryptoAPI Private Key

Security level set to Medium Set Security Level...

Cancel 10 Details...

e Click OK.
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After clicking OK in the above message box, Google Chrome will ask for the private key for this
certificate every time the certificate is to be used. You might experience the following security warning
when finishing the certificate installation:

Security Warning

You are about to install a certificate from a certification authaority (CA)
! claiming to represent:

Swedish Maritime Administration Root CA G2

Windows cannot validate that the certificate is actually from "Swedish
Maritime Administration Root CA G2". You should confirm its origin
by contacting "Swedish Maritime Administration Root CA G2". The
following number will assist you in this process:

Thumbprint (sha1): 6A400466 E681DE2F EB4F9411 ESD481F0
DESSBET1

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you dick "Yes" you
acknowledge this risk.

Do you want to install this certificate?

To be sure that your new security certificate is issued from a Swedish Maritime Administration
Certificates Authority, the Thumbprint (shal) in the message box above should be as follows:

6A400466 E681DE2F EBAF9411 E3D481F0 DESSBE71

e [f the thumbprint is correct, press Yes

The following confirmation will appear:

Certificate Import Wizard b4 |

o The import was successful, |
b

—_— T

e (Click OK
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You have now completed the installation of your Swedish Maritime Administration security certificate.

e Make sure to save the certificate file the you received from Swedish Maritime Administration
to a secure location for future use (i.e. for backup reasons and for installation on other
devices). Keep the certificate and the password separated.

e Donel!
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Installation in MacOS (Safari/Chrome)

Stepl: Perform the following before you start the installation

e Save the certificate <filename.pfx> which you have received from Swedish Maritime
Administration by e-mail, to your computer, for example to you desktop.

e Make sure that you have the password for the certificate file, which you have received from
Swedish Maritime Administration by Text Message (SMS), available.

Step2: Remove the old certificate

Before you install the Swedish Maritime Administration security certificate you need to remove
previously installed certificates from this issuer.

e Start Internet Applications and navigate to Key Chain Access.

[ NN ) [#% Applications
H = LIERER R Q Se
Back/Forward View Arrange Action Share Edit Tags Search
Favorites Name ~  Date Modified Size Kind
&) Desktop /| TextEdit 12 Jun 2018 at 16:47 56 MB  Applicati
@ AkDrop @ Time Machine 12 Jun 2018 at 16:47 1,3MB Applicati i
v |39 Utilities Today at 09:32 --  Folder
#: Applications B Activity Monitor 12 Jun 2018 at 16:47 12,7MB  Applicati
M Documents Adobe Flash Player Install Manager Today at 09:32 3,3MB  Applicati
@ AirPort Utility 9 Aug 2018 at 10:51 38,3MB  Applicati
& Recents M Audio MIDI Setup 9 Aug 2018 at 10:51 39MB  Applicati
0 Downloads & Bluetooth File Exchange 9 Aug 2018 at 10:51 1,1MB  Applicati
& iCloud Drive 4 Boot Camp Assistant 9 Aug 2018 at 10:51 3,8MB  Applicati
%’ ColorSync Utility 12 Jun 2018 at 16:47 5,3MB  Applicati
Devices B Console 12 Jun 2018 at 16:47 2,6 MB  Applicati
E BOOTCAMP @ Digital Color Meter 12 Jun 2018 at 16:47 509KB  Applicati
. I8 Disk Utility 9 Aug 2018 at 10:51 6,6 MB  Applicati
SRR ¥ Grab 12 Jun 2018 at 16:47 1,6 MB Applicati
Tags « Grapher 12 Jun 2018 at 16:47 35,5MB  Applicati
® Lila *1 Keychain Access 9 Aug 2018 at 10:51
& Migration Assistant 12 Jun 2018 at 16:47 2,4MB  Applicati
@ Gront </ Script Editor 12 Jun 2018 at 16:47 6,4MB  Applicati

The following window will appear:
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Keychain Access
"‘ Click to lock the login keychain. Q
Keychains
&g 5555001
log Issued by: SMA External Issuing CA G2
@ Localltems Expires: Thursday, 24 September 2020 at 13:27:24 Central European Summer Time
@ System @ This certificate is valid
) System Roots
Name ~ Kind Expires Keychain
» (] ssss001 certificate. 24 S0p 20202t 13:27:24  login
Category
A Allitems
L. Passwords
Secure Notes
W My Certificates
@ Keys
[ Certificates
o] i 1item

e Select My Certificates in all Keychains, and check if there are any previously installed

certificates from Swedish Maritime Administration in any of them.

CA v2, or SMA External Issuing CA G2) these certificates should to be removed before

installing the new certificate, in order to avoid future problems.
e Select the certificate, go to Edit in the Menu Bar, and choose Delete.

® Keychain Access File View Window Help
i Keychain Access

Catogory
A Allitems
L. Passwords
Secure Notes
&) My Cartificates
P Keys
[ Certificates

OO0 s BBBO o™il T

The following message box will appear:

Jock the login keychain.
Copy #e |
E Keychains
t I 8886001
Delote & Issund by: SMA External Issuing CA G2
s Explres: Thuraday, 24 Septembor 2020 at 13:27:24 Central Furopean Summer Time
Saecial HA © This certificate Is valld
Change Settings for Keychain “login*.. toots
Nome K
Find \ #F it
Start Dictation... ntn
Emoll & Symbols ~dSpace

= W) Tue12:26 Admin Q i

-

firmamn_

G2

Screen Shot
2018-09...12.2616

Scroon Shop
2018-000.92.26.43

If there are any certificates from Swedish Maritime Administration (Issued by: External Issuing
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) System Roots

associated with that key can no longer be used. This
may prevent you from reading encrypted messages or

oe Keychain Access

‘ Click tolock the login keychain.
Keychains

5 Are you sure you want to delete “ssss001"

& login
from the login keychain?

&' Local ltems g " ) = intral European Summer Time.
& System Warning! If a private key is deleted, certificates

making secure connections. Proceed only if you are :
certain that you no longer need the selected key. ires Keychain

$ep 2020 at13:27:24  login
Conce

Category
A Allitems
.. Passwords
Secure Notes
E] My Certificates
@ Keys
[ Certificates

e (lick Delete

The following login window might appear:

o0 Keychain Access
[
‘ lick to lock the login keychain.
Keychains
Swedish Maritime Administration Root CA G2
A i Cortieate
@' login e | Root certificate authority
&' Logtto=s . )37 at 12:50:59 Central European Summer Time
@ sy d as trusted for this account
= 7~ You are making changes to your Certificate
Trust Settings. Kind Expires Keychain
l ﬁ Enter your password to allow this. certificate 28 May 2020 3t 11:19:03  login
if 18 0ct 2022 at 11:48:26  login
User Name: _[usemamd “ login
login
Password: eesse ‘! ficato ok
certificate login
A Al Cancel Update Settings
L.

[E] My Certificates —

? Keys
[ Certificates

= i 6 items

e Enter your username and password to remove the certificate from the Keychain Access.



The certificate should now be removed from all the Keychains in the Keychain Access window.
e0® - Keychain Access
i Click to lock the login keychain.
Keychains
& login
@' Local ltems
& System
) System Roots

Category
A Alltems

A.. Passwords
Secure Notes

D Keys

1 Certificates

Step3: Install the new certificate

Perform the following steps to install the Swedish Maritime Administration security certificate:
[ )

Locate the certificate file <filename.pfx> that you received by mail from Swedish Maritime
Administration and saved to your computer in the previous step.

Double click the certificate file <filename.pfx> that you have received by mail from Swedish
Maritime Administration and select Install PFX.

The following message box will appear:

Enter the password for “firstname.lastname.pfx”:

Q
L_lﬁ Password: ooooooool

Show password

Enter the password that you have received by Text Message (SMS) from Swedish Maritime
Administration and click OK.

Your certificate should now be visible in the Keychain Access window as in the window below.



NOTE: You might receive a warning if your computer does not trust the Swedish Maritime
Administration Root CA as shown in the below picture. If you receive this warning, you need to trust
the Swedish Maritime Administration Root CA certificate on your computer.

[ NON Keychain Access
{ ‘ ! Click to lock the login keychain. Q L
|
Keychains
& logi T 5555001
o 7 | Issued by: SMA External Issuing CA G2
&' Local ltems | Expires: Thursday, 24 September 2020 at 13:27:24 Central European Summer Time
@ System © “Swedish Maritime Administration Root CA G2" certificate is not trusted
) System Roots
Name King Expires Keychain
» [5] ssss001 certificate 24Sep 2020t 13:27:24  login
Category F
A Allitems I
4. Passwords
Secure Notes
W My Certificates |
? Keys |
[5] Certificates |
|
|
|
f
= i 1item
LN Keychain Access
{ ‘\‘ Click to lock the login keychain. Q
Keychains
£ logi Swedish Maritime Administration Root CA G2
i Root certificate authority
@' Localltems Expires: Friday, 10 July 2037 at 12:50:59 Central European Summer Time
@ System © "Swedish Maritime Administration Root CA G2" certificate is not trusted
) system Roots
Name Kind Expires Keychain
[5) External Issuing CA v2 certificate 28 May 2020 at 11:19:03  login
[5) SMA External Issuing CA G2 certificate 18 Oct 2022 at 11:48:26  login
[5] SMA Internal Issuing CA G2 certificate 21Nov 2025 at 13:42:00  login
»[5] ssss001 certificate 24 Sep 2020 at 13:27:24  login
[55 Swedish Mariti..inistration Root CA _certificate 28 Sep 2026 at 10:12:10 login
Category [ Swedish Mariti..tration Root CA G2 _certificate 10 Jul 2037 at 12:50:59 _login
ifi ifi " 24! logit
A Allttoms [ X509 Certificate certificate 9Apr2019at12:42:25  login

L. Passwords
Secure Notes

E] My Certificates

P Keys

LJ Certificates

e [f you receive a warning saying that Swedish Maritime Administration Root CA G2 is not

trusted, navigate to Certificates and select Swedish Maritime Administration Root CA G2 and
double click on it.

The following window appears:

[ NON Swedish Maritime Administration Root CA G2

Swedish Maritime Administration Root CA G2

Root certificate authority

- Expires: Friday, 10 July 2037 at 12:50:59 Central European Summer Time
© "Swedish Maritime Administration Root CA G2" certificate is not trusted

Coertifieate

» Trust
¥ Details
Subject Name
Country SE
Organization Swedish Maritime Administration
Common Name Swedish Maritime Administration Root CA G2
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e Expand Trust, and in the top dropdown menu “When using this certificate:” select “Always

v
Trust”.
0@ Swedish Maritime Administration Root CA G2 |
Maritime ini: ion Root CA G2

Root certificate authority
Expires: Friday, 10 July 2037 at 12:50:59 Central European Summer Time
© “Swedish Maritime Administration Root CA G2" certificate is not trusted

¥ Trust

|
\
1

)

When using this certificate:  Always Trust

Secure Sockets Layer (SSL) | Always Trust
Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) Always Trust

1P Security (IPsec) | Always Trust

e (lose the window.

The following login box might appear at this point of the installation.

| = You are making changes to your Certificate
Trust Settings.

n ¥
P l !i Enter your password to allow this.

User Name: | username|

1

{ Password: eesee ‘
(UMM Update Settings ‘

a

n. J

e If you receive a login box, enter username and password for your computer. This might be
necessary, since the installation of a RootCA certificate is considered a system change.

The warning in the Keychain Access - Certificates window should now have disappeared.
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ene Nyckelhanterare
‘1‘ Klicka om du vill Idsa nyckelringen inloggning. Q

Nyckelringar

AT Swedish Maritime Administration Root CA G2
N oGgning, Roteertifikatutfardare
&' Lokala objekt Forfaller: fredag 10 juli 2037 kI. 12:50:59 centraleuropeisk sommartid
U System © Det hiir certifikatet & mérkt som betrott fér det hir kontot
) systemrdtter
Namn ~ Typ Giltig till Nyckelring
[5] External Issuing CA v2 Certifikat 28 maj 2020 11:19:03 inioggning
[5] SMA External Issuing CA G2 Certifikat 18 okt. 2022 11:48:26 inloggning
[5] SMA Internal Issuing CA G2 Certifiat 21 nov. 2025 13:42:00 inloggning
» [5] ssss001 Certifikat 2450p. 202013:27:24  inloggning

[ Swedish Mariti

dministration Root CA _Certifikat

inloggning

Kategori
A Alla objekt
L. Losenord
Sékra anteckningar
E] Mina certifikat
P Nyckiar
[ Certifikat

7 objekt

e Select My Certificates

No warnings should appear in Keychain Access — My Certificates window either:

0@ Keychain Access
! “‘ Click to lock the login keychain. Q
Keychains
T 5855001
B0 Issued by: SMA External Issuing CA G2
@' Localltems Expires: Thursday, 24 September 2020 at 13:27:24 Central European Summer Time
@ System © This certificate is valid
) system Roots
Name ~ Kind Expires Keychain
» ] 5885001 certificate 24 Sep 2020 at 13:27:24  login
Category
A Alitems ]
L. Passwords
Secure Notes
D Keys |
[ Certificates |
@ i 1item ’

e The installation of your Swedish Maritime Administration security certificate is now completed.



Installation in Mozilla Firefox
Stepl: Perform the following before you start the installation

e Save the certificate <filename.pfx> which you have received from Swedish Maritime
Administration by e-mail, to your computer, for example to you desktop.

e Make sure that you have the password for the certificate file, which you have received from
Swedish Maritime Administration by Text Message (SMS), available.

Step2:Install anew certificate in Mozilla Firefox

Before you install the Swedish Maritime Administration security certificate you need to remove
previously installed certificates from this issuer.

e Start Mozilla Firefox and navigate to Menu Options.

partal - The Swedish Single Wir X IS

= ¢ @ D & Sjofartsverket (SE) | hitps//mswreportal.se - @ n D=
& signinto Sync
© Tracking Protection
B2 New Window
©9 New Frivate Window
Zoom - x4+ 2
Edit X B @
I\ tibrary >
& Add-ons Cirl+ShifieA
%¥ Options

 Customize.

Open file...

e Select Privacy & Security

Reportal - | he Swedish Single W X 1refox Privacy Notice — Mo X %% Options X _
C @ © f about:preferences
|
3t General General
Q Home Startup

Restore previous session

Q Search

a Privacy & Security

v Always check if Firefox is your default browser

~ Privacy & Security
x~ Firefox Account h -

e Scroll down the page to Certificates
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Certificates
When a server requests your personal certificate
Select one automatically

® Ask you every time

certificates

7 Query OCSP responder servers to confirm the current validity of View Certificates...

e (lick View Certificates

The Certificate Manager window appears:

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
~AC Camerfirma SA.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~vAC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
vACCQVY
ACCVRAIZ1 Builtin Object Token

vActalis S.p.A./03358520967

View... Edit Trust... Import... Export... Delete or Distrust..

e Select the tab Your Certificates
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Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On
~Swedish Maritime Administration
5555001 Software Security Device 14:00:00:0D:53:E1:95:28:C8:A3:6... Thursday, May 28, 2020
View... Backup... Backup All... Import... Delete.
OK

a

e |[f there are any previously installed certificates issued from the Swedish Maritime
Administration, these certificates should be removed to avoid future problems. Select the
certificate and click View in order to find out if Swedish Maritime Administration is the issuer

of the certificate.

The following window appears. If the Issuer is: External Issuing CA v2” or SMA External Issuing CA G2, the

certificate is issued by the Swedish Maritime Administration.

Certificate Viewer: "ssss001" x

General Details

Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN) 5555001

Qrganization (O) <Not Part Of Certificate>

Organizational Unit (OU) eAdmin

Serial Number 14:00:00:0D:53:E1:95:28:C8:A3:65:2A:66:00:00:00:00:0D:53

Issued By

Common Name (CN}

Organization (Q) Swedish Maritime Administration 2

Qrganizational Unit (OU) <Not Part Of Certificate>

Period of Validity
I Begins On Tuesday, June 5, 2018 ﬂ
Expires On Thursday, May 28, 2020

Fingerprints
SHA-256 Fingerprint 66:28:A9:B6:96:C4:DD:6B:77:EF:AD:33:3E:72:49:AB:
29:F4:F0:B9:C1:84:4A:3D:76:30:FB:D6:05:80:9E:50

SHA1 Fingerprint ST:ET:07:04F8:EAF5:81:3E:44:C9:8A:CA:S2: 1 D:E1.TB:2F.6B:37
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e (lick Close

Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

a

Certificate Name Security Device Serial Number Expires On

vSwedish Maritime Administration

ssss001 Software Security Device :00: :CE:65:E0:23:EC:7... Thursday, September 24, 2020

View... Backup... Backup All... Import...

OK

e |f the certificate is issued from the Swedish Maritime Administration, select the certificate and

click Delete.

The following dialogue box appears:

Certificate Manager

Your Certificates People Servers Authorities
-_—
You have certificates from these orgg Delete your Certificates X
- ifi ? -
Certificate Name Are you sure you want to delete these certificates? Expires On ®

siedisti Maiitiie AdinistatGR

If you delete one of your own certificates, you can no longer use it to identify

yourself.
o] | o

View... Backup... Backup All... Import... Delete...

OK

e Select the certificate in the Delete your Certificate box, and click OK.

The Certificate Manager is now empty:
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Certificate Manager X
Your Certificates People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number Expires On "
View. Backup... Backup All... Import... Delete...
oK
e Click OK

- ¥ Options P + = (] X

« C @ © rirefox  about:preferences#privacy w In @ =

Find in Options

'ﬁ' General v Block dangerous downloads

v Warn you about unwanted and uncommon software
0 Home
Q search Certificates

. . When a server requests your personal certificate
a Privacy & Security

Select one automatically
~l

r~ Firefox Account @ Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

@ Firefox Support Security Devices...

e Select Privacy & Security and click View Certificates




Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On

View... Backup... Backup All... Import... Delete...

OK

3

e Click Import

Certificate Manager

@ Certificate File to Import X
4 m > ThisPC > Deskiop v Q| Search Desktop P
Organize ~  New folder - @ @ [.
= .Lnal Number
- .
[ Date modified  Name Type
2016-06-20.. W10 File fol
B SEbR {4 2018-06-05 .. filename.pfx Persan:
m Desktop
[£ Documents
s Downloads
& Music v
i~ Dirturac il 2
File name: U v ‘ ‘PK(‘.“Z Files (p12;%.ph0) ~|
|
View... Backup... Backup All... Import... Delete...

Expires On

oK

a

[ ]
from the Swedish Maritime Administration earlier.

Browse to the certificate file <filename.pfx> that you copied to your computer from the email
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Certificate Manager X

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

a

Certificate Name Password Required % | Expires On

0 Please enter the password that was used to encrypt this certificate backup

==

Cancel

View... Backup... Backup All... Import... Delete...

oK

e Enter the password that you received from the Swedish Maritime Administration by Text Message
SMS.

The new certificate is now installed in the Mozilla Firefox Certificate Store.

Certificate Manager x

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number Expires On ®

~Swedish Maritime Administration

5555001 Software Security Device 14:00:00:0D:53:E1:95:28:C8:A3:6... Thursday, May 28, 2020

View... Backup... Backup All... Import... Delete...
OK

e Verify that the certificate is issued from the correct issuer by selecting the certificate and clicking
View again. Issued By: should state Common Name (CN): SMA External Issuing CA G2 and
Organization (O): Swedish Maritime Administration.

The following window should appear if the Issuer is correct:

41



Certificate Viewer: "ssss001” X
General Details

Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN)  ssss001

Organization (O) <Not Part Of Certificate>

Organizational Unit (OU) eAdmin

Serial Number 1C:00:00:00:1D:CE:65:E0:23:EC:7F:65:C1:00:00:00:00:00:1D

Issued By

Common Name (CN)

Organization (O) Swedish Maritime Administration D
Organizational Unit (OU) <Not Part Of Certificate>

Period of Validity

Begins On Monday, September 24, 2018 I
Expires On Thursday, September 24, 2020

Fingerprints

SHA-256 Fingerprint ~ 3A:94:2F:A3:C5:CE:D9:9E:AA: 2B:0E: F4:DD: 8B:23:166:
c1: 7:87:BA:45:07:D8:B5:11:B3:62: 6C:E4: 60:BC

SHAT1 Fingerprint 8C:74:D9:BC:9A:55:08:07:51:8F:45:D3:68:E1:87:8C:24:32:3B:FE

e The installation of your Swedish Maritime Administration security certificate is now completed.



Installation in Microsoft Edge
Step1l: Perform the following before you start the installation

e Save the certificate <filename.pfx> which you have received from Swedish Maritime

Administration by e-mail, to your computer, for example to your desktop.

e Make sure that you have the password for the certificate file, which you have received from

Swedish Maritime Administration by Text Message (SMS), available.

Step2: Remove the old certificate

Before you install the Swedish Maritime Administration security certificate you need to remove previously

installed certificates from this issuer.

e Start Microsoft Edge, click the three dots in the upper-right corner, and select Settings as shown

below.

sortal - The Swedish Single W % | 4

O & https://www.mswreportal.se

(Lioyds) € EasitGO [Jb Operativa procedur.. [ FIA-Fartygslista [ IM-Identity Manag... [ SSNS-Aniop huvud... [ SMMS -prd-webclu.. [7) MSW Reportal - Th.. @ ACE Interact

tal

The Swedish Maritime gle Window

Repor

Current messages

2020-10-22 11:56
Sékerhetspatch som kan beréra MSW
Onsdagen den 28 oktober mellan K. 09:00-11:30
kommer Sjdfartsverkets [T-avdelningen genomfbra
en nédvandig sékerhetspatch som kan péverka
MSW Reportal. Detta innebr att det kan uppkomma
mindre driftstérningar i MSW under berrd
tidsperiod.

2020-10-21 15:00
Viktigt medde
ga

fartsverket
ning ftill

0B

PG @ e B W

z

S

-

* = @ 8

New tab crlsT
New window Ctil+N
New InPrivate window  Ctrl+Shift+N
Zoom — 100% +
Favorites

History

Downloads Ctri+)
Apps

Extensions

Collections

print Ctrl+P
Share

Find on page Cirl+F
Read aloud Crl+Shift+U
More tools

Settings I

Help and feedback

Close Microsoft Edge
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Click Privacy, search and services on the left. Then scroll down to Manage Certificates.

D Reportal - The Swedish Single W X @ Settings x =

& O @ @ Etdge | edgey/settings/privacy

7% IHS(Loyds) 4 EasitGO [ Operativa procedur.. [ FIA-Fartygslista [ IM- Identity Manag.. [] SSNS-Anlop huvud.. [7) SMMS -prd-webclu.. [) MSW Reportal - Th..  #% ACE Interact

To turn this setting on you must be signed in with a Microsoft account.

Settings

L Search settings Securlty
Manage security settings for Microsoft Edge

Profiles

Manage certificates &g

Manage HTTI SL certificates and settings

| 8 Privacy, search, and services

Appearance
Microsoft Defender SmartScreen 0

On startu
b Help protect me from malicious sites and downloads with Microsoft Defender SmartScreen.

N CIN 2

New tab page

Block potentially unwanted apps

& o -
F“ Site permissions Blocks downloads of low-reputation apps that might cause unexpected behaviors.
EJ Default browser

Use secure DNS to specify how to lookup the network address for websites o
LL Downloads By default, Microsoft Edge uses your current service provider. Alternate DNS providers may cause some sites to not be reachable.
dk  Family safety
o o Use current service provider
A% languages Your current service provider may not provide secure DNS
51 Printers .

() Choose a service provider

B System Select a provider from the list or enter a custom provider
0 Reset settings
[1 Phone and other devices Services
@ About Microsoft Edge

Microsoft Edge may use web services to improve your browsing experience. You can always choose to turn this off.

Use a web service to help resolve navigation errors o

The following window will appear:

Certificates X

Intended purpose: <All= i |

Personal Other People Intermediate Certification Authorities Trusted Root Certificatio .

Issued To Issued By Expiratio...  Frien...
External -

Import... Export... Remove Advanced

Certificate intended purposes

Client Authentication
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e The tab Personal should be active at this point. If not, select it.

Remove all previously installed certificates from Swedish Maritime Administration in the
certificate store by selecting the certificate and click Remove. You know that the certificate is
from Swedish Maritime Administration if the Issuer is “External Issuing CA v2” or “SMA

External CA G2”

The following window appears.

Certificates

You cannot decrypt data encrypted using the certificates. Do you want
to delete the certificates?

e Click Yes.

The certificate store should now be cleared from any certificates issued by the Swedish Maritime

Administration.

Certificates X

Intended purpose: <All= w

Personal Other People Intermediate Certification Authorities Trusted Root Certification 4 | *

Issued To Issued By Expirati...  Friendly Name

Import... Export... Remove

Certificate intended purposes

View

Close

e Click Close



Step3: Install the new certificate
Perform the following steps to install the Swedish Maritime Administration security certificate:

e Locate the certificate file <filename.pfx> that you received by mail from Swedish Maritime
Administration and saved to your computer in the previous step.

e Right click the certificate file <filename.pfx> that you have received by mail from Swedish
Maritime Administration and select Install PFX.

1 Install PFX
Open

_ a Classify and protect
i 1-Zip

CRC SHA

Share

[

Open with

ﬁ

NetiD

Give access to

|

Sok efter hot

Restore previous versions

Send to

Cut

I e ] N

Copy

Create shortcut

Delete

Rename

Properties

The following window appears:
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&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User

O Local Machine

To continue, click Next.

Next Cancel

e Select Current User and then Next

The following window will appear:
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& k" Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\usernam ehDesktop\ﬁ\ename.pfx | ‘ Browse...

Note: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.SST)

Next | Cancel

e C(Click Next

The following window will appear:

€ &¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]pisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.
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e Enter the password you received by Text Message (SMS) from Swedish Maritime

Administration.
o Check “Enable strong private key protection. You will be prompted every time the private
key is used by an application if you enable this option”, according to the window above.

e Click Next.

€ & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(@) Automatically select the certificate store based on the type of certificate

(D) Place all certificates in the following store

Next Cancel

e Leave the preselected option “Automatically select the certificate store based on the type
of certificate”. This will allow your browser to find the correct certificate when visiting
Swedish Maritime Administration’s e-services.

e Click Next.

The following window will appear:



€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:

(o0l GRS GRS | Automatically determined by the wizard

Content PEX
File Name C:\Users\Username \Desktop'filename.pfx

Finish Cancel
|

e Click Finish.

The following window will appear:

Importing a new private exchange key

An application is creating a Protected item.

CryptoAPI Private Key

Security level set to Medium Set Security Level...

Cancel | [ Details...

e Click OK.

50



After clicking OK in the above message box, Microsoft Edge will ask for the private key for this
certificate every time the certificate is to be used. You might experience a following security warning
when finishing the certificate installation. You need to click Allow.

The following confirmation will appear:

Certificate Import Wizard X

o The import was successful,

e Click OK

You have now completed the installation of your Swedish Maritime Administration security
certificate.

o Make sure to save the certificate file that you received from Swedish Maritime
Administration to a secure location for future use. l.e. for backup reasons and for installation
on other devices. Keep the certificate and the password separated.

e Done!
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