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Sammanfattning och rekommendationer

Under de senaste aren har intresset for att etablera havsbaserade vindparker i Bottenhavet
och Bottenviken varit stort. De aktuella havsomradena berérs varje vinter av havsis i nagon
utstrackning och i framfor allt Bottenviken kravs isbrytarassistans under merparten av
vintersasongen for majoriteten av fartygen som trafikerar hamnarna i norr.

Etablering av vindparker enligt de energiomraden som ingar i analysen kommer att medféra
langre rutter for saval isbrytarna som handelssjéfarten, och sannolikt ett andrat
operationsmoénster, da dagens rutter till viss del beh6ver justeras pa grund av vindparkerna.
Med detta foljer ett storre behov av isbrytning vilket ar saval en resurs- som en
kostnadsfraga. For att kunna hitta 16sningar pa samexistens behdver man analysera vilken
paverkan som uppstar pa vintersjéfarten, genom exempelvis paverkan pa rutter,
bransleforbrukning och dartill kopplade utslapp. Dartill behéver en samhéllsekonomisk kalkyl
goras vad géller havsbaserad vindkraft och jamféras med paverkan pa vintersjofarten.

Uppdraget gors for Sjofartsverkets rakning, med finansiering fran Energimyndigheten.

Analysen géller for prognosticerad sjotrafik i Bottenhavet och Bottenviken ar 2030 och gors
utifran ett antal energiomraden faststallda i samrad med Energimyndigheten, Sj6fartsverket
och Finska sjofartsmyndigheter. Energiomradena som ingar pa svenskt territorialvatten och i
svensk EEZ har en uppskattad LCOE lagre an medianvardet 98 EUR/MWh, enligt
underlagsrapporten Férslag pd ldmpliga energiutvinningsomrdden for havsplanerna som
Energimyndigheten tog fram ar 2023. Detta motsvaras av scenario 1 i analysen. | tilligg har
Sjofartverket valt att inkludera ett ytterligare scenario, benamnt scenario 2, som omfattar
ytterligare tre energiutvinningsomraden i Bottenviken, oavsett LCOE for de ytterligare
omradena. Anledningen till denna tillkommande analys ar de sarskilda forutsattningar vad
géller havsis som rader i Bottenviken och att paverkan pa isbrytningsverksamhet fran de
tillkommande omradena skulle kunna komma att bli stor. Det ar dock osannolikt att samtliga i
analysen medtagna omraden ens i scenario 1 bebyggs med vindkraft, och dven att hela ytan
av de antagna realiserbara omradena bebyggs med vindkraft.

Scenarierna i analysen baseras pa baseras pa statistik fran aren 2010/2011, 2017/2018,
2019/2020 och 2023/2024 och tacker in alla typer av isvintrar: lindrig, normal och svar for
vilka isutbredningen och assistansbehovet varierar. Forutom berdknad paverkan pa
isbrytningsverksamhet och handelssjofart vid en normalvinter redovisas ett tioarssnitt,
baserat pa antagandet att det under tio ar férekommer en svar, fem normala och fyra lindriga
isvintrar.

Ruttférlangningar och dkade branslekostnader har berdknats for rutterna till ett antal hamnar,
valda i samrad med Sj6fartsverket. Ingdende hamnar i Bottenhavet ar Gavle, Séderhamn och
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Iggesund /Hudiksvall, Kasko, Bjorneborg och Nystad. Valda hamnar i Bottenviken ar
Skelleftea, Haraholmen / Pited, Luled, Karlsborg, Jakobstad, Karleby, Brahestad, Uledborg och
Kemi. Dagens rutter har identifierats med hjalp av AlS-data, och dagens ruttdistanser har
beraknats utifran ett antal exempelrutter fran aktuell data. Fér Bottenviken har hinsyn tagits
till vindriktning, eftersom islagen och mojligheten till framkomliga vagar i Bottenviken
paverkas starkt av vind. Framtida exempelrutter har fastslagits tillsammans med svenska
isbrytarbefal.

Fram till ar 2030 ar den prognosticerade trafikokningen cirka 30 %, till de hamnar som ingar i
analysen. Ett nollscenario vad galler rutter och assistansdistanser ar framriaknat, som enbart
tar hansyn till trafikokningens paverkan. Detta, scenario O, ger att behovet av isbrytarassistans
i Bottenviken enligt framtida exempelrutter 6kar med cirka 74 % fran dagens exempelrutter.
Trafikokningen i sig har en storre paverkan pa isbrytarnas framtida berdknade
assistansdistans, och darigenom pa bunkerférbrukning och utslapp, dn den tillkommande
assistansdistansen som beror av etablering av vindkraft enligt analysens energiomraden. For
scenario 1 ar berdaknad assistansdistans ytterligare 36 % fran scenario O och for scenario 2 ar
motsvarande 6kning 43 %. For handelssjofarten i Bottenviken blir ruttférlangningarna mycket
sma. Daremot kan rutterna paverkas satillvida att fartygen behover g3, eller anvisas till att g3,
en delvis annan rutt an idag och den rutten kan innebara svarare férhallanden an den
ursprungliga. Dock, handelsfartygen anvisas endast dirigeringsrutter som ar majliga, och
paverkan fran vindkraftsetableringar i Bottenviken kommer framst att paverka
isbrytarverksamheten.

For Bottenhavet rader det omvanda férhallandet: Handelssjofarten paverkas i avsevart hogre
grad an isbrytningsverksamheten om samtliga energiomraden som ingar i analysen bebyggs
med vindparker. Framfor allt beror detta pa mangden och utbredningen av energiomraden i
sydviastra Bottenhavet, vilka sammantaget medfor avsevarda ruttforlangningar for
handelssjofarten som baserat pa exempelrutter motsvarar en berdknad 6kning i distans om
cirka 50 %. Langre rutter medfor en hégre bunkerférbrukning, hogre utslapp och tar mer tid i
ansprak. Tillkommande berdknad assistansdistans som beror pa vindkraftsetableringar ar
mycket liten pa grund av att det sillan forekommer havis i stor utstrackning och under langa
perioder i Bottenhavet, och berdknas motsvara cirka 800 M per ar for tioarssnittet.

Den samhéllsekonomiska kalkylen som omfattas av analysen, med hansyn tagen till férnybar
elproduktion, uteblivna CO,-utslapp, jobbmdjligheter och operation och underhall, ger att
samhéllsnyttan av vindkraft, baserad pa att vindkraft etableras i samtliga energiomraden i
analysen, vida éverstiger kostnaderna for vintersjofarten. Aven om investeringskostnaden,
som idag enbart bars av vindkraftprojektorer, for att bygga vindkraft vags in ar samhallsnyttan
cirka fyra ganger hogre dn den totala 6kade kostnaden for vintersjofart samt
investeringskostnad for vindkraften. Investeringskostnad for nya isbrytare ingar inte som en
parameter i kalkylerna. Ytterligare isbrytarresurser bedéms behévas, primart for att hantera
trafikokningen till 2030. Etablering av havsbaserad vindkraft kan komma att stélla ytterligare
krav pa resurser, beroende pa vilka energiomraden som bebyggs.

| dagslaget, med hoga investeringskostnader och stora osdkerheter avseende elprisets
utveckling, har marknaden for havsbaserad vindkraft i Sverige och Finland mattats av. Aven
dagens tillstandsprocess med langa ledtider och stora osdkerheter kan ha paverkat. Det
saknas gemensamma rekommendationer fér Sverige och Finland vad géller etablering av
narliggande vindparker nira grinsen, med avseende pa lampligt avstand mellan vindparkerna.
Vidare saknas rekommendationer for etablering av narliggande vindparker och ett
overgripande perspektiv for bedémning av etablering av flera havsvindparker inom ett
havsomrade. Det finns ett behov av en samordning av riktlinjer mellan Sverige och Finland
vad giller etablering av vindparker nira EEZ-grinsen. Aven gemensamma riktlinjer for
lampliga korridorsbredder mellan narliggande vindparker boér tas fram.
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Hur en férdelning av kostnader ska ske omfattas inte av innevarande analys, men berér flera
olika aktorer och av flera orsaker. Isbrytningsverksamheten kommer dels att sta infér en
kostnads- och resursutmaning som ar kopplad till prognosticerad trafikbkning, dels till
etablering av vindkraft. Handelssjofarten kommer, framfér allt i Bottenhavet, att behéva
hantera kostnads- och tidsaspekter relaterade till langre rutter om vindkraft etableras enligt
de energiomraden som behandlas i analysen. Hur en kostnadsfordelning kan gbras behover
utredas vidare och hanteras mellan berdrda parter: Sjofarten, hamnarna,
vindkraftprojektorerna och staten. En separat utredning bor ocksa goras vad géller den
avsevarda samhallsnytta som vindkraften berdknas generera, i forhallande till
investeringskostnaden for vindkraften for att hitta en riskdelnings-och finansieringsmekanism.

For att havsbaserad vindkraft och vintersjofart ska kunna samexistera kravs en samordning
vad géller de olika intressena.
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1 Inledning & bakgrund

Det finns ett stort intresse for att etablera havsbaserade vindparker i Bottenhavet och
Bottenviken, havsomraden dar det varje vinter férekommer havis i nagon utstrackning och dar
i synnerhet Bottenviken ar det omrade dar isbrytarassistans kravs under merparten av
vintersdsongen for majoriteten av fartygen som trafikerar hamnarna i norr.

Det saknas idag ingdende kunskap om hur havsbaserade vindparker kommer att paverka
isformation och forutsattningarna att bedriva vintersjéfart. Sjofartsverket och finska
sjofartsmyndigheter bedémer att vindparker kommer att paverka hur isen bildas, bryts och
formas. Forskning om hur isbildningen paverkas pagar for narvarande. Paverkan kommer,
oaktat effekten pa isformation, ocksa att ske genom langre rutter och assistanser och dartill
ett sannolikt andrat operationsmoénster. Med detta foljer ett stérre behov av isbrytning vilket
ar saval en resurs- som en kostnadsfraga. For att kunna hitta I6sningar pa samexistens och
finansiering av desamma, ar det av intresse att stélla produktionen av ny energi mot paverkan
pa sjofarten, for att darigenom kunna uppskatta hur stor kostnaden fér samexistens blir. Som
utgangspunkt for ett sddant resonemang behéver man analysera vilken paverkan som uppstar
pa vintersjofarten, genom exempelvis paverkan pa rutter, bransleférbrukning och dartill
kopplade utslapp. Dartill behéver en samhallsekonomisk kalkyl géras vad galler nyttan av
havsbaserad vindkraft.

Uppdraget gors for Sjofartsverkets rakning, med finansiering fran Energimyndigheten.

1.1 Syfte

Foreliggande rapport syftar till att beskriva paverkan fran havsbaserad vindkraft pa
vintersjofart i Bottniska Viken och peka pa [6sningar som kan underlatta samexistens.
Analysen syftar till att redovisa den operationella paverkan pa vintersjofarten och hur
socioekonomisk kostnad och nytta paverkas vid samexistens.

1.2 Omfattning och avgransning
Analysen ar baserad pa indata fran primart svenska och finska sjéfartsmyndigheter.

| analysen ingdr scenarier for lindrig, normal och svar isvinter?, dar normalvintern ar det
huvudsakliga fallet. En utbredning av istdcke ger dock inte hela bilden av hur latt- eller
svarhanterlig isen ar ur ett isbrytarperspektiv varfor antalet assistanser? istillet har legat till
grund for val av vintrar for olika scenarier. Med anledning av att isutbredning och isens
karaktar varierar mellan olika vintrar, aven inom normalvintrar, har ocksa en sammanvagning
av effekter gjorts, vad avser operationell paverkan éver en tioarsperiod.

For analysen har féljande sdsonger valts, och data for dessa vintrar ligger till grund for det
berdknade tioadrssnittet:

e 2010/2011 som representativ for en sdsong med ett stort antal assistanser (klassificerad
som svar isvinter sett till havsisens maximala utbredning).

e 2017/2018 samt 2023/2024 som representativa for sisonger med ett medelhogt antal
assistanser (klassificerad som normal isvinter sett till havsisens maximala utbredning).

! Lindrig, normal och svar isvinter: Isens utbredning och isvinterns langd varierar mellan olika ar. Isvintrarna delas in i
"lindriga”, "normala” och "svara”. Den totala svarighetsgraden bedéms utifran havsisens maximala utbredning for hela
Ostersjdomradet, dock kan den lokala svarighetsgraden i specifika havsomraden skilja sig fran den totala
svarighetsgraden (SMHI, 2025).

2 Assistans: nar ett eller flera fartyg erhaller hjilp av isbrytare.
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e 2019/2020 som representativ for en sdsong med ett litet antal assistanser (klassificerad
som lindrig isvinter sett till havsisens maximala utbredning).

Perioden som analyseras varierar beroende pa om det giller Bottenhavet eller Bottenviken
och pa om det ar en vinter med fa eller manga assistanser. Fér Bottenhavet gors analysen for
perioden 1 januari till och med 15 april och for Bottenviken fran 1 december till och med 15
maj.

Vilka energiomraden som ingar har bestamts i samrad med Sjofartsverket och
Energimyndigheten samt med information fran de finska sj6fartsmyndigheterna om aktuella
finska parker. Utgangspunkten i analysen vad géller ingdende vindkraftsparker ar
underlagsrapporten Férslag pd ldmpliga energiutvinningsomrdden fér havsplanerna som
Energimyndigheten tog fram ar 20233 till Havs- och vattenmyndighetens arbete med att ta
fram ett forslag till andrade havsplaner. Samtliga energiutvinningsomraden bedéms dock inte
vara realistiska att bebygga. Fran omradena i underlagsrapporten tas darfor endast de
omraden som har en uppskattad LCOE* lagre 3n medianviardet 98 EUR/MWh med i
analysunderlaget. Anledningen ar att dessa omraden bedéms ha hogre sannolikhet att bli
realiserade, da [6nsamhetsforutsattningarna ar battre relativt de 6évriga omradena. Det ar dock
osannolikt att samtliga i analysen medtagna omraden bebyggs med vindkraft, och dven att
hela ytan av de antagna realiserbara omradena bebyggs med vindkraft, varfor analysen tacker
in ett egentligen orealistiskt worst case scenario.

| tillagg till ovan har Sjofartverket valt att inkludera ett ytterligare scenario for Bottenviken,
som omfattar ytterligare tre energiutvinningsomraden i Bottenviken, oavsett LCOE f6r de
ytterligare omradena. Anledningen till denna tillkommande analys ar de sarskilda
forutsattningar vad galler havsis som rader i Bottenviken och att paverkan pa
isbrytningsverksamhet fran de tillkommande omradena skulle kunna komma att bli stor.

| vissa omraden ar planerade energiomraden beldgna i ndra anslutning till varandra. Analysen
forutsatter att vindparkers utbredning tillater passage mellan tva narliggande omraden. |
analysen ingar dock inte att fastsla lamplig bredd pa passage.

Analys av eventuell 6kad olycksrisk pa grund av kombinationen havsis och havsbaserad
vindkraft ingar inte i innevarande uppdrag.

| analysen ingdende energiutvinningsomraden framgar i Figur 1.

8 https://energimyndigheten.a-
w2m.se/System/TemplateView.aspx?p=Arkitektkopia&id=1e0d5b1929814bd4876b281b32ff4a30&q=f%C3%Bébrslag%
20p%C3%A5%201%C3%Admpliga&lstgty=1

4 LCOE (Levelized cost of energy) enligt Swecos underlagsrapport Indikativ analys av objektiva Iénsamhetsférutsdttningar
for havsbaserad vindkraft till Utredningen om havsbaserad vindkraft, 2024.
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- Energiutvinningsomraden
med uppskattad
LCOE<98EUR/MWh
Energiutvinningsemraden
i tillagg till ovan,
enligt SjoV scenario 2

D Energiutvinningsomraden
i finsk EEZ och i finskt
territorialvatten

Gt
Skelleftea * 5

"IBjorneborg

Figur 1 | analysen ingdende energiutvinningsomrdden

Ruttforlangningar och 6kade branslekostnader har berdknats for rutterna till ett antal hamnar,
valda i samrad med Sj6fartsverket. Ingdende hamnar i Bottenhavet dr Gavle, Séderhamn och
Iggesund /Hudiksvall, Kasko, Bjorneborg och Nystad. Valda hamnar i Bottenviken ar
Skellefted, Haraholmen / Pited, Luled, Karlsborg, Jakobstad, Karleby, Brahestad, Uledborg och
Kemi.
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1.3 Metod

For de i analysen ingaende svenska hamnarna har statistik avseende fartygsanlop (under tid
da isklassbaserade trafikrestriktioner® varit i kraft) baserats pa Sj6fartsverkets publikationer
"Sammanfattning av isvintrarna” (Sjofartsverket, 2025) f6r i analysen ingaende ar.
Sammanfattning for vintern 2023/2024 finns ej publikt tillganglig varfér data fér denna
sasong erhallits direkt fran Sjofartsverket.

For de i analysen ingaende finska hamnarna har statistik avseende fartygsanlop baserats pa
AlS-data for de aktuella perioderna samt fran underlag erhallet fran Finska Trafikledsverket,
via email och digitala méten under varen 2025.

Ett fartygsanlop motsvarar ett anlép och en avgang varpa ett fartygsanlop distansmassigt
motsvarar bade strackan in till hamn och fran hamn.

Bade den svenska och finska assistansstatistiken for isbrytarna baseras pa utdrag fran IBNet?,
sorterat pa s.k. associated port (hamn relaterad till specifik assistans). Atleklassen’ ligger till
grund for kostnader i analysen, och data vad avser fart och snittférbrukning har erhallits fran
Sjofartsverket.

Upprakning av fartygstrafiken till ett framtida trafikscenario fér ar 2030 har gjorts utifran
kontakt med hamnar, publik information samt Trafikverkets prognoser fér godstransporter.

Vilka rutter fartygen viljer idag varierar med vindriktning och issituation, men for respektive
vindriktning gar det anda att identifiera majliga eller I1ampliga rutter. Genom att kombinera
AlS-data dver dagens fartygstrafik med iskartor har generella rutter identifierats for dagens
trafik, i Bottenviken for respektive vindriktning, och utgér exempelrutter for dagens trafik. For
Bottenhavet har hansyn ej tagits till vind.

| aktuell analys har fér Bottenviken fyra olika karaktaristiska islagesscenarier identifierats, med
hjalp av SMHI:s iskartor (SMHI, 2025), fér nordliga, ostliga, sydliga och vastliga vindriktningar,
se Figur 2.

5 Isklassbaserad trafikrestriktion. De finsk-svenska isklassbeteckningarna tillimpas fér att utfirda restriktioner for vilken
isklass ett fartyg minst maste ha for att trafikera ett visst omrade. Isklassbeteckningarna (I, 1C, 1B, 1A och 1A super)
bygger pa en indelning dar istjockleken definierar de olika beteckningarna. 1A Super innebéar hégst isklass for trafik i
extrema isférhallanden med en istjocklek > 100 centimeter, medan isklass Il innebar lagst isklass for trafik i mycket
|atta isforhallanden med en istjocklek pa 10 - 15 centimeter (SMHI, 2021).

Sjofartsverkets isbrytarledning utfardar hamnspecifika trafikrestriktioner. Endast fartyg som uppfyller villkoren i
trafikrestriktionerna erhaller isbrytarassistans (Sj6fartsverket, 2023).

¢ IBNet ar ett it-system som ar utvecklat i samarbete mellan Sverige och Finland och som anvinds for att leda och
planera de bada landernas isbrytningsverksamhet.

7 Atleklassen kallas den serie isbrytare dar, férutom Atle, dven Frej, Ymer samt de finska isbrytarna Urho och Sisu ingar.
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Figur 2 Iskartor med karaktdristiska isldgesscenarier vid olika vindriktningar, med exempel pa 6verlagrad fartygstrafik
enligt AlS-data och vindparker enligt scenario 1.

For framtidsscenariet har i analysen ingdende vindkraftsomraden applicerats som lager pa
iskartorna och nya mojliga exempelrutter dragits upp, med hansyn tagen bade till
vindkraftsomraden och issituation utifran samtliga vindriktningar. De nya rutterna har stamts
av med isbrytarbefal pa Sjofartsverkets isbrytare, under tva separata méten, 7 mars samt 9
maj, 2025.

RISE Research Institutes of Sweden AB SSPA Maritime Center

10 (60) RISE Rapport: RE20242110-01-00-B

Dokument-1D 09222115557567624004

Signerat JL




(/23]

Med utgangpunkt fran vindstatistik fran SMHI baserat pa observationer vid méatstation vid
Kemi Fyr under perioden 2015 - 2025 har en férdelning av vindriktningar gjorts, enligt Tabell
1.

Tabell 1 Férdelning av vindriktning pd drsbasis.
Vindriktning: Nordlig Ostlig Sydlig Vastlig

Andel av tid: (3rsbasis): 22 % 18 % 27 % 33%

Darefter, utifran fordelningen av vindriktningar har en férdelning av antalet resor med
handelsfartyg pa rutterna samt antalet assistanser pa rutterna gjorts da de olika
islagesscenarierna paverkar ruttval och darmed berakningar av erhallna ruttforlangningar.

For varje i analysen ingdende hamn har framtida rutter jamforts med dagens rutter for att
bestimma den eventuella ruttforlangningen per rutt.

Olika vintrar, med litet, medelstort och stort isbrytarbehov, ingar i analysen, men fokus for
rapporten ar pa normalar. Dartill presenteras berdkningar dven for ett tioarssnitt, utifran en
uppskattad fordelning om att pa tio ar férekommer en svar vinter med stort assistansbehov,
fem normalvintrar med medelstort assistansbehov och fyra lindriga isvintrar med litet
assistansbehov. Antalet fartyg som behdéver assistans baseras pa statistiskt assistansbehov for
respektive typvinter, men strackan som behover assisteras ar justerad efter nya exempelrutter
utifran vindkraftsetableringar.
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2 Beskrivning av trafik och rutter

Foljande kapitel beskriver dagens samt framtida trafik, isbrytning och rutter.

2.1 Dagens trafik och rutter

| dagslaget, nar inga vindkraftparker ar etablerade i vare sig Bottenhavet eller Bottenviken,
véljs passager genom havsisen helt utifran basta mojliga framkomliga vag, vilket i sin tur beror
pa isens karaktar och radande vaderférhallanden. Ofta anvands en kombination av sa kallade
dirigeringsvagar® och assistans. Assistans kan ske genom att en isbrytare hanterar ett fartyg i
taget, ibland genom bogsering, eller i konvoj dar en isbrytare assisterar flera fartyg som kor
efter varandra i den brutna riannan. Vid bogsering av enskilda fartyg kan fartygen antingen
bogseras i isbrytarnas klyka, alternativt med bogsering med s.k. long wire. Det senare ar
vanligare i Finland med langa assistansrutter anda in till hamn.

Basta framkomliga vag i Bottenhavet kan exempelvis betyda att trafik mellan Sédra Kvarken
och Gévle behdver ga en nagot nordligare rutt an vid isfritt vatten, eller t.ex. att
Sundsvallstrafiken behdver ga en vastligare rutt an den gangse rutten nar havsis inte
forekommer.

| Bottenhavet ar avstanden mellan hamnarna langa och sa langt det dr maijligt dirigeras
fartygstrafik till platser dar de kan fa assistans eller vanta pa assistans utan risk for att driva pa
grund. Isbrytarna kan, i synnerhet vid svara isvintrar nar fartygen har mindre mojlighet att ga
sjalva, ha langa strackor att tillryggalagga i Bottenhavet, men i och med att det finns stora fria
ytor i Bottenhavet for fartygen att driva med isen kan isbrytarna dnda na fartygen i tid, bade i
avseendet att de kan driva utan 6kad risk och vad géller servicegrad satillvida att de inte
behover vanta alltfor lange. Sjofartsverkets isbrytningsverksamhet arbetar for att fartyg ska
kunna erbjudas assistans inom fyra timmar. Undantagen fran det fria vattnet i Bottenhavet ar
de grunda omradena vid Storgrundet (beldget cirka 5 M? sydvist om Ljusne),
Finngrundsbankarna (beldgna cirka 17 M vaster om Norrsundet) och Véanta Litets Grund
(belaget cirka 6 M sydvast Harnésand), se Figur 3.

8 Dirigeringsvagar: Anvisade rutter for fartygstrafiken, pa vilka fartygen kan g pa egen hand till en punkt dir de méts
upp av isbrytare.
? M: Nautisk mil, 1 M motsvarar 1 852 m
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Figur 3 Bottenhavet och Bottenviken med fartygstrafikspdr (AlS-data) frdn december 2023 t.o.m. april 2024
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For Bottenviken ar avstanden kortare mellan hamnarna och det finns inte lika mycket plats for
fartygen att driva. Issituationen ar ocksa annorlunda i Bottenviken i jamférelse med
Bottenhavet i och med att havsis férekommer varje ar. Dock nyttjas dirigeringsvagar aven har,
i sa stor utstrackning som maijligt. Det ar vanligt att fartyg far vanta pa isbrytare aven i
Bottenviken. En vanlig vanteplats dr mellan Pitead och Uledborg, centralt i Bottenviken. Pa
grund av att havsis alltid férekommer i Bottenviken har vindstyrka och vindriktning en stor
paverkan pa val av basta framkomliga rutt. Vid ostliga vindar 6ppnas ofta en rak upp pa 6stra
sidan av Bottenviken, dar fartyg kan ga sjalva under en langre stricka. Vid vastliga vindar ar
det istallet vanligare att fartygen dirigeras eller assisteras pa vastra sidan. Nordliga vindar
innebar ofta att isen packas vid grundomradena kring fyren Nordvalen i Norra Kvarken, se
Figur 3, och fartyg som trafikerar hamnarna i nordost assisteras centralt i Bottenviken.

| Bottenviken finns det ndgra omraden dar issituationen kan bli extra besvérlig pa grund av att
vattendjupet &r sa litet och bottenfasta vallar latt bildas, exempelvis Norra Kvarken men ocksa
omradet vid inseglingen till Kemi och Uledborg. Ordinarie insegling till Lulea via Sanddleden
vid Farstugrund kan vara mycket svar vintertid pa grund av stora sammanfrusna omraden med
mycket kompakta isvallar. Som alternativ till Sandéleden finns Sandgrénnleden att nyttja,
vilken beroende pa vind och ispress kan ha naturliga rakar och en battre framkomlighet.
Ytterligare en led nyttjas ibland, den sa kallade Marakallaleden som |6per mellan

Sandgronnleden och Sanddleden, se Figur 4.

"\ " Luled
,71 > §¢“.

oSandgéﬁnnleden NN R E

Figur 4 Alternativa inseglingsleder till Luled

En del av isbrytarnas arbete utgors dven av transit idag, det vill sdga strackor som isbrytarna
tillryggalagger utan att fartyg assisteras, for att na fartyg som behéver assistans eller efter att
fartyg har assisterats. Baserat pa historisk data for de svenska isbrytarna, for i analysen
ingdende ar, utgor transitstrackorna idag mellan 35 och 58 % av isbrytarnas transportarbete,

med ett snitt pa 47 %.
Sverige har idag sex isbrytare: Atle, Frej, Idun, Oden, Ymer och Ale. Ale ar specialbyggd for
Vanern. Finland har idag nio isbrytare till sitt forfogande, genom samarbete med Alfons

SSPA Maritime Center
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Hakans och Arctia: Polaris, Fennica, Nordica, Otso, Kontio, Urho, Sisu, Voima och Zeus.
Generellt placeras fem av dessa i Bottenviken en kall vinter. Det finns ocksa en finsk
isbrytarkonstellation som kallas "Saima + Calypso”, som ar ett samarbete mellan isbrytaren
Calypso och ett avtagbart, sjalvforsorjande isbrytarforskepp, en s.k. "l6sndsekonstruktion”
som utvecklats fér Saimenkanalen. Denna isbrytare nyttjades i Bottenhavet under vintern
2023/2024 nar issituationen var som varst. (Trafikledsverket, 2025). Vilka isbrytare som ar i
drift och var de befinner sig beror forstas pa islaget och behovet av isbrytning. Vid tillfallet for
maxutbredning av havsisen under vintern 2023/2024 befann sig 12 isbrytare i Bottenhavet
och Bottenviken (Sjofartsverket, 2024).

2.2 Framtida trafik

Enligt Trafikverkets basprognos 2023 (Trafikverket, 2023) ligger den arliga tillvaxten for
sjofart mellan 2017 och 2040 pa +1.7 % per ar. Trafikverket kom med en uppdaterad prognos
2024, for tiden fram till 2045, beroende pa att godstransporterna i Sverige bedoms oka i
betydligt 1agre takt an i tidigare planeringsomgangar, och ligga mer i niva med den historiska
utvecklingen vilket enligt Trafikverket (Trafikverket, 2024) framfér allt bedoms bero pa att:

-den ekonomiska utvecklingen antas ga langsammare
-varornas varde antas 6ka mer, vilket ddmpar 6kningen i ton i motsvarande man

-anvandningen av raolja och oljeprodukter i transportbranschen antas mer eller mindre
upphora till foljd av klimatpolitiska atgarder

Prognosen fran 2024 anger att transportarbete inom Sjéfartsomradet stagnerar, med en
minskning som ligger pa -0.6 % per ar, mycket pa grund av att transporter av raolja och
oljeprodukter antas minska kraftigt i samband med vagtrafikens 6vergang fran bransledrift till
eldrift. Prognosen anger dock vidare att om antaganden om elektrifieringstakten inte
stammer, utan istillet endast nar hilften sa langt som den antas i basprognosen 2045 okar
istallet godstransporterna inom sjofartssegmentet kraftigt, och istallet for en minskning pa 13
% mellan 2019 - 2045 sker en 6kning med 5 % under samma period.

Hur stor del av en eventuell godstrafikokning som kommer att hanteras av storre fartyg
respektive fler fartyg ar osdkert. Kompletterande datainhdmtning om framtida trafik har
darfor skett via prognoser for i analysen ingdende hamnar, dar en 6kning av antal anl6ép i de
flesta fall prognosticeras till 2 % per ar. Fér analysen gors ett antagande om att for de flesta
hamnar 6kar antalet anlép med 10 % fran idag till ar 2030, med nagra undantag:

e Luled Hamn: den prognosticerade 6kningen till ar 2030 motsvarar en fyrdubbling av
trafiken, pa grund av de stora projekt som pagar och som ar relaterade till
stalindustrin. (Luled Hamn, 2024)

e Karleby: Trafik prognosticeras 6ka med cirka med 25 % fram till 2030. (Karleby Hamn,
2025)

e Jakobstad: Trafik prognosticeras 6ka med cirka 30 % fram till 2030. (Jakobstad Hamn,
2024)

Den numerara trafikdkningen ar liten i Karleby och Jakobstad med en 6kning med 150
respektive 100 fartyg fran dagens trafik, till en forvantad trafik om 750 respektive 400 fartyg
per ar 2030. For Luled ar 6kningen i antal anlop dock stor: fran dagens cirka 600 fartyg per ar
till forvantade 2 500 fartyg ar 2030. Trafikokningen till Lulea far ett stort genomslag i féljande
kalkyler, med en stor paverkan pa assistansbehovet for vintersjéfarten dven utan etablering av
havsvindkraft. Den genomsnittliga trafikkningen for samtliga hamnar ar 27 %.
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Samma upprakningsfaktor for trafiken har anvants for samtliga typvintrar i analysen. | kalkylen
ar det saledes inte kompenserat for att trafiken under exempelvis 2010/2011 var mindre
omfattande dan 2023/2024. 2010/2011 var den senaste svara isvintern och andelen
assistanser i férhallande till antal fartygspassager antas i analysen var densamma vid en
framtida svar isvinter. Trafiken kommer mojligen ocksa att variera nagot vid en svar vinter,
och en genomsnittlig trafikokning pa 27 % baserat pa trafiken under en exempelvinter som
2023/2024 ar mojligen ocksa en 6verskattning av trafiken fér 2030.

2.3 Framtida rutter

| en framtid med vindparker till havs i de aktuella omradena varierar paverkan pa sjofarten
fran vindparkerna beroende pa deras lagen. Om dagens fartygstrafik trafikerar omradet for
den planerade vindparken kommer trafiken att behdva omdirigeras och férutsattningarna for
en sadan omdirigering varierar med vattendjup och tillganglig vattenyta. Vidare paverkar
vindférhallanden hur isen packas eller bryts i olika omraden, dar vissa omraden ar mer utsatta
an andra vad galler forutsattningarna for framkomlighet.

2.3.1 Bottenviken

| Bottenviken forekommer havsis varje ar, i stor utstrackning och i allt fran ett par manader till
hela vintersasongen och behov av isbrytning uppstar varje vinter. Vindparksomraden som
ingar i analysen, saval fér scenario ett som tva, ar lokaliserade strax norr om Norra Kvarken
och utmed den norra och norddéstra delen av Bottenviken.

For att gora antaganden om mdéjliga framtida rutter, basis etablering av vindparker enligt
scenario ett och tva, har for Bottenviken olika vindférhallanden och darigenom isforhallanden
analyserats. Beroende pa hur vinden blaser packas isen olika och i ett |dge som idag utan
vindparker kan isbrytarna och fartygen fritt vilja den enklaste vagen. Nordvalen / Norra
Kvarken ar ett exempel pa ett kritiskt omrade, i synnerhet vid nordliga vindar da isen packas
ner mot de grundomraden som forekommer runt Norra Kvarken.

Med vindparker i ett sddant lage kan effekten bli rutter i mer och svarare is, eller att
tillgangligheten till vissa hamnar begransas helt eller delvis.

Figur 5 aterger iskartor, hamtade fran SMHI, 6ver Bottenviken och speglar hur isens lage
varierar med olika vindar (nordliga, ostliga, sydliga och vastliga), teckenforklaring till kartorna
finns i Figur 6.
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Figur 6 Teckenférklaring till iskartor i figur 2, 4, 5 och 6. (SMHI, 2025) Fér figurer 4-6 ddr iskartorna dr éverlagrade pd
sjokort med AlS-data dr fdrgerna mattare men tolkningsbara genom fdrgskalan.

| nedan Figur 7 har ett utdrag av AlS-data 6verlagrats pa iskartorna for att illustrera dagens
rutter, och dartill ar energiomraden enligt scenario 1 inlagda som konturer. Figuren visar att
andra rutter behoéver viljas vid etablering av vissa vindparker, och dven att trafiken inte
kommer att kunna komma fram pa ett sakert satt till t.ex. Kemi och Uledborg vid en etablering
enligt full utbredning av samtliga energiomraden i norddstra Bottenviken. | sédra Bottenviken,
strax norr om Norra Kvarken ar passage 6ster om energiomradena forknippad med stora
risker pga litet avstand mellan dem och grundomraden. Nya antagna, och med isbrytarbefal
avstamda, exempelrutter for olika vindriktningar och islagen visas i figuren som streckade
linjer. Dar linjerna ar rodmarkerade kravs minskning av energiomradenas utbredning for att
trafiken ska kunna passera.
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Figur 7 Iskartor med éverlagrad exempeltrafik fér relevanta vindriktningar (AlS-data) samt vindparksetableringar enligt
scenario 1, och med nya antagna rutter som streckade linjer. Energiomrdden med grén kant ligger i finsk EEZ eller i finskt
territorialvatten, helgréna omrdden i svenskt.

Vid etablering enligt scenario 2, vilket innebar ett tilligg av vindkraft pa ytor markerade i
orange, begransas det mojliga utrymmet ytterligare for alternativa rutter for fartygstrafiken i
norr och strax norr om Norra Kvarken, se Figur 8. Trafik till hamnar norr om Pited pa vastra
sidan, och Brahestad pa Ostra sidan, av Bottenviken &r inte maéjlig om energiomradena i norr
etableras i full utstrackning. | s6dra Bottenviken géller samma som for scenario 1: Passage
Oster om energiomradena strax norr om Norra Kvarken bedéms vara férknippad med stora
risker pga litet avstand mellan vindparksomrade och grundomraden. | scenario 2 ligger
ytterligare ett energiomrade i direkt anslutning till det ostligaste av omraden strax norr om
Nordvalen, vilket gor att tillgdngligt vatten pa den vastra sidan om dessa omraden minskar,
och avstandet till parker ytterligare vasterut ar cirka 9 M.
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Figur 8 Iskartor fér exempelscenarier vid olika vindriktningar samt vindkraftsetablering enlig scenario 2, ddr omrddena
som dr markerade i orange tillkommer. Energiomrdden med grén kant ligger i finsk EEZ eller i finskt territorialvatten,
helgréna omrdden i svenskt. Overlagrad fartygstrafik (AlS-data) syns som lila streck. Nya antagna rutter syns som
streckade linjer, och ddr linjerna dr rédmarkerade krdvs minskning av energiomrddenas utbredning for att trafiken ska
kunna passera.

Det finns inga fastslagna riktlinjer om avstand mellan tva narliggande vindkraftparker. Brittiska
MCA har i MGN 654 rekommendationer for korridorsbredd i isfria vatten, utifran perspektivet
att 20 ° avdrift ska tillatas 6ver korridorens langd (Maritime & Coastgurd Agency, 2021). Som
exempel motsvarar detta en bredd om cirka 3,6 M for en korridorslangd om 10 M. Vid
forekomst av havsis ar dock inte MCA:s rekommendationer direkt applicerbara eftersom de
inte tar hansyn till isdrift, utan ger endast en indikation om en minimumbredd for att fartyg
ska kunna fardas sikert i en korridor utan att riskera att eventuell avdrift tar fartyget in i
vindparken.

Finska Trafikledsverket har uttryckt att de anser att 6 M mellan vindkraftparker ar en riktlinje
ur ett riskperspektiv, maojligen ett stérre avstand vid férekomst av havsis. Inom egen EEZ eller
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territorialvatten har respektive land mojlighet att rekommendera ett avstand, men vid
etablering av vindparker nara EEZ-gransen ar det mer komplicerat. Dock, i linje med en
minimumkorridor om 6 M har finska Trafikledsverket uttryckt att finska parker som narmast
kan ligga 3 M fran gransen under forutsattning att parker pa svenskt vatten / svensk EEZ
foljer samma princip. Detta ar dock inte pa nagot satt en framford hallning fran svenska
sjofartsmyndigheter. For att visa pa effekten i norra Bottenviken av en tillampning av
korridorer pa 6 M mellan narliggande energiomradena, ar teoretiska block fér sadana
utrymmen inritade i Figur 9. En begransning av fundamentsomraden i en sddan utstrickning
paverkar i synnerhet de sydostligaste omradena, dar energiomradena reduceras till stor del.

Teoretiska korridorer med 6 M bredd. |
Vid EEZ-grans skissade med 3M
pa respektive sida om finsk och
svensk EEZ.

/ B16EB16

—p i

ke &
Ebba C nahiiiair;ién o

Figur 9 Energiomrdden i norra Bottenviken med teoretiska korridorer mellan ndrliggande omrdden.

Under forhallanden med havsis anser saval svenska som finska sjofartsmyndigheter att
isbrytarassistans ar nodvandigt for fartyg som passerar genom en korridor. Om ett fartyg gar
utan isbrytarassistans och fastnar och driver sidvarts med isen innebar det att fartyget skulle
kunna driva in i vindparken. Foérutsatt en korridorsbredd pa 6 M skulle fartyget behéva
assistans inom cirka tva timmar om isdriften ar 1,5 - 2 knop, vilket i praktiken innebar att
isbrytarassistans genom korridor ar nédvandig om inte isbrytare alltid befinner sig inom cirka
1,5 h fran platsen.

2.3.2 Bottenhavet

| Bottenhavet ar forutsattningarna vad galler havsis annorlunda. | sédra delen, dar merparten
av vindparkerna pa den svenska sidan planeras, ar det mer sallan svara isférhallanden och
under normalvintern férekommer havsis generellt sett endast utmed kusten och runtom
Finngrunden. Sydvastra Gavlebukten ar dock ett omrade som kan vara komplicerat att
trafikera vid nordliga vindar nar isen packar sig mellan Oregrund och Gavle. Nir sddana
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forhallanden rader far vintersjofarten istallet ledas nagot langre norrut innan de ater kan ga
sydviast ner mot Gavle.

For Bottenhavet gors en bedémning av majliga framtida rutter utifran en maxutbredning av
isen for en normalvinter och Figur 10 aterger maxisutbredning for normalvintern 2023-2024.

Figur 10 Maxutbredning fér normalvintern 2023-2024. Iskarta 6verlagrad pa sjokort med AlS-data for perioden januari
till april 2024.

Med vindparker i lagen dar dagens assistansrutt ofta gar kommer en ny assistansrutt behéva
laggas norr om Finngrundet och planerade vindparker, for trafik till t.ex. Gavle, S6éderhamn
och Iggesund, se Figur 11.
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| finsk EEZ och i finskt territorialvatten planeras primart vindparker mitt i Bottenhavet och
utmed den norddstra delen, férutom ett omradet strax norr om Sodra Kvarken. Méjliga
alternativa rutter till Nystad och Bjorneborg aterges ocksa i Figur 11.

P J e

| |I.|I\:|ul1 o

\ i Tee Tl o e Vfanligt forekommande rutt

N L i idag, vid is i sddra Bottenhavet
‘|= = Exempel pa alternativa rutter
efter etablering av vindkraftparker

0 Tl

pupranii

“Kristinestad

Sundswall

ain

Hufikes

Skamiisd - 0

Sdudsshamn .

Figur 11 Rutt i orange indikerar en férekommande assistansrutt idag vid is i sydvdstra Bottenhavet. Bldstreckade rutter
indikerar exempelrutter vid etablering av vindkraftparker.

Trafiken fran Soédra Kvarken till de finska hamnar som ligger nagot langre norrut, exempelvis
Kasko6 och Kristinestad, ar ringa och bortses ifran i analysen.

2.4 Uppskattning av troliga ruttférlangningar och 6kning assistansdistanser
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Baserat pa nya mojliga exempelrutter, avstimda med isbrytarbefal, har 6kningen i
ruttdistanser for handelsfartygen raknats ut. | berdkningar for Bottenviken har hinsyn tagits
till islage utifran vindriktning, eftersom vinden har stor paverkan pa hur isen lagger sig och ror
sig. | Bottenviken far detta sarskild stor paverkan pa majliga framkomliga rutter for fartygen
och pa behovet av isbrytarassistans. For Bottenhavet beraknas ruttférlangningar och
assistansbehov oberoende av vind, detta da havsis i Bottenhavet forekommer i mycket
mindre utstrackning an i Bottenviken. Detta gor att frekvens av olika vindriktningar i
Bottenhavet inte bedoms ha en sa stor paverkan pa rutter och assistanser att det ar relevant
for en Gvergripande analys.

Antalet anlop till svenska hamnar baseras pa tabeller hamtade fran Sjofartsverkets
Vintersjofartspublikation for i analysen ingaende ar. For finska hamnar har statistik erhallits
dels fran Finska Trafikledsverket dels genom AlS-data for aktuella ar. Antal assistanser ar
baserade pa utdrag fran IBNet. Trafiken for 2030 ar uppraknad enligt kapitel 2.2 och benamns
"antal fartygspassager ar 2030” i Tabell 2.

Aven framtida assistansdistans for isbrytarna har riknats ut, baserat pa exempelrutter i
analysen. Dels for ett nollscenario 2030, dvs ett scenario med beridknad trafikbkning men inga
vindkraftparker, dels for scenario 1 och 2 med vindparker. | berdkningarna har tagits hansyn
till assistansbehov utifran islage, dvs det ar fler fartyg som behover assistans vid en svar
isvinter dn en mild. En svar isvinter med stort assistansbehov har antagits intraffa en gang per
tio ar (vintern 2010/2011 i analysen), en normal isvinter med medelstort assistansbehov har
antagits intraffa fem ganger pa tio ar (vintrarna 2017/2018 och 2023/2024 i analysen) och en
lindrig isvinter med litet assistansbehov (vintern 2019/2020 i analysen) har antagits intraffa
fyra ganger pa tio ar. For ett framtidsscenario med vindkraftparker i omraden med havsis ar
antagandet att samtliga fartyg som assisteras idag kommer att behdéva assisteras langre
strackor nar det forekommer havsis, eftersom assistans kommer att behova ske forbi
vindparker, och sadledes kommer den distans som isbrytarna behover ga att 6ka.

En del av isbrytarnas arbete kommer dven i framtiden att utgoras av transit. | innevarande
analys antas ett snitt pa 50 % vad géller transitresor i férhallande till isbrytarnas totala
operationell stricka, baserat pa dagens snitt om 47 % for de svenska isbrytarna. Ett annat
operationellt ménster kommer dock sannolikt att krdvas av isbrytarna i framtiden och andelen
transit i framtiden ar osiker. Vidare har data for dagens transitarbete for de finska isbrytarna
inte kunnat verifieras.

2.4.1 Bottenviken

Med nya exempelrutter med hinsyn tagen till energiomraden enligt Figur 7 i kapitel 2.3.1 blir
den sammanlagda 6kade distansen fér samtliga handelsfartyg, inkluderat trafikbkning till ar
2030, cirka 11 500 M i scenario 1, for en vinter med medelstort assistansbehov (baserat pa de
normala isvintrarna i analysen). | scenario 2 blir den sammanlagda distansékningen ca 21 800
M for handelsfartygen for en snittvinter med medelstort assistansbehov.

| genomsnitt 6ver tio ar berdknas 6kningen i den distans handelsfartygen behdver ga till cirka
7 800 M for scenario 1 och cirka 16 000 M foér scenario 2.

Nedanstaende Tabell 2 visar férandrade distanser och sammantagen 6kad assistansdistans ar
2030 for handelsfartyg och isbrytare, som ett genomsnitt for 10 ar (det vill sdga en
sammanvagning av vintrar med stort, medelstort och litet assistansbehov, 6ver tio ar).
Trafikokningen i sig gor att assistansbehovet 6kar markant fran dagens behov. En etablering
av vindkraft enligt energiomraden i analysen bidrar med ytterligare 6kning i assistansdistans: |
forhallande till scenario O ar 2030 (dvs ar 2030 enbart med hinsyn tagen till trafikdkning)
Okar assistansdistansen med 36 % med vindkraftsetablering enligt scenario 1. For scenario 2
skulle 6kningen i assistansdistans motsvara 43 %, i férhallande till scenario O.
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Tabell 2 Distanser och assistansdistanser fér Bottenviken, fér ett genomsnitt 6ver tio dr.

GENOMSNITT OVER 10 AR
Rutt Antalfartygs- Distans (M), Okad total Okad total Antal Assistansdistans (M), 32?;25;‘:5‘&"3_ 32?::;?;?6 ns
passagerar scenario 0 2030 distans (M), distans (M), Lo scenario 0 2030 - \.r\ndkr,aftparker - \.rindkr,aftparker
2030 (utan vindkraftparker) scenario 1 scenario 2 (utan vindkraftparker) i e enligt scenario 2

Norra Kvarken-Skellefted 410 31813 -729 -1173 110 3152 2826 2631
Norra Kvarken-
Pited/Haraholmen 567 57019 -615 -615 148 4533 337 3502
Norra Kvarken-Luled 2523 333 538 5473 5473 1157 80 667 38 843 42 960
Norra Kvarken - Karlsborg 181 28110 -644 -161 83 8685 1186 1742
Norra Kvarken-Kemi/Tornea 1354 205 407 733 4097 891 94 091 16 568 24 399
Norra Kvarken-Uledborg 477 66 074 2390 3423 315 26 304 12180 15108
Norra Kvarken-Brahestad 245 27703 0 33 191 10543 5562 5562
Norra Kvarken-Karleby 256 16 195 1202 3213 57 2034 1093 1467
Norra Kvarken-Jakobstad 201 7921 0 1310 99 2113 851 145q
Kemi - Skelleftea 56 0 0 0 21 0 0 0
Luled - Brahestad 492 0 0 0 224 0 0 ¢
TOTALT 6761 773781 7810 15899 3296 232122 82480 98 867

Ytterligare okning

av distans pga

vindkraftparker: 36% 4304

Historisk data fran IBNet, erhallen fran Sjofartsverket, visar att den sammanlagda
assistansstrackan for svenska och finska isbrytare for i analysen ingdende ar ar enligt Tabell 3.
Dock har strackor som de finska statsbrytarna seglat i Finska Viken under ar 2010/2011,
2017/2018 och 2019/2020 inte kunnat filtrerats ut, och saledes ar nedan sammanstallning
nagot overskattad. For ar 2023/2024 har kompletterande data erhallits av Finska
Trafikledsverket, och total assistansstracka for ar 2023/2024 géller endast for Bottniska
Viken.

Tabell 3 Assistansstrdckor enligt statistik fran IBNet fér i analysen ingdende dr (Sjéfartsverket, 2025).

Total assistansstriacka

Ar 2010/2011 2017/2018 2019/2020 2023/2024 10-
(inkl Fi Viken) (inkl Fi Viken) (inkl Fi Viken) arssnitt
Distans 239 606 118 618 90751 136 057 124 000

Ett berdknat tioarssnitt for historisk data fran IBNet baserat pa fordelningen 1 svar, 5 normala
och 4 lindriga isvintrar blir cirka 124 000 M. Normalvintersnittet blir cirka 128 000 M.
Tioarssnittet for den berdknade assistansdistansen utifran exempelrutter, baserat pa dagens
trafik, ar cirka 133 000 M. Detta betyder att exempelrutterna totalt sett ger en éverskattning i
distans i forhallande till historiska loggade assistansdistanser. Den procentuella 6kningen i
assistans fran dagens exempelrutter till framtida exempelrutter dr dock relevant och
motsvarar for tioarssnittet cirka 74 % for scenario O.

Baserat pa antagen transitandel innebr en assistansékning om 82 000 M en lika stor andel
transit. Detta betyder att for tioarssnittet blir isbrytarnas tillkommande operationella stricka
cirka 164 000 M pa grund av etablering av vindkraft i enlighet med i analysen utpekade
omraden.

2.4.2 Bottenhavet

Med nya rutter med hansyn tagen till energiomraden enligt Figur 11 i kapitel 2.3.2 blir den
sammanlagda 6kade distansen for samtliga handelsfartyg, inkluderat trafikokning till ar 2030,
cirka 81 000 M for scenario 1, for en typvinter med medelstort assistansbehov. | genomsnitt,
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sett Over tio ar, berdknas 6kningen i den distans handelsfartygen behover ga till cirka 48 000
M med energiomraden enligt scenario 1 och inkluderat trafikbkning till ar 2030.

Assistansdistansen berdknas 6ka med cirka 1 600 M for en vinter med ett medelstort
assistansbehov och cirka 800 M i snitt dver 10 ar.

Statistik 6ver andel transit i forhallande till total gangtid har erhallits for de svenska isbrytarna.
Under vintern 2023/2024 assisterade Brage Viking och Atle i Bottenhavet pa svenska sidan
och Calypso och Zeus pa den finska sidan. Transitstrackorna utgjorde da ca 30 % av den
totala gangtiden for de svenska isbrytarna. Eftersom data over transit for de finska isbrytarna
ej har erhallits raknas transitandelen upp och transitrutter antas utgoéra hélften av den totala
okade distansen. Vid en 6kning av assistansdistans pa 1 600 M fér en normalvinter med
medelstort assistansbehov skulle transitrutterna medféra ytterligare en lika stor samlad
distans, dvs den totala 6kade operationsstrackan skulle bli 3 200 M f6r en normalvinter. For
ett snitt Gver en tioarsperiod skulle den totala 6kade operationella striackan bli 1 600 M.

For Bottenhavet paverkas handelsfartyget avsevart mycket mer an isbrytarna, eftersom
assistansbehovet ar avsevart mycket mindre i Bottenhavet dn i Bottenviken. Tabell 4 aterger
total berdknad distansdkning for handelsfartygen och 6kad berdknad assistansdistans for
isbrytarna, som ett genomsnitt 6ver 10 ar omfattande vintrar med stort, medelstort och litet
assistansbehov.

Tabell 4 Distanser och assistansdistanser for Bottenhavet, fér ett genomsnitt av 10 dr.

GENOMSNITT OVER 10 AR
. Okad total Assistansdistans (M), Okad assistans-
Rutt TR {:;” distans (M) A"t?lt scenario 0 2030 distans (M),
BCEnALIc scenario 1 el {utan vindkraftparker) scenario 1
Sodra Kvarken — Gavle 454 20 450 36 356 14 425 -111
Sodra kKvarken - Sdderhamn 63 4744 0 3 11 1
Sodra Kvarken —
Iggesund/Orrskar 234 18 691 4673 L 27 1
Sodra Kvarken — Sundsvall 328 0 0 29 0 0
Sodra Kvarken —
iOrnskoldsvik 261 0 0 30 0 0
Sodra Kvarken - Kasko 256 17 910 5117 57 4019 757
Sodra Kvarken — Pori 269 20 166 1344 35 352 1
Stdra kKvarken — Nystad 306 16 844 0 19 0 0
0 0 0 0 0 0
Norra Kvarken - Kasko 10 724 207 10 673 164
TOTAL 2181 99 529 47 697 185 5508 812
Ytterligare okning
av distans pga
vindkraftparker: 15 %
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3 Kostnader och emissioner

Berakningar vad galler bransleférbrukning och emissioner for handelsfartyg baseras pa MRV-
data'®. Berikningarna ar vidare gjorda pa en representativ flotta, dir medelvirdet fér
bransleférbrukning och emissioner raknas ut for den totala fartygstrafiken (enligt AlS-data)
som trafikerar Bottenhavet respektive Bottenviken, utifran andel fartyg av relevanta
fartygskategorier i respektive omrade.

Isbrytarnas bransleférbrukning ar bestamd till 3,5 MT per timme vid 9 knop, efter
overenskommelse med Sjofartsverket. CO,-utslapp ar bestamt till 3,205 t CO,/ton
MGO(/MDO) enligt (ICCT, 2021)

Bunkerpriset varierar med varldsmarknaden men vid tillfallet for berdkning av bunkerkostnad,
i juni 2025, var spotpriset (basis Rotterdam) for MDO/MGO E10 EUR 650/MT, motsvarande
SEK 7 150/MT med samtida vaxlingskurs. Inkép av bunker sker pa annat satt for isbrytarna an
handelsfartygen. De senare bunkrar pa en spotmarknad vilket maéjligen ger ett hogre snittpris
pa bunker an for isbrytarna, dar inkép av bunker sker i stérre bulk och lagras i cistern fran
vilken isbrytarna bunkrar. | kalkylen anvands dock samma bunkerpris for saval handelsfartyg
som isbrytare.

Bunkerkostnaderna kommer troligen att stiga for Sjofartsverket. Under 2025 togs beslut att
Sjofartsverket, i linje med Sveriges klimatmal, ska vara fossilfria ar 2045. Detta kommer
sannolikt att leda till att en 6vergang till andra branslen, exempelvis HVO, kommer att ske.
Branslepriset for HVO 100 ar idag dubbelt sa hogt som for den gasolja som anvands pa
isbrytarna idag. Vid samma prisniva for HVO i framtiden innebar en évergang att kostnaderna
for isbrytarnas bunker kommer att stiga avsevart. Vidare innebar malaret 2045 inte att staten
kommer vanta till dess med en 6vergang till fossilfritt, utan det kan ske tidigare. Redan idag
gors tester med HVO100 och det ar kravstallt att de bestallda nya isbrytaren, som snart skall
pabdrjas byggnation av, skall kunna framdrivas av alternativa branslen och ska levereras s.k.
methanol ready. (Sjofartsverket, 2025).

Kalkylen i analysen ar likval baserad pa dagens prisniva, eftersom analysen géller fér 2030.
Skulle en 6vergang till fossilfritt ske till dess, for samtliga isbrytare, uppskattas
branslekostnaderna for isbrytarna férdubblas. Vad galler paverkan pd CO,-utslapp som foljer
av en overgang till fossilfritt bransle kommer paverkan bero pa vilket bransle som véljs, och pa
ravaran till det aktuella branslet.

0 MRV-data: data insamlad fér fartyg enligt EU:s férordning om Monitoring, Reporting, and Verification, som kraver att
fartyg 6ver 5 000 bruttoton som anléper EU-hamnar rapporterar bl.a. sin bransleférbrukning, koldioxidutslapp och
seglad distans.
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3.1 Bottenviken

For Bottenviken bli medelvardet fér den representativa fartygstrafiken for bransleforbrukning

och CO,-utslapp enligt Tabell 5.
Tabell 5 Bréinsleforbrukning och CO,-utslédpp for handelsfartyg i Bottenviken

Andel av total trafik Bransle- Bransle- CO,-utsldpp CO,-utslidpp
Bottenviken forbrukning  forbrukning (kg CO,/M) (MT CO,/M)
(exklusive kategori

ovriga’ och isbrytare) (ke/M) (MT/M)

Snitt for representativ 48,76 0,049 155,02 0,16

flotta

For handelsfartygen 6kar den seglade distansen i Bottenviken med cirka 7 800 M, som ett
snitt 6ver tio ar. For isbrytarna, som i Bottenviken paverkas mer dn handelsfartygen, 6kar

assistansdistansen for tiodrssnittet med cirka 82 000 M.

Detta resulterar i en sammantagen 6kning i bransleférbrukning och CO2-utslapp enligt Tabell

6.

Tabell 6 Okning brdnsleférbrukning och brénslekostnad samt 6kning av CO2-utsldpp for handelsfartyg i Bottenviken, som

ett snitt over tio dr.

Scenario Distanso6kning Okad Okade
handelsfartyg (M) bransleforbrukning branslekostnad
(MT) (mnkr)
1 7810 381 2,7
2 15899 779 5,6

For isbrytarna blir den sammanlagda arliga 6kningen enligt Tabell 7.

Tabell 7 Okning brdnsleférbrukning och CO2 fér isbrytare i Bottenviken, som ett snitt éver tio dr.

Scenario Okad Okad Okade
assistansdistans bransleforbrukning branslekostnad
isbrytare (M) (MT) baserat pa 3,5 (mnkr)

MT/h vid 9 knop
1 82480 32076 233,8
2 98 867 38448 274,9

Okade CO,-
utslapp (MT
CO,)

1211

2465

Okade CO,-
utsliapp (MT
CO,)

102 802

123 556

11 AlS-data innehdller fartygskategorier, exv general cargo, container, tanker, bulk m.fl. Det finns ocksa en kategori som

bendamns "6vriga” och som exv innehaller olika former av mindre arbetsbatar.
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3.2 Bottenhavet

For Bottenviken bli medelvardet for den representativa fartygstrafiken for bransleférbrukning
och CO,-utslapp enligt Tabell 8.

Tabell 8 Brénsleforbrukning och CO,-utslédpp for handelsfartyg i Bottenhavet

Andel av total trafik Bransle- Bransle- CO,-utsldpp CO,-utslidpp
Bottenhavet forbrukning forbrukning (kg CO,/M) (MT CO,/M)
(exklusive kategori ovriga

och isbrytare) (ke/M) (MT/M)

Snitt for representativ flotta 53,44 0,053 169,55 0,17

For handelsfartygen 6kar den seglade distansen i Bottenhavet med cirka 48 000 M, som ett
snitt 6ver tio ar. | Bottenhavet paverkas isbrytarna mindre dn handelsfartygen av
vindkraftrelaterade ruttférlangningar, vilket i sin tur beror pa att havsis i normalfallet inte ar
sarskilt omfattande i Bottenhavet. For isbrytarna 6kar assistansdistansen for tioarssnittet med
cirka 800 M.

Detta resulterar i en sammantagen 6kning i bransleférbrukning och CO2-utslapp enligt Tabell
9.

Tabell 9 Okning brdnsleférbrukning och CO2 fér handelsfartyg i Bottenhavet, som ett snitt 6ver tio dr.

Distanso6kning Okad brinsleférbrukning Okade Okade CO,-utslapp
handelsfartyg (M) (MT) branslekostnad (MTCO,)

(mnkr)
47 697 2549 18,2 7 394

For isbrytarna blir den sammanlagda arliga 6kningen enligt Tabell 10.

Tabell 10 Okning brdnsleférbrukning och CO2 for isbrytare i Bottenviken, som ett snitt éver tio dr.

Okad assistansdistans Okad bransleforbrukning Okade Okade CO,-utslapp
isbrytare (M) (MT) baserat pa 3,5 MT/h branslekostnad (MTCO,)
vid 9 knop (mnkr)
812 316 2,2 1012
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4 Samhallsnytta i relation till 6kade kostnader for vinternavigation

Foljande kapitel redovisar kvantifierbara delar av den samhallsekonomiska kalkylen och staller
dessa i relation till 6kade kostnader for vinternavigation for vinternavigation i Bottenhavet
och Bottenviken

4.1 Samhallsekonomisk kalkyl

Den samhéllsekonomiska kalkylen &r gjord pa en 6vergripande niva och tar hansyn till
foljande:

Produktion av fornybar energi:

Direkt proportionell till installerad kapacitet och kapacitetsfaktor (CF).

Exemplet i analysen: 1 GW * 0,41 CF * 8760 h/ar = 3,6 miljoner MWh/ar.

Uteblivna utslapp: kopplade till hur mycket fossilgenerad el som vindkraften ersatter.

Exemplet i analysen: 3.6 miljoner MWh/ar x ~ 0,075 tCO,/MWh uteblivha = ~0,27 miljon
tCOz/ér

Jobbmadjligheter och lokal ekonomisk paverkan: Beror pa bade installerad kapacitet och
utvecklingsfas. Under konstruktionsfasen antas kortsiktiga anstallningar vara tillgangliga,
medan det under operationsfasen antas finnas méjligheter till stabila, 1angsiktiga
anstéallningar som gar att koppla till antal MW.

Exemplet i analysen anger konservativt 1 jobb/MW f6r underhall och operation. Enligt
(CBS, 2019) géller ~1,3 jobb/MW/ar = ~ 1 300 FTE/ar for 1 GW samt enligt
(Naturvardsverket, 2021) 0,2-10 FTE/ MW

Operation och underhall, férutsattningar fér kostnadsberakning: en fast kostnad per
installerad MW, oavsett output, issituationen i Bottenviken kan antas hdja denna nagot.

Benchmarksiffror: (1GW): SEK 770 000/MW/ar x 1,000 MW = SEK 77 miljoner/ar (Peak
Wind, 2022), (WindEurope, 2021)

Natstabilitet och export: Har inte kunnat kvantifieras. Nyttan beror pa hur val
produktionen kan tas om hand eller exporteras. Ju mer el som produceras desto stérre
potential for att undvika att importera el och att stotta nordisk natstabilitet, samt att
eventuellt kunna exportera 6verproduktion.

Vardet av ovan sammanstalls for tillgangliga delar i Tabell 11.
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Tabell 11 Monetdrt vdrde av ingdende parametrar for samhdillsnytta

Parameter (monetirt virde) Virde Kalla

Fornybar elproduktion, SEK/MWh 660 (antaget som snitt) Elpris SEK 550-770/MWh (Nord
Pool historik Sverige & Finland)

Uteblivna CO,-utslapp SEK/tCO, 990 EU ETS (marknadspris): SEK 770-
990/t (maj 2025). Valt dvre varde
pga antagande om stigande pris.

Jobbmojligheter (Operationsfas), SEK/ar 660 000 (Publik statistik) Medellon inkl
skatt och sociala avgifter.
tax/social avgifter SEK 550000-
715000/FTE/ar i energisektorn

Operation och underhall 770000 Exv. WindEurope (2021) -
Offshore Wind in Europe — Key
trends and statistics (Cites SEK
660,000-SEK880,000/MW/ar
beroende pd omradets
forutsattningar)

Vad giller antaganden for beradkningar for elproduktion har féljande varden erhallits fran
energimyndigheten: 4000 fullasttimmar/ar och en effekttithet pad 5 MW/km?. Fér de
energiomraden som ingar i kalkylen motsvarar detta en total installerad effekt i Bottenhavet
om cirka 36 GW och i Bottenviken cirka 15 GW (for scenario 1) respektive cirka 23 GW
(scenario 2).

4.1.1 Bottenviken

For Bottenviken, scenario 1 och 2, blir den summerade sammahallsnyttan i monetart varde,
cirka 63 miljarder for scenario 1 och 100 miljarder f6r scenario 2, enligt Tabell 12 och Figur
12.

Tabell 12 Samhdillsnytta - sammanstdllning av monetdrt vdrde for kvantifierbara delar, fér Bottenviken scenario 1 och 2.

Bottenviken, mnkr

Parameter Scenario 1 Scenario 2
Produktion av fornybar energi 38 254,92 60 701,52
Uteblivna CO,- utslapp 4 303,68 6 828,92
Jobbmoéjligheter (Driftsfas) 9563,73 15 175,38
Lokala operations- och underhallsutgifter 11 157,69 17 704,61
Totalt 63 280,01 100 410,43

De beraknade vardena av uteblivna CO,- utslapp ar relativt ldga. Detta beror pa att andelen
fossil elproduktion ar liten i Sverige och Finland.
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Samhallsnytta, Bottenviken, SEK (mnkr)
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Produktion av fornybar Uteblivna CO,- utslapp Jobbmodjligheter (Driftsfas) Lokala operations- och
energi underhallsutgifter

W Scenario 1 M Scenario 2

Figur 12 Diagram 6ver samhdllsekonomisk nytta, monetdrt vdrde, fér Bottenviken scenario 1 och 2.

Nedan, i Tabell 13 och i diagram i Figur 13, aterges 6kade kostnader for vinternavigation for
2030.

Tabell 13 Okade kostnader fér vinternavigation, Bottenviken

Bottenviken - Okade kostnader vinternavigation, mnkr

Handelssjofart Bransle 2,72 5,54
Operation 1,15 2,33
Co, 1,20 2,44
TOTALT 5,07 10,31

Isbrytarverksamhet Bransle 229,34 275,18
Operation 340,23 408,24
Co, 101,77 122,12
TOTALT 671,34 805,54
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Okade kostnader vintersjofart, SEK (mnkr), Bottenviken 10-
arssnitt

900
800
700
600
£ 500

c
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bransle operation CO2 bransle operation CO2

o O O

Handelssjofart Total Isbrytarverksamhet Total

B Scenario1l ™ Scenario 2

Figur 13 Diagram med sammanstdllning av 6kade kostnader fér vinternavigation fér scenario 1 och 2 i Bottenviken.

| Bottenviken ar det huvudsakligen isbrytarverksamheten som paverkas av 6kade kostnader
for vinternavigation, eftersom det ar i Bottenviken som merparten av isbrytningen sker och de
okade kostnaderna for handelssjofarten utgoér endast mellan 0,75 till 1,26 % av den totala
kostnadsokningen, for scenario 1 respektive 2.

Nedan, i Figur 14, finns en jamforelse mellan 6kade kostnader for vinternavigation i
forhallande till samhallsnyttan for havsbaserad vindkraft. Vid jamforelsen framgar att de
okade kostnaderna endast motsvarar en liten del av samhallsnyttan, totalt cirka 0,8 % for
scenario 1 och cirka 1,1 % for scenario 2.
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Okade kostnader fér vinternavigation Vs samhallnytta havsbaserad
vindkraft, Bottenviken, %
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fornybar energi utslapp
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(driftsfas)

Lokala operations- Totalt

&

underhallsutgifter

Figur 14 Diagram 6ver ékade kostnader fér vinternavigation i jimférelse med samhdllsnytta

4.1.2 Bottenhavet

F6r Bottenhavet blir den summerade sammahallsnyttan, i monetart varde, cirka 156 miljarder,

enligt Tabell 14 och Figur 15.

Tabell 14 Samhidillsnytta - Sammanstdllning av monetdrt vdrde fér kvantifierbara delar for Bottenhavet.

Parameter

Produktion av fornybar energi

Uteblivna CO,- utslapp

Jobbmojligheter (Driftsfas)

Lokala operations- och underhallsutgifter

Totalt

RISE Research Institutes of Sweden AB

Scenario 1
94 215,00
10599,19
23553,75
27 479,38

155 847,31
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Samhallsnytta, Bottenhavet, SEK (mnkr)
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Figur 15 Diagram 6ver samhdllsekonomisk nytta, monetdrt vdrde, fér Bottenhavet.

Nedan, i Tabell 15 och i Figur 16, aterges ett diagram 6ver 6kade kostnader f6r
vinternavigation for 2030, baserat pa ett tioarsnitt.

Tabell 15 Okade kostnader fér vinternavigation, Bottenhavet

Bottenhavet - Okade kostnader vinternavigation, mnkr

Handelssjofart Brénsle
Operation
co,
TOTALT

Isbrytarverksamhet Brénsle
Operation
co,
TOTALT

RISE Research Institutes of Sweden AB

18,23
7,00
8,01
33,23
2,26
3,35
1,00

6,61
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Okade kostnader vintersjofart, mnkr, Bottenhavet 10-arssnitt

mnkr
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Figur 16 Diagram med sammanstdillning av ékade kostnader fér vinternavigation fér Bottenhavet.

| Bottenhavet ar det huvudsakligen handelssjofarten som paverkas, eftersom is normalt sett
endast féorekommer under en kortare period av aret och ocksa normalt sett dr begransad i sin
utstrackning. Foljaktligen ar behovet av isbrytarverksamhet litet, relativt sett. De 6kade
kostnaderna for handelssjofarten utgor cirka 83 % av den totala kostnadsokningen fér
vintersjofarten i Bottenhavet.

Nedan i Figur 17 finns en jamforelse mellan 6kade kostnader for vinternavigation i forhallande
till samhallsnyttan (monetart) for havsbaserad vindkraft. Vid jamforelsen framgar att de 6kade
kostnaderna totalt sett endast motsvarar en liten del av samhallsnyttan, totalt cirka 0,03 %.
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Okade kostnader for vinternavigation Vs samhallnytta havsbaserad
vindkraft, Bottenhavet, %
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underhallsutgifter

=a—Scenario 1

Figur 17 Diagram éver 6kade kostnader for vinternavigation i jdmférelse med samhdllsnytta, fér Bottenhavet

4.2 Forutsattningar for investeringar i havsbaserad vindkraft

Kostnaden foér uppférandet av vindparker ar inte medraknad i den samhallsekonomiska
kalkylen da det ar en kostnad som idag forvantas baras av respektive vindparks projektor

| dagslaget, med hoga investeringskostnader och stora osdkerheter avseende elprisets
utveckling, har marknaden for havsbaserad vindkraft i Sverige och Finland mattats av. Aven
dagens tillstandsprocess kan ha paverkat, med langa ledtider och stora osdkerheter. Det
saknas gemensamma rekommendationer fér Sverige och Finland vad géller etablering av
narliggande vindparker nira griansen, med avseende pa lampligt avstand mellan vindparkerna.
Vidare saknas rekommendationer och ett évergripande perspektiv fér bedomning av
etablering av flera havsvindparker inom ett havsomrade, nagot som férsvarar for saval
vindkraftprojektorer som for foretradare for 6vrig intressen.

| en utredning fran Statens Offentliga Utredningar fran 2024 foreslas en 6vergang till ett
auktionssystem for havsbaserad vindkraft i Sverige. Med ett auktionssystem kan staten i ett
tidigt skede peka ut omraden dar det dr lampligt och 6nskvart att bygga ut vindkraften utifran
de samlade intressena i havet. Enligt forslaget ska ocksa den projektér som vinner en auktion
kunna ges ensamritt till etablering av vindkraft i ett omrade. Den projektering som genomfors
kan da ske under vasentligt lagre tillstandsrisker, men under atagande att faktiskt férverkliga
projektet. En sddan ordning kan bade forbattra forutsattningarna for energi- och
elnatsplanering och for miljohansyn vid exploatering av havet for vindkraft. (SOU2024:89,
2024) | dagslaget ar dock inget beslutat. Aven i Finland pagar en omstrukturering av
tillstandsprocessen till ett auktionsférfarande. (Finnish Government, 2024)

Vad giller den hoga investeringskostnaden finns det ocksa forslag pa verktyg for att framja ny
havsbaserad vindkraft, bland annat i Elmarknadsutredningen som gjordes 2025.
(SOU2025:47, 2025) | flera andra europeiska lander, Danmark, Storbritannien, Italien och
Frankrike, anvands dubbelsidiga marginalkostnadskontrakt/differenskontrakt , sa kallade
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Contracts for Difference (CfD), for att minska investeringsriskerna och darmed
finansieringskostnaderna for vindkraftsprojekt till havs. Aven Polen och Litauen har beslutat
for att i framtiden anvanda denna typ av kontrakt. (BWO, 2025) Varken Sverige eller Finland
anvander sig idag av CfD, men Elmarknadsutredningen bedémer att statlig riskdelning behoévs
for att géra den havsbaserade vindkraften I6nsam, och att det som en f6ljd av det kan vara
befogat att inféra dubbelriktade differenskontrakt fér havsbaserad vindkraft for att mojliggéra
investeringar i nya projekt. Vidare bedomer utredningen att, om sadana kontrakt infors, att ett
auktionsbaserat forfarande avseende statligt anvisade platser ar att foredra pa sikt eftersom
det ger staten mojlighet att effektivt koordinera natanslutning, lokalisering av elproduktion
och hantering av motstaende samhillsintressen. (SOU2025:47, 2025)

Skulle investeringskostnaden for att bygga vindkraft vagas in i den 6vergripande
samhallsekonomiska kalkylen i innevarande studie berdknas den samlade nyttan bli cirka 4
ganger hogre an den totala kostnaden for investering och vintersjofart, fér Bottenviken
respektive Bottenhavet. Berdkningarna baseras pa antagande om att investeringskostnaden
for 1 GW ar 25-30 miljarder och att den operationella livslangden fér en havsbaserad
vindpark ar 25-30 ar.
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5 Analys

Baserat pa information fran Sjofartsverket gors ett antagande om att alla fartyg kommer att
assisteras forbi vindparker, liksom de idag oftast assisteras forbi omraden med naturliga
hinder eller genom tranga passager. Med vindparker etablerade pa samma yta som det
forekommer fartygstrafik minskar utrymmet for fartygen. Om fartygen skulle vara
sjalvgaende, utan assistans, forbi en vindkraftpark och fastnar och driver med isen riskerar de
att driva in i vindparken. Behovet av assistans kommer precis som idag att bero pa
isforhallande och vindriktning- och styrka, och sannolikt &r antagandet om att samtliga fartyg
kommer att assisteras vid varje resa en 6verskattning. Likval ar assistans for samtliga passager
forbi vindparker utgangspunkten for analysen, ur ett worst case-perspektiv. Detta innebar att
isbrytarna kommer att behéva segla langre strackor. Den 6kade gangtiden kan medfora att
vantetiden for assistans blir 1angre, vilken ocksa kan paverkas av att vanteplatser (dar fartygen
kan vanta pa assistans) kan komma att behdva ligga langre ut fran hamn fritt fran vindparker.
Vidare kan hastigheten under vilken assistansen sker komma att paverkas av eventuellt
svarare isférhallande forbi vindparker. Analysen antar en bestamd hastighet, 9 knop, for allt
assistansarbete. Vid eventuellt svarare isférhallanden sker assistanserna i langsammare
hastighet, vilken i sin tur kan paverka hur manga assistanser som hinns med och darmed ocksa
paverkar vantetid for assistans.

Etableringen av vindkraft till havs innebar ocksa nya, oftast langre, rutter for handelsfartygen,
nar rutterna behover ga runt ett eller flera omraden fér en vindpark.

5.1 Paverkan pa isbrytningsverksamhet

Verksamheten kommer att paverkas olika i Bottenviken och Bottenhavet, beroende pa de
olika forutsattningarna for respektive omrade vad galler férekomst av havsis.

Den nedan angivna 6kade distansen ar berdknad utifran enskilda assistanser, dvs att en
isbrytare assisterar ett fartyg i taget. Ibland kommer assistanserna att ske i konvoj, dar
moijligen flera fartyg assisteras vid samma tillfalle.

5.1.1 Bottenviken

Med nya rutter pa grund av etablering av vindparker, enligt Figur 7 i kapitel 2.3.1, blir den
sammanlagda 6kade assistansdistansen i Bottenviken enligt Tabell 16 nedan. Distanserna
anges som ett tiodrssnitt for i analysen ingdende vintrar. Aven de separata arens 6kade
distanser aterges som jamforelse, samt snittet for de i analysen ingdende normalvintrarna .
Samtliga berdknade distanser dr baserade pa 2030 ars trafik och basis att varje fartyg
assisteras enskilt.

Tabell 16 Okning i assistansdistanser pd grund av vindparker i Bottenviken for i analysen ingdende vintrar.

Vinter Okad assistansdistans Okad assistansdistans
Scenario 1 (M) Scenario 2 (M)
Genomshnitt 6ver 10 ar fér samtliga vintrar i analysen 82500 98 900
Normalvintersnittet (av2017/2018 & 2023/2024) 118 500 140 200
2010/2011 (svar isvinter, stort assistansbehov) 119100 141 000
2017/2018 (normalisvinter, medelstort assistansbehov) 110400 130900
2019/2020 (lindrig isvinter, litet assistansbehov) 28 200 36 700
2023/2024 (normalisvinter, medelstort assistansbehov) 126 600 149 600
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Enligt information fran Sjofartsverket (Sjofartsverket, 2025) samt fran Finska
Trafikledsverkets hemsida (Trafikledsverket, 2025) var den sammanlagda operationella
distansen for isbrytarna drygt 140 000 M under 2023/2024. Vintern 2023/2024 var
visserligen en normalvinter utifran isutbredning men var komplicerad och resurskravande ur
ett isbrytningsperspektiv, med turbulent vader och kraftiga och skiftande vindar. Detta ledde
till att isen trycktes ihop och vallades mer dn normalt och isen var emellanat ogenomtranglig
aven for isbrytarna.

En viktig aspekt att ha med i jamforelsen ar den framtida assistansdistansen utan vindparker,
det vill sdga, hur stor assistansdistansen blir med hansyn tagen enbart till trafikbkningen och
utan vindparker (scenario 0, 2030).

De totala assistansdistanser som isbrytarna behover géra enligt scenario O for ar 2030, dvs
enbart med hansyn tagen till prognosticerad trafikokning, summeras for normalvintersnittet
till cirka 320 000 M. Den beridknade assistansokningen ar 2030 med vindparker ar cirka

118 500 M for scenario 1, fér normalvintersnittet. Det vill sdga, att vindparker enligt scenario
1 bidrar till en 6kning i assistansdistans om cirka 37 % (44 % f6r scenario 2) for en
normalvinter.

Det berdknade tioarssnittet for total assistansdistans for i analysen ingaende vintrar for
scenario 0 ar cirka 230 000 M. Den berdknade assistansokningen for scenario 1 ar cirka

82 000 M, det vill saga att vindparker enligt scenario 1 bidrar till en 6kning i assistansdistans
om 36 %. For scenario 2 motsvarar dkningen cirka 43 %. Okade assistansdistanser medfor
foljaktligen ocksa okade kostnader, och mojligen dven langre vantetider pa assistans.

Diagrammet i Figur 18 aterger berdknade assistansdistanser for ar 2030 i forhallande till
dagens berdknade distans utifran exempelrutter, fér scenario O och scenario 1, dels fér som
ett snitt for de normalvintrar som ingar i analysen, dels for ett tioarssnitt 6ver saval lindriga
som normala och svara vintrar.
Assistansdistans (M) ar 2030 (exempelrutter)

500000
400000
300000
200000

100000

0
Normalvintersnittet Tioarssnittet (alla typer av vintrar)

Tillkommande assistansdistans Scenario 1
H Tillkommande assistansdistans Scenario O

W Berdknad assistansdistans idag

Figur 18 Diagram 6ver total berdknad assistansdistans dr 2030, fér normalvintersnittet och for tiodrssnittet 6ver
samtliga typvintrar
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De 6vergripande effekterna omfattar ocksa att vanteldagen behover finnas langre ut fran
hamnar, val fritt fran vindkraftparker. | norra Bottenviken kommer exempelvis vantelagen, for
trafik till hamnar i norr och nordost, att behéva flyttas séderut. Ett av dagens vanliga
vantelage ar belaget strax séder om omradet EB18, och kommer, enligt isbrytarbefal, mojligen
att behova ligga centralt i Bottenviken tvars Bjuréklubb (beroende pa vindriktning) vid en
normal isvinter. | sddra delen av Bottenviken finns ocksa ett vanligt forekommande vantelage
10-15 M nordost om Nordvalen. Med vindparker etablerade norr om Nordvalen kommer en
sadan vanteplats istallet att behodva forlaggas langre norrut, norr energiomrade EB11 och

Lunni, se Figur 19.

O Frekvent anvanda vantelégen idag (ungefarliga positioner)
O Exempel pa framtida méjliga vantelége (indikerade position)

A ™

vjansuunmatala Ita ;

ansuynmatala Lan

Figur 19 Ungefdrlig position pd tva av dagens frekvent anvdnda vinteldgen, séder om energiomrdde EB18 & norr om

Nordvalen och av isbrytarbefil indikerade nya mdjliga vinteldge.
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5.1.2 Bottenhavet

| Bottenhavet paverkas isbrytarna inte i lika stor utstrackning som i Bottenviken, vilket beror
pa att det mycket mer sallan forekommer havsis som kraver isbrytarassistans i Bottenhavet an
i Bottenviken. Normalvintern 2023/2024 var det vid maxistillfallet i februari isfritt i centrala
delen i s6dra halvan av Bottenhavet upp till 62:a breddgraden (ungefar mellan Hudiksvall och
Sundsvall), med omraden av spridd drivis Osterut, se Figur 20.

Figur 20 Karta éver maxistillfdllet under vinter 2023/2024

13
L Ice type Concentration Symbols
Maximum ice extent s e Istyp Koncentration Symboler
d Jadtyyppi Peittdvyys Merkinndt
2024-02-12 20-40| i ez
2 Mol | lkefree Jammed brash barrier
135 000 kn? 3 ‘ Isfriee \J Stampisvall
Normal ice winter | | Avovesi Sohjovyd
Bomel lvinter New ice (< § cm) Rafted ice
Nyts (< 5 cm) 7-10/10| nn Hopskjuten is
B \‘ " Uusé jaa (< 5 ¢m) Paallexkain aputunut 33
1 1 Nilas, grey ice (S-15¢cm) Ridged or hummocked ice
5-30 35'5 Tunn jamn is (S-15 ¢m) 9-10/10 AL \llar eber upptornad is
Ohut tasainen 33 (5-15 cm) Ahtautunut tal roykkioynyt |33
- Fast ice Strips and patches
PARNDEAN 1 0.3 Fastis 10/10 €O swrangar av drivis
10 Kintojaa Ajojdanauhoja
SUNDSVLL KASKBEN Rotten fast ice Floebit, fioeberg
e Rutten fastis A Isbumling
Hauras Kintojaa ANtojaa - tad roykiidlautta
5-5 Open water Fracture
Oppet vatten <1/10 " Spricka
Avavesi Repedmd
o Very open ice Fracture rone
laae ey w Mycket spridd drivis 1-3/10 ,y Omride med sprickor
Hyvin harva ajojaa Repeamavyohyke
Open ice Estimated ice edge
Spridd drivis 4.6/10 - = Uppskattad |skant
eS8 STEERN Harva ajojas Arvioity jJadn reuna
RAGE = Close ke Kebreaker | * coordinating)
Tat drivis 7-8/10 | ATLE® isbrytare  * coordinerande)
KING. "‘C ALYP Tihea ajojad Jadnmurtaja ( * keordinaattori)
@ y Very close ice o Water temperature sotherm (°C)
%::A P Mycket tat drivis 9-9/10(—2 _~ Vattentemperatursoterm (°C)
civis ; 10-30 Hyvin tihed ajojaa Veden Limpotitan tasa-arvokdyrd (°C)
0 Consolidated ice Mean water temperature
TURAL Sammanfrusen drivis 10/10 Ytvattnets medeltemperatur
Yhteenjaatyryt 3jojaa Meriveden pintalampétilan keskiarvo
71 -
[T 1 ice thickness (¢m) 971
4 Ran paksuus (em)

Med vindkraftparker etablerade i Bottenhavet skulle assistans kravas pa relativt kustnara
strackor, in till svenska hamnar i sydvastra Bottenhavet samt till finska hamnar utmed 6stra
delen av Bottenhavet. Under vintrar da assistansbehovet ar stort (antaget 1 vinter pa tio ar),
kommer paverkan bli stor pa isbrytarna genom att de exempelvis behdver ga norr om
vindparkerna i sydostra Bottenhavet for att nd hamnarna utmed sydéstra och 6stra

Bottenhavet.
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Med nya rutter pa grund av etablering av vindparker enligt Figur 11 i kapitel 2.3.2 blir den
sammanlagda 6kade assistansdistansen for tioarsnittet, for i analysen ingdende vintrar, enligt
Tabell 17 nedan. Aven de separata arens 6kade distanser aterges som jamforelse, liksom
distansen for normalvintersnittet. Samtliga berdknade distanser ar baserade pa 2030 ars trafik
och basis att varje fartyg assisteras enskilt.

Tabell 17 Okning av assistansdistanser pd grund av vindparker i Bottenhavet for i analysen ingdende vintrar.

Vinter Okad assistansdistans
Genomsnitt 6ver 10 ar fér samtliga vintrar i analysen 810
Normalvintersnittet (av2017/2018 & 2023/2024) 1580

2010/2011 (svar isvinter, stort assistansbehov) 3380

2017/2018 (normalisvinter, medelstort assistansbehov) 350

2019/2020 (lindrig isvinter, litet assistansbehov) -

2023/2024 (normalisvinter, medelstort assistansbehov) 2814

Den framtida assistansdistansen utan vindparker, det vill sdga assistansdistansen enbart med
hansyn tagen till prognosticerad trafikokningen och utan vindparker (scenario 0, 2030)
berdknas till cirka 10 200 M fér en vinter likt 2023/2024. Den beraknade assistansdkningen
ar 2030 med vindparker ar cirka 1 580 M, for det berdknade normalvintersnittet. Det vill sdga
att i Bottenhavet bidrar vindparker till en 6kning i assistansdistans om cirka 23 % for en
normalvinter.

Det berdknade tioarssnittet for total assistansdistans, for i analysen ingdende vintrar, for
scenario 0 ar cirka 5 500 M. Den berdknade assistansdkningen for tioarssnittet ar cirka 800
M, det vill sdga att vindparker bidrar till en 6kning i assistansdistans om cirka 15 % i snitt 6ver
tio ar.
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Vad giller vanteplatser i Bottenhavet ar en vanligt férekommande utpekad vanteplats beldgen
10-15 M soder om Nordvalen. Detta lage bedéms inte paverkas av etablering av vindkraft
enligt omraden i analysen, med narmaste vindpark drygt 20 M sdderut, se Figur 21.

5 e -
7 - LR

AL T

O Frekvent anvant vantelage idag (ungefarlig position)

L

Figur 21 Ungefdrlig position pd ett vanligt férekommande anvdnt vdnteldge séder om Nordvalen.
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Den senaste své‘r'a isvintern, 2010/2011, var fartyg tvingade att vanta séder om fyren
Svenska Bjorn i Ostersjon, innan assisterades genom Alands Hav och Bottenhavet se Figur 22.
Skulle en sadan vinter infalla igen blir effekten sannolikt densamma, och vanteplatsen kommer

inte att paverkas av vindkraftetableringarna som ingar i an

alysen.

Det kan ocksa forhalla sig sa att fartygen endast behéver assistans genom Alands hav och
Sodra Kvarken for att sedan kunna ga sjalva genom en storre del av Bottenhavet, om de ska
upp till Bottenviken eller norra Bottenhavet. Pa nordgaende paverkas inte vanteplatsens lage
(sdder om Alands Hav) av att vindparker etableras enligt i analysen ingaende energiomraden.
P3 sydgdende, pa vag fran Bottenhavet till Alands hav, kan fartyg behdva vinta norr om Soédra
Kvarken. Skulle vindkraftparker etableras enligt de energiomradden som omfattas av analysen
begrénsas tillgdngligt utrymme for vanteplatser i sédra Bottenhavet. Mojligen kan ett omrade
norr om Sodra Kvarken anvandas, beroende pa is- och vindférhallanden samt isdrift. Se Figur

22.
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Figur 22 Oversikt 6ver Bottenhavets sydligaste del, Sédra Kvarken och Alands Hav, samt utrymme fér vénteplatser.
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5.1.3 Transit

Idag utgors transitarbetet av cirka 50 % av isbrytarnas totala arbete. Hur stor del av
isbrytarnas arbete som kommer att utgoéras av transit i framtiden ar osdkert. Berdkningarna i
analysen omfattar resor tur- och retur, med en assistans in och en med assistans ut. Teoretiskt
skulle da néasta fartyg kunna tas in direkt efter det férra, men i praktiken kommer fartygen inte
pa tidtabell utan gar i de flesta fall pa en spotmarknad, som beror pa godsfléde och
tillganglighet i hamn. Isbrytarverksamheten ar en service for att fartygen ska kunna anlopa
hamn under perioder med havsis, och malet idag ar att fartygen ska fa assistans inom cirka 4 h
fran det att de ankommer till anvisad vanteplats. Detta innebér idag att isbrytare behéver ga i
transit for att moéta upp fartyg, som kanske ska in till en annan hamn an den férra assistansen.

Med den prognosticerade trafikokningen kommer, dagens operationsmonster att behdva ses
over for att uppratthalla dagens serviceniva, och det oaktat vindkraftsetableringar.
Transitarbetet kommer dock sannolikt att paverkas av langre assistansstriackor som féljer av
vindkraftsetableringar.

5.2 Tillgang till isbrytarresurser

Den genomsnittliga trafikokningen fram till 2030 &r cirka 30 %, for samtliga hamnar i
analysen. For Bottenviken innebar det en total berdknad assistans om ca 230 000 M fér ar
2030 inklusive prognostiserad trafikokning, berdknat pa tioarssnittet av lindrig, normal och
svar isvinter utan vindparker. En etablering av vindparker enligt energiomraden i analysen
beradknas bidra till ytterligare cirka 82 000 M. For Bottenhavet ar motsvarande siffror cirka
5 000 M respektive knappt 1 000 M.

Den berdknade totala assistansdistansen ar 2030, som ett snitt dver tio ar, blir sdledes cirka
235 000 M enbart for Bottenhavet och Bottenviken, enbart med hansyn tagen till
prognosticerad trafikdkning och for ett tioarssnitt inberaknat alla typer av vintrar. Med
etablering av vindkraft enligt analysens energiomraden berdknas den totala assistansdistansen
i Bottenhavet och Bottenviken 6ka med ytterligare totalt cirka 83 000 M. Totalt finns 15
isbrytare tillgangliga idag.

Normalvintern 2023/2024 var den assisterade distansen i Bottenviken och Bottenhavet cirka
136 000 M, enligt data fran IBNet. Sjofartsverkets publikationer med sammanfattning av
isvintrarna (Sjofartsverket, 2024) visar att nuvarande isbrytarresurser klarade av att hantera
da géllande trafikfloden under en sddan normalvinter, satillvida att viantetiden pa assistans i
snitt motsvarar malet om att assistans ska kunna erbjudas inom 4 timmar. Aven lingre
distanser har kunnat hanteras, dock med fler isbrytare. Historiska data fran IBNet visar att den
totala distansen som assisterades den svara vintern 2010/2011 var cirka 236 000 M av da 16
tillgdngliga isbrytare. Denna distans inkluderar dock dven assistanser i Finska Viken. Distansen
som assisterades enbart i Bottenhavet och Bottenviken ar okdnd, dock finns rapporterat att
sammantaget 10 isbrytare opererade i Bottenviken och Bottenhavet under 2010/2011 (Baltic
Icebreaking Management, 2011). Den berdaknade framtida assistansdistansen giller bara
Bottenhavet och Bottenviken, och isbrytarkapacitet beh6évs bland annat dven i Finska Viken.

Det bor ocksa noteras att nar Bottenhavet blir isbelagt likt vintern 2010/2011, och ett behov
av assistansverksamhet i Bottenhavet uppstar, drivs assistansstrackorna snabbt upp pa grund
av de langa avstanden i Bottenhavet. Sannolikt bidrog detta till att isbrytarnas totala
tillryggalagda distans vintern 2010/2011 blev hég. Val att notera ar att trafiken i Bottenviken
under 2010/2011 skottes av farre antal isbrytare an normalt, 1 svensk och 3 finska mellan
mitten av februari till slutat av mars. Detta var mojligt da istdcket i Bottenviken under denna
period var mycket stationart och rannorna stod battre, dvs brutna rannor holl sig farbara
under langre tid. Sedan 2010 har ocksa trafikbilden dndrats en del varvid det ar tveksamt om
Bottenviken kan opereras med enbart en svensk isbrytare under langre perioder.
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For att kunna hantera framtida trafikokning behovs ytterligare kapacitet vad galler
isbrytarresurser. | tilligg behovs ytterligare kapacitet pa grund av den berdknade 6kningen i
assistansdistans, som beror pa etablering av vindkraft enligt energiomraden i analysen. Hur
mycket ytterligare kapacitet som behovs ar dock svart att sla fast i detta lage, av flera skal:
Tillforlitligheten vad giller trafikprognoser ar osaker men framfor allt vad galler nar i tid
trafikokningen kommer. Dessutom finns det stora osdkerheter gallande vilka vindparker som
kommer att byggas. Dels ar det osakert vilka vindparker som kommer att fa tillstand, dels hur
de tillstandsgivna vindparkernas utbredning slutligen kommer att vara. En etablering av
havsbaserad vindkraft, fullt ut enligt energiomraden som ingar i analysen, &r mindre trolig, da
vissa anpassningar i utbredning kommer att vara nédvandiga for att sjofarten ska kunna
passera pa tillrackligt avstand, Vidare ar industrisatsningar i norr férsenade och det finns
ocksa osakerheter i de marknadsmaéssiga och finansiella férutsattningarna for
vindkraftprojektorer, forutsattningar som maste finnas pa plats for att investeringsbeslut ska
kunna tas.

Framtida berdknade trafikfldden ger dock en berdknad assistansdistans om cirka 235 000 M,
enbart i Bottenhavet och Bottenviken, utan vindkraftsetableringar. Utifran tillganglig historisk
statistik kan, som tidigare namnts, ses att den mangden arbete, vad géller tillryggalagd distans,
hanterades av 16 isbrytare under 2010/2011 men da for ett mindre trafikfléde och med ett
forhallandevis stationart istidcke i Bottenviken. Etablering av vindkraft kommer att medféra
ytterligare assistansarbete. Hur det behovet kan l6sas beror pa inom vilka energiomraden som
vindparker byggs. Det bor ocksa noteras att det fortsatt kommer att krdvas isbrytarkapacitet i
Finska Viken, s&val som i dvriga vatten som den svenska statliga isbrytningen ansvarar fort.

Vidare ar det sannolikt att framtida vintrar kan innebara mer turbulent vader som férorsakar
svarare isférhallanden, vilket i sig kan paverka hur snabbt isbrytarna kan assistera. Svarare
isforhallanden gor att assistanser tar langre tid vilket ocksa paverkar tillgangen till
isbrytarresurser.

Bestillning av en ny svensk isbrytare pagar och finansiering for ytterligare en finns med i
forslaget till Nationell infrastrukturplan som lamnades in till regeringen i september
(Trafikverket, 2025). Dessa isbrytare kommer dock inte att generera ett numerart tillskott
utan kommer att ersitta tva av de existerande, aldre, isbrytarna i Atleklassen. Vad géller sjélva
resursfragan i form av isbrytarkapacitet kommer planerad nybyggnation inte att avhjilpa i det
avseendet. Daremot dr nybyggnationen viktig genom da en foryngring av isbrytarflottan ar
nodvandig.

Ett forslag for att mojligen bidra nagot till en 6kad isbrytarkapacitet dr att underséka huruvida
de bogserbatar som finns i hamnarna kan utnyttjas i hogre grad. Det finns en skillnad mellan
hur isbrytningen bedrivs i Sverige och Finland. | Sverige ligger gransen for den statliga
isbrytningen langre ut i skargarden dar skargardsisen boérjar. | Finland, dar svarare
isforhallande ofta rader pa grund av sydvastliga vindar, gar gransen langt inne i skargarden
dar hamnomradet borjar. Om lokala bogserbatar kan utnyttjas oftare och langre ut kan det
bidra till att 6ka isbrytningens kapacitet. Hur en kostnadsférdelning for ett sddant eventuellt
samarbete skulle se ut tacks inte av analysen. Figur 23 ar en exempelbild 6éver insegling till
Luled, som visar gréansen gar idag mellan statsisbrytning och hamnisbrytning.

I Statlig isbrytning utférs i svenska kustfarvatten och pa sjévagarna dit samt i Vanern mellan éppet vatten till havs och
de farvatten som ar skyddade for havsis, drivis, packis eller liknande hinder. Sjéfartsverket kan besluta om statlig
isbrytning av svarare is i Go6ta alv, Trollhitte kanal, Sédertilje kanal, Milaren och Angermanilven. (Sjofartsverket,
2011)
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Figur 23 Grdns i Luled vad gdller hamnisbrytning och statlig isbrytning.

5.3 Paverkan pa handelssj6farten

Paverkan pa handelssjofarten ar i analysen begransad till att omfatta berdkning av
ruttférlangningar, 6kad bunkerférbrukning och utslapp. Analys av eventuell 6kad olycksrisk pa
grund av kombinationen havsis och havsbaserad vindkraft ingar saledes inte i innevarande
uppdrag. Vidare utredning av eventuell 6kad olycksrisk med avseende pa vintersjofart i
forhallande till havsbaserad vindkraft bor goras nar pagaende isanalysstudier (inom ramen for

WINMOS lll) ar fardigstallda, for att kunna bedéma vindparkers paverkan pa havsis och dartill
eventuell tillkommande olycksrisk.

5.3.1 Bottenviken

Med nya rutter enligt Figur 7 i kapitel 2.3.1 blir den sammanlagda 6kade distansen for
samtliga handelsfartyg, inkluderat trafikokning till ar 2030, cirka 11 500 M i scenario 1, for en

normalvinter vilket motsvarar en distansdkning pa drygt 1 % sett till en berdknad total distans
for handelsfartygen pa drygt 1 000 000 M.

For scenario 1 och 2 blir den totala ruttférlangningen fran Norra Kvarken till hamnarna i
Bottenviken enligt Tabell 18 for respektive antagen ny rutt och for respektive vindriktning.

Distanspaverkan beror pa alltsa pa de standardiserade rutter som analysen utgar ifran, och
som varierar med vindriktningen.
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Tabell 18 Total ruttférldngning for respektive rutt beroende pd energiomrdden enligt scenario 1 och 2, beroende pad
vindriktning.

Vindriktning Total distans idag, fran Norra Paverkan total distans, Paverkan total
Kvarken till hamn scenario 1 (M) distans, scenario 2

Nordlig (22 %) 974 +5 +979

Ostlig (18 %) 1050 -30 +1020

Sydlig (27 %) 940 +7 +947

Vastlig (33%) 955 +25 +980

Ovan sammanstallning tydliggdr den lilla paverkan som etablering av energiomraden har pa
ruttlangd i Bottenviken for scenario 1. Daremot kan rutterna paverkas satillvida att fartygen
behover ga eller anvisas till att ga en delvis annan rutt an idag och att den rutten kan innebara
svarare férhallanden an den ursprungliga. Dock, handelsfartygen anvisas endast
dirigeringsrutter som ar majliga, och paverkan fran vindkraftsetableringar kommer framst att
paverka isbrytarverksamheten.

For scenario 2 blir distanspaverkan stérre, omkring 1 000 M till per ar for respektive
vindriktning. Utslaget pa beraknat totalt antal fartygspassager pa cirka 9 000 passager per ar,
for en normalvinter, innebar det att varje fartyg i snitt behéver ga 1,1 M langre per rutt. Dock
ar det, enligt uppskattade exempelrutter, endast vissa rutter som paverkas negativt genom
langre strackor och i vissa vindar. Exempelvis far trafiken till Uledborg en 15 M langre rutt i
vastliga vindar, vilket det varit 33 % av tiden fér de senaste 10 vintrarna, i sdval scenario 1
som scenario 2. Trafiken till Luled har en berdknad ruttférlangning per resa om 10 M i nordliga
vindar (22 % for de senaste 10 vintrarna), i sdval scenario 1 som 2. Karleby paverkas ocks3,
med 5, 10 respektive 30 M for olika vindar och scenarier. Paverkan fran vindkraftsetableringar
i form av tillkommande ruttférlangningar, baserat pa energiomraden i analysen, r som storst
pa trafiken till Uledborg och Karleby. Trafiken till Luled berdknas fa den samlade stérsta
ruttférlangningen men vad géller Luled ar det primart den prognosticerade stora
trafikokningen till just Luled som bidrar, och inte vindkraftetableringarna, se Tabell 19.

Tabell 19 Rutter i Bottenviken som pdverkas i stérst omfattning av de vindkraftsetableringar som ingdr i analysen.

Rutt Antal fartygspassager Okad distans scenariol Okad distans per
med assistansbehov / scenario 2 passage (M)
2030.

Norra Kvarken -Luled 4001 8680 / 8680 22/272

Norra Kvarken - Uledborg 547 2742 / 3928 50/7.2

Norra Kvarken - Karleby 359 1684 /4503 4,7 /12,5

| scenario 2 blir den sammanlagda distansokningen cirka 21 800 M, fér samtliga handelsfartyg
for en typvinter med medelstort assistansbehov, motsvarande cirka 2 % pa den beradknade
totaldistansen.

| genomsnitt, sett dver tio ar, berdknas distansékningen for handelsfartygen till cirka 7 800 M
for scenario 1 och cirka 16 000 M for scenario 2.
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5.3.2 Bottenhavet

| Bottenhavet ar det primart fartyg till hamnarna i sydvastra delen av Bottenhavet som
paverkas av vindkraftsetableringen, genom de langre rutter som féljer av etablering av
vindkraft i omradet omkring Finngrundsbankarna, och sammantaget paverkas de i hog grad.

Med nya rutter enligt Figur 11 i 2.3.2 blir den sammanlagda 6kade distansen for samtliga
handelsfartyg, inkluderat trafikokning till ar 2030, cirka 81 000 M, for en typvinter med
medelstort assistansbehov vilket motsvarar en distansokning pa cirka 52 %, i jamforelse med
dagens berdknade totala distans pa cirka 155 000 M. For tioarssnittet motsvarar den totala
distansékningen cirka 22 M per resa nar det forekommer havsis, baserat pa cirka 3 700
fartygspassager.

Gavle, som enligt trafikprognosen kommer att ha flest antal anlop ar 2030, paverkas mest, dar
varje resa paverkas med en forlangning om cirka 80 M. Aven trafiken till Séderhamn och
Iggesund paverkas med en relativt stor ruttférlangning, 20 M, per resa, om de ska ga norr om
utpekade energiomraden. Pa den finska sidan av Bottenhavet férldangs rutterna fran Sédra
Kvarken till Kasko respektive Bjorneborg med 20 respektive 5 M.

5.4 Paverkan pa hamnar

Vad géller distansberdkningar forutsatter analysen att utbredning av vindparker inom
analyserade energiomraden tillater passager till narliggande hamnar, dvs inte helt blockerar
samtliga mojliga vagar till hamn. Vissa av energiomradena, om de bebyggs med vindkraft
enligt utbredning i analysen, kan dock paverka hamnar genom att fartygstrafiken kan behova
ga en annan och maijligen langre och svarare vag. Pa 6stra sidan av Bottenviken éppnar ofta
en ranna upp sig vid ostliga vindar. Rannan anvands frekvent for att minimera gang i svara
isforhallanden. Vid etablering av vindkraft i full utbredning enligt planerade energiomraden,
riskeras fartygstrafik till Kemi och Uledborg via den 6stra rutten att blockeras, se Figur 24.
Detta kan eventuellt paverka dessa hamnars majlighet att ta in trafik pa vintern, om samtidigt
rutten via fyren Kemi 1 inte dr framkomlig pa grund av f6r svara isférhallande.
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Figur 24 Bottenvikens nordéstra del, med markerade energiomrdden och fartygsspdr (AlS-data) for vintern 2023/2024 i
gront.

5.5 Okade kostnader

For isbrytningsverksamheten paverkar den 6kade distansen, som uppstar dels pa grund av
trafikokningen dels pa grund av vindkraftsetableringar, inte bara ett resursbehov i form av
antal isbrytare utan medfor ocksa 6kade kostnader for isbrytningen for exempelvis bransle
och behov av 6kat underhall.
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Handelssjofarten kommer att paverkas av hogre kostnader som uppstar pa grund av
ruttomlaggningar som uppstar vid etablering av vindparker, om etablering sker i samtliga
energiomraden som ingar i analysen. Dels ger langre resor en hégre bunkerférbrukning dels
kan langre resor innebéra att farre resor per ar kan goras.

Den samhéllsekonomiska kalkylen, om adn 6vergripande, ar dock tydlig med att de 6kade
kostnaderna for vinternavigation ar liten i forhallande till samhallsnyttan som
vindkraftetableringarna ger. Kalkylerna i innevarande analys tar inte hansyn till
investeringskostnad for eventuella nya isbrytare.

Hur en kostnadsfordelning ska goras vad galler det 6kade arbete som isbrytarna behéver goéra,
pa grund av den trafikékning som kommer av hamnexpansioner och 6kat godsflode och pa
grund av vindkraftsetableringar, omfattas inte av analysen men fragan behéver hanteras
vidare av de primara intressenterna: sjofarten, hamnarna, vindkraftprojektérerna och staten.
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6 Diskussion kring osakerheter i analysen

Foreliggande rapport innehaller flertalet osdkerheter, som alla paverkar jamforelsen av
kostnader for vintersjofart med samhallsnyttan av etablering av havsbaserad vindkraft i
Bottenhavet och Bottenviken.

Rutter

Berakningar av ruttlangder och assistansstrackor baseras pa AlS-data och data fran IBNet for
dagens rutter och pa avstamningar med isbrytarbefil vad géller framtida rutter. Alla enskilda
rutter som vid nagot tillfalle har anvants av dagens trafik idag och som mojligen kommer att
anvandas i framtiden kan inte omhandertas. Istillet utgar analysen fran ett antal
standardiserade exempelrutter. | Bottenviken tas hansyn till vindriktning och ett dartill
kopplat typiskt isscenario. | Bottenhavet, dar havsis féorekommer mer sillan, tas ingen hansyn
till vind. Isscenarier ar dock snabbt féranderliga, varfor berdkningar av ruttférlangningar och
assistansstrackor utifran exempelrutter och generella isscenarier inte kan berdknas sa de
overensstammer helt faktiskt utfort arbete under en issasong.

Bunkerkostnader

Langd pa rutter och assistansstrackor samt framtida assistansbehov paverkar
bunkerforbrukning for saval handelsfartyg som isbrytare. Branslekostnaden for isbrytarna ar i
analysen beraknad pa dagens branslepris for MGO/MDO. Med framtida 6vergang till
fossilfritt bransle kommer branslekostnaden for isbrytarna att 6ka, och bedéms fordubblas.

Trafikprognoser

Prognosticerade trafikbkningar som anvands i analysen dr maojligen overskattade pa en
sammantagen niva for den aktuella tidsperioden, pa grund av att den grona omstéllningen gar
langsammare an forvantat och foljaktligen sker en langsammare utveckling dn forvantat av
industriprojekt i norr. Starten for det stora muddringsprojektet inom projekt Malmporten i
Lulea som skulle borjat 2025 &r uppskjuten till 2027. Dock ar det inte sakert att
trafikokningstakten och de forvantade anlopen av storre fartyg korrelerar med
muddringsprojektet. Enligt Luled Hamn forutspar Stegra, som en viktig part for utvecklingen i
hamnen genom 6kade godsmangder i form av insatsvaror och produkter till och fran
stalverket i Boden, att antalet fartyg ska ga fran dagens cirka 18 anl6p per ar av
panamaxfartyg, till cirka 68 anl6p av panamaxfartyg ar 2027-2028. Skulle inte muddringen
vara klar i den utstrickning att fartygen, pa grund av for stort djupgaende, inte kan tas in
kommer transporterna ske dnda, men fram till en vald laktringsplats utanfor Luled. (Lulea
Hamn, 2025) Ett sadant scenario skulle driva upp antalet anlop ytterligare eftersom det kravs
fler mindre fartyg for att hantera godsmangden som fraktas med panamaxfartygen.

Assistansbehov

| studien ar utgangspunkten att andelen fartyg som behdver assistans ar samma som idag,
men att assistansdistanserna blir langre pa grund av att assistans kommer att kravas forbi
vindparker. Samtliga berdknade distanser ar baserade pa 2030 ars trafik och basis att varje
fartyg som behover assistans assisteras enskilt. Analysen tar med andra ord inte hansyn till att
fartyg ibland assisteras i konvoj. Skulle exempelvis istillet ett snitt pa tva fartyg assisteras per
assistansstracka skulle den berdknade distansokningen for isbrytarna halveras. Dock uttrycker
Finska Trafikledsverket att det finns faktorer som talar for att moéjligheten for konvojkdrning i
narheten i vindparker kommer att minska med flertalet vindkraftsetableringar, da islaget
forvantas bli svarare runt parkerna. Vidare uttrycks att besattningar pa manga av de fartyg
som trafikerar Bottenhavet och Bottenviken idag har mindre erfarenhet av att gd i is dn
tidigare ar, vilket ocksa skulle kunna féranleda ett storre antal enskilda assistanser. Detta &r
dock inte statistiskt belagt inom aktuell studie. Ytterligare en punkt som kan komma att
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paverka behovet av enskilda assistanser ar EEDI-direktivet'? som har medfért begransningar i
fartygs maskinstyrka i syfte att ge en lagre miljopaverkan, men som ocksa paverkar fartygens
formaga att ga i is. EEDI-direktivet tradde i kraft 2013 och sedan dess ska nybyggnationer
folja direktivet. Andelen fartyg med svagare maskinstyrka kommer saledes sannolikt att 6ka.

Antal energiomraden som bebyggs med vindkraft

Analysen utgar fran en mangd energiomraden for vilka samhallsnyttan berdknas pa en
sammantagen niva for Bottenhavet respektive Bottenviken. Beroende pa hur manga och vilka
av omradena som bebyggs med vindkraft paverkas analysen i olika grad.

Det bedéms vara osannolikt att samtliga energiomraden bebyggs med vindkraft, bland annat
da landnétet inte ar tillrdckligt utbyggt. Detta kan naturligtvis dndras, men bedéms inte ske i
nartid. En etablering av havsbaserad vindkraft fullt ut enligt energiomraden som ingar i
analysen ar ocksa mindre trolig av skélet att vissa anpassningar i utbredning kommer att vara
nodvandiga for att sjofarten ska kunna passera pa tillrackligt avstand. Vidare ar
industrisatsningar i norr férsenade och det finns ocksa osakerheter i de marknadsmassiga och
finansiella forutsattningarna for vindkraftprojektorer, forutsattningar som maste finnas pa
plats for att investeringsbeslut ska kunna tas. Vindkraftprojektorerna vantar pa besked fran
regeringen bade om tillstdndsansékningar och forandringar i tillstandsprocessen. En
ytterligare forsvarande faktor for etablering av havsbaserad vindkraft ar att det saknas
riktlinjer om korridorsbredder och avstand mellan vindparker, vilket i synnerhet komplicerar
tillstandsprocessen vid gransnara etableringsomraden.

Skulle hilften av energiproduktionen realiseras halveras ocksa samhallsnyttan for den
havsbaserade vindkraften. Likval utgor de 6kade kostnaderna for vinternavigationen en
forhallandevis liten del i jamforelse.

Investeringskostnader for byggnation av vindparker enligt de energiomraden som ingar i
analysen ar inte medridknade i den samhallsekonomiska kalkylen. Skulle investeringskostnaden
for att bygga vindkraft vagas in i den évergripande samhallsekonomiska kalkylen i
innevarande studie beraknas den samlade nyttan bli cirka 4 ganger hogre an den totala
kostnaden for investering och vintersjofart, for Bottenviken respektive Bottenhavet. Bebyggs
farre energiomraden med vindkraft paverkas berdkningarna, liksom om investeringskostnaden
eller vindparkernas livslangd justeras fran analysens uppskattningar.

Berakningar av ruttlangd och assistansstrackor har i analysen gjorts utifran forutsattningen att
fartygstrafik ska kunna passera forbi en vindpark eller mellan vindparker for att kunna na
hamnar bortom vindparkerna. Detta innebér att samtliga energiomraden inte till fullo kan
bebyggas med vindkraftverk. En vidare effekt av detta angreppssatt ar att hamnarnas
verksamhet inte paverkas. Eftersom analysen férutsatter att byggnation av vindkraft ska ske
pa ett satt som mojliggor for fartygstrafik att komma fram till berérda hamnar omfattas ingen
berakning av eventuella stillestdandskostnader for hamnarna, relaterade till vindparker. Redan
idag uppstar situationer nar fartygstrafik inte kan komma fram, for att isen ar omgijlig att
forcera. Hur etablering av havsbaserad vindkraft behover ske fér att hamnar inte ska paverkas
i form av ytterligare stillestand som beror pa fartygstrafikens framkomlighet, bér analyseras
vidare. | ett sddant arbete behdver vagas in slutsatser fran pagaende studier om vindparkers
effekt pa isformation.

Om vindkraftsetableringar sker i mindre omfattning an enligt de energiomraden som ingar i
analysen paverkas isbrytarverksamheten primart i Bottenviken, eftersom det dr dar behovet
av isbrytning ar som storst. Hur stor paverkan blir beror pa vilka omraden det handlar om.

12 EEDI-direktivet: EEDI star fér Energy Efficiency Design Index och &r ett index som anvinds for att beridkna ett
fartygs energieffektivitet och som bl.a. viger in ett fartygs utslapp, kapacitet och fart. Ju lagre index desto mindre
miljépaverkan.
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Skulle utbredningen av vindkraftsetableringar minska fér energiomradena strax norr om
Nordvalen/Norra Kvarken minskar férlangningen i assistansdistans till Karleby. Dessutom
skulledagens frekvent anvdanda vanteplats norr om Kvarken kunna kvarsta. Skulle
utbredningen av vindkraftsetableringar minska pa nordostra och 6stra sidan av Bottenviken
skulle 6kningen i assistansdistanser minska aven har, till hamnarna dster om dessa
energiomraden.

| Bottenhavet paverkas primart handelssjofarten om farre energiomraden bebyggs dn de
ingdende i analysen. Storst paverkan ger en minskad utbredning av vindkraftsetableringar i de
energiomraden som ligger i sydvastra Bottenhavet. En minskad utbredning i detta omrade
skulle minska ruttforlangningen som kommer av att handelssjofarten vid férekomst av havsis
behdver ga norr om alla energiomraden i sydvastra Bottenhavet. Isbrytarverksamheten ar
relativt liten i Bottenhavet, genom att havsis férekommer mer sillan och under kortare
perioder. Dock skulle assistansdistanserna 6ka avsevart med vindkraftsetableringar i
Bottenhavet, for de assistanser som anda behover goras vilket driver upp ett resursbehov
genom att distanserna som isbrytarna skulle behdva tillryggaldgga i Bottenhavet ar langa. Sker
inte etableringen av havsbaserad vindkraft i den utstrackning som analysen tacker kommer
mojligen inte resursbehovet att 6ka i Bottenhavet, aterigen beroende pa vilka omraden som
bebyggs.
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7 Slutsats

Vintersjofarten kommer ar 2030 paverkas av saval prognosticerad trafikokning som
etableringar av havsbaserad vindkraft, om planerade vindkraftprojekt realiseras.

Den prognosticerade trafikokningen till ar 2030 &r i genomsnitt cirka 30 %, for samtliga
hamnar som ingar i analysen. Merparten av hamnarna uppskattar att en trafikokning kommer
att ske med cirka 2 % per ar fran och med dagens trafik medan ett fatal hamnar
prognosticerar en avsevart mycket storre trafikokning. Luled ar den hamn dar trafiken
forvantas 6ka mest, med en fyrdubbling av trafiken till &r 2030.

Prognosticerad trafikokning i Bottenhavet och Bottenviken kommer att ha en stor paverkan
pa vintersjofarten, och da primart pa isbrytningsverksamheten i Bottenviken dar havsis
forekommer i stor utstrackning varje ar. Assistansbehovet kommer att 6ka i takt med
trafikbkningen. For Bottenviken uppskattas den totala assistansdistansen vara cirka 230 000
M ar 2030, enbart med hansyn tagen till trafikbkning och utan vindkraftsetableringar. |
Bottenhavet dar havsis forekommer mer sallan och i mindre utstrackning kommer
isbrytningsverksamheten likaledes paverkas i mindre utstrackning och den berdknade
assistansdistansen i Bottenhavet enbart med hansyn till prognosticerad trafikbkning vara cirka
5500 M.

Etablering av vindkraft i enlighet med de energiomraden som ingar i analysen kommer
ytterligare att paverka vintersjofarten, och dven pa andra satt an bara via langre assistanser /
rutter. Detta géller saval handelssjofart som isbrytningsverksamhet, pa olika satt och i olika
grad beroende pa havsomrade. Dock ar paverkan fran prognosticerad trafikokning storre an
paverkan fran vindkraftsetableringar, baserat pa ingdende energiomraden i analysen.

| tillagg till trafikdkningen skulle en etablering av vindkraft enligt energiomraden i scenario 1
generera ytterligare distansékning for saval isbrytare som handelssjofart. For Bottenviken ar
det aterigen isbrytningsverksamheten som paverkas mest, med ytterligare cirka 36 % (cirka
82 000 M) i assistansdistans till de cirka 230 000 M som beraknas fér scenario O, dvs for ar
2030 enbart inberdknat trafikbkning. Med vindparker enligt energiomraden i scenario 2
motsvarar 6kningen cirka 43 % (cirka 99 000 M). | Bottenhavet paverkas framfor allt
handelssjofarten genom langa omdirigeringar, dar den totala berdknade seglade distansen
Okar med cirka 50 %. Storst ruttforlangningar uppstar till hamnarna i sydvastra Bottenhavet.
Isbrytningsverksamheten paverkas endast da havsis forekommer i sddan grad att
isbrytarassistans ar nddvandig, med en berdknad total assistansdistansokning om cirka 800 M.
Dock skulle assistansdistanserna dka avsevart med vindkraftsetableringar i Bottenhavet, for
de assistanser som dnda behover goras vilket driver upp ett resursbehov genom att
distanserna som isbrytarna skulle behdva tillryggaldgga i Bottenhavet ar langa.

Vidare kommer isbrytningsverksamheten att paverkas av vindkraftsetableringar satillvida att
farre alternativa vagar genom isen maijliggors, vilket kan paverka majligheten att komma fram
till hamn och att arbetet som utférs kommer att vara svarare. Det i sin tur 6kar exempelvis
bransle- och underhallskostnader och kan ta mer tid i ansprak vilket kan leda till en brist pa
isbrytarkapacitet. Pagdende studier om vindparkers paverkan pa havsis pekar vidare pa att
vindparker kan bidra till svarare isférhallanden, vilket i sa fall ytterligare kan forsvara
isbrytarnas arbete.

Analysen har i berdkning av 6kade distanser forutsatt att fartygstrafiken kan komma fram
mellan utpekade energiomraden. Vid etablering av vindkraft inom analysens energiomraden
kommer anpassningarna i framtida vindparkers utbredning vara nédvandig, for att mojliggora
alternativa vagar genom isen och for att fartygstrafik ska kunna passera vindparker med
acceptabel riskniva.
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De berdkningar som gjorts inom ramen for detta arbete vad galler samhallsnytta, visar pa att
samhallsnyttan vida dverstiger den 6kade kostnaden for vintersjofart som ar relaterad till
etablering av vindkraft enligt analysens energiomraden. For Bottenviken motsvarar den 6kade
kostnaden for vintersjofart drygt 1 % av samhallsnyttan for vindkraft, om samtliga
energiomraden bebyggs. Fér Bottenhavet dr motsvarande siffra 0,03 %. Aven om
investeringskostnaden, som idag enbart bars av vindkraftprojektoérer, for att bygga vindkraft
vags in ar samhallsnyttan cirka fyra ganger hogre an den totala 6kade kostnaden for
vintersjofart samt investeringskostnad for vindkraften. Hur en férdelning av kostnader ska ske
omfattas inte av innevarande analys, men beror flera olika aktérer och av flera orsaker.
Isbrytningsverksamheten kommer dels att sta infér en kostnads- och resursutmaning som ar
kopplad till prognosticerad trafikokning, dels till etablering av vindkraft. Handelssjofarten
kommer, framfor allt i Bottenhavet, att behdva hantera kostnads- och tidsaspekter relaterade
till langre rutter om vindkraft etableras enligt de energiomraden som behandlas i analysen.
Hur en férdelning av kostnader kan goras behdver utredas vidare och hanteras mellan
involverade parter: Sjofarten, hamnarna, vindkraftprojektérerna och staten.

Dartill bor en separat utredning goras vad galler den avsevarda samhallsnytta som vindkraften
beraknas generera, i forhallande till investeringskostnaden for vindkraften for att hitta en
riskdelnings-och finansieringsmekanism.

For att havsbaserad vindkraft och vintersjofart ska kunna samexistera kravs en samordning,
for vilken staten bor ta ansvaret, vad galler de olika intressena. Utdver det behover det ske en
samordning av riktlinjer mellan Sverige och Finland vad géiller etablering av vindparker nara
EEZ-griansen. Aven gemensamma riktlinjer for Iampliga korridorsbredder mellan narliggande
vindparker bor tas fram. Det sistndmnda ar i synnerhet viktigt i Bottenviken, dar flera
energiomraden ar utpekade i ndra anslutning till varandra, och som sammantaget skulle
decimera méjligheterna till alternativa rutter till narliggande hamnar.
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Service Description

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Definitions

2. Purpose

3. Design the workflow (Author)

3.1 Add Parties

3.1.1 Simple Workflow Session

3.1.2 Mass-signing Workflow Session

3.1.3 Invitation order

3.1.4 Role

3.1.5 Invitation method

3.1.6 Authentication to view

3.1.7 Authentication to sign

3.1.8 Confirmation method

3.2 Place fields

3.2.1 Main Document upload

3.2.2 Main Document removal

3.2.3 Text field

3.2.4 Checkbox

3.2.5 Signature box

3.2.5 Radio buttons

3.3 Other settings

3.3.1 Add Attachment

3.3.2 Request Attachment

3.3.3 Main Document name

3.3.4 Workflow Session language

3.3.5 Due date

3.3.6 Automatic reminder

3.3.7 Personal invitation message

3.3.8 Personal confirmation message

3.3.9 Edit Sign View UI

3.4 Save as template workflow

3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-01-19 19:20:00.102938 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      83.251.18.184

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 Edg/143.0.0.0

      

    

    		

      

        The initiator Joakim Lundman (JL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-04-19 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-01-19 19:20:03.954926 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Joakim Lundman (JL) was delivered.

      


    

  



  

  

    		2026-01-19 19:20:04.644083 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      83.251.18.184

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 Edg/143.0.0.0

      

    

    		

      

        The party Joakim Lundman (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-01-19 19:20:39.413298 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      83.251.18.184

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 Edg/143.0.0.0

      

    

    		

      

        The signatory Joakim Lundman (JL) signed in the signature box “signature 1”.
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    		2026-01-19 19:20:39.413298 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      83.251.18.184

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 Edg/143.0.0.0

      

    

    		

      

        The signatory Joakim Lundman (JL) signed the document.

      


    

  



  

  

    		2026-01-19 19:20:39.413298 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-01-19 19:20:39.68244 UTC ±0 ms

    		2026-01-19 19:19:42.897509 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-12-09 04:03:10.32774 UTC and 2026-01-19 19:19:42.897509 UTC:







  		Time collected

  		Clock offset







  

    		2025-12-09 04:03:10.32774

    		0.0 ms

  





  

    		2025-12-09 05:03:11.585473

    		0.0 ms

  





  

    		2025-12-09 06:03:11.780934

    		0.1 ms

  





  

    		2025-12-09 07:03:12.841279

    		0.1 ms

  





  

    		2025-12-09 08:03:13.213593

    		0.0 ms

  





  

    		2025-12-09 09:03:13.977458

    		0.0 ms

  





  

    		2025-12-09 10:03:14.310509

    		0.0 ms

  





  

    		2025-12-09 11:03:14.51498

    		-0.1 ms

  





  

    		2025-12-09 12:03:14.781593

    		0.0 ms

  





  

    		2025-12-09 13:03:14.88193

    		0.0 ms

  





  

    		2025-12-09 14:03:15.884037

    		0.2 ms

  





  

    		2025-12-09 15:03:16.29431

    		0.0 ms

  





  

    		2025-12-09 16:03:17.391169

    		0.0 ms

  





  

    		2025-12-09 17:03:18.012944

    		0.1 ms

  





  

    		2025-12-09 18:03:18.401097

    		0.0 ms

  





  

    		2025-12-09 19:03:19.483423

    		0.0 ms

  





  

    		2025-12-09 20:03:20.470516

    		0.0 ms

  





  

    		2025-12-09 21:03:21.872055

    		0.0 ms

  





  

    		2025-12-09 22:03:23.250983

    		0.0 ms

  





  

    		2025-12-09 23:03:25.658218

    		0.0 ms

  





  

    		2025-12-10 00:03:27.423253

    		0.0 ms

  





  

    		2025-12-10 01:03:29.043202

    		0.1 ms

  





  

    		2025-12-10 02:03:30.809574

    		0.0 ms

  





  

    		2025-12-10 03:03:32.099896

    		0.0 ms

  





  

    		2025-12-10 04:03:33.581614

    		-0.1 ms

  





  

    		2025-12-10 05:03:35.137267

    		0.1 ms

  





  

    		2025-12-10 06:03:37.058004

    		0.0 ms

  





  

    		2025-12-10 07:03:37.64761

    		0.1 ms

  





  

    		2025-12-10 08:03:38.125724

    		0.0 ms

  





  

    		2025-12-10 09:03:38.225164

    		0.0 ms

  





  

    		2025-12-10 10:03:38.429841

    		0.0 ms

  





  

    		2025-12-10 11:03:38.591535

    		0.0 ms

  





  

    		2025-12-10 12:03:38.788338

    		0.0 ms

  





  

    		2025-12-10 13:03:39.215394

    		0.0 ms

  





  

    		2025-12-10 14:03:40.220268

    		-0.1 ms

  





  

    		2025-12-10 15:03:40.308284

    		0.0 ms

  





  

    		2025-12-10 16:03:40.650535

    		-0.3 ms

  





  

    		2025-12-10 17:03:41.695423

    		0.0 ms

  





  

    		2025-12-10 18:03:42.487638

    		0.0 ms

  





  

    		2025-12-10 19:03:43.690616

    		-0.1 ms

  





  

    		2025-12-10 20:03:44.290879

    		0.0 ms

  





  

    		2025-12-10 21:03:44.695171

    		0.0 ms

  





  

    		2025-12-10 22:03:46.607139

    		-0.1 ms

  





  

    		2025-12-10 23:03:48.585838

    		0.1 ms

  





  

    		2025-12-11 00:03:49.67717

    		0.0 ms

  





  

    		2025-12-11 01:03:51.011324

    		-0.2 ms

  





  

    		2025-12-11 02:03:52.338007

    		0.0 ms

  





  

    		2025-12-11 03:03:53.600562

    		0.0 ms

  





  

    		2025-12-11 04:03:54.722069

    		-0.1 ms

  





  

    		2025-12-11 05:03:55.926339

    		0.1 ms

  





  

    		2025-12-11 06:03:55.960463

    		0.0 ms

  





  

    		2025-12-11 07:03:58.537155

    		0.0 ms

  





  

    		2025-12-11 08:03:58.58694

    		0.0 ms

  





  

    		2025-12-11 09:03:59.151017

    		0.0 ms

  





  

    		2025-12-11 10:04:00.585949

    		0.0 ms

  





  

    		2025-12-11 11:04:00.778289

    		0.0 ms

  





  

    		2025-12-11 12:04:00.916287

    		0.0 ms

  





  

    		2025-12-11 13:04:01.056679

    		0.0 ms

  





  

    		2025-12-11 14:04:01.208503

    		0.0 ms

  





  

    		2025-12-11 15:04:01.998532

    		-0.1 ms

  





  

    		2025-12-11 16:04:03.107399

    		0.0 ms

  





  

    		2025-12-11 17:04:03.144263

    		0.1 ms

  





  

    		2025-12-11 18:04:04.778323

    		0.0 ms

  





  

    		2025-12-11 19:04:06.908386

    		-0.2 ms

  





  

    		2025-12-11 20:04:08.783463

    		0.0 ms

  





  

    		2025-12-11 21:04:10.236411

    		0.0 ms

  





  

    		2025-12-11 22:04:11.71577

    		0.0 ms

  





  

    		2025-12-11 23:04:12.84244

    		0.1 ms

  





  

    		2025-12-12 00:04:14.353399

    		-0.1 ms

  





  

    		2025-12-12 01:04:16.008735

    		-0.1 ms

  





  

    		2025-12-12 02:04:17.347414

    		0.0 ms

  





  

    		2025-12-12 03:04:18.295539

    		0.0 ms

  





  

    		2025-12-12 04:04:19.71724

    		0.0 ms

  





  

    		2025-12-12 05:04:21.137479

    		0.0 ms

  





  

    		2025-12-12 06:04:22.374892

    		0.0 ms

  





  

    		2025-12-12 07:04:23.869693

    		0.0 ms

  





  

    		2025-12-12 08:04:24.197916

    		0.0 ms

  





  

    		2025-12-12 09:04:24.908518

    		-0.1 ms

  





  

    		2025-12-12 10:04:26.572495

    		0.0 ms

  





  

    		2025-12-12 11:04:26.592483

    		0.0 ms

  





  

    		2025-12-12 12:04:26.651429

    		0.0 ms

  





  

    		2025-12-12 13:04:26.970103

    		0.0 ms

  





  

    		2025-12-12 14:04:28.425588

    		0.0 ms

  





  

    		2025-12-12 15:04:29.497781

    		0.0 ms

  





  

    		2025-12-12 16:04:29.727328

    		0.0 ms

  





  

    		2025-12-12 17:04:30.762975

    		0.0 ms

  





  

    		2025-12-12 18:04:31.428358

    		0.0 ms

  





  

    		2025-12-12 19:04:32.062373

    		0.2 ms

  





  

    		2025-12-12 20:04:32.098743

    		0.0 ms

  





  

    		2025-12-12 21:04:32.776438

    		0.0 ms

  





  

    		2025-12-12 22:04:32.797149

    		0.0 ms

  





  

    		2025-12-12 23:04:32.900573

    		0.0 ms

  





  

    		2025-12-13 00:04:34.346276

    		0.0 ms

  





  

    		2025-12-13 01:04:35.781662

    		0.0 ms

  





  

    		2025-12-13 02:04:35.973825

    		0.0 ms

  





  

    		2025-12-13 03:04:37.671064

    		0.0 ms

  





  

    		2025-12-13 04:04:39.335585

    		0.0 ms

  





  

    		2025-12-13 05:04:40.853674

    		0.0 ms

  





  

    		2025-12-13 06:04:42.401239

    		0.0 ms

  





  

    		2025-12-13 07:04:42.558194

    		0.0 ms

  





  

    		2025-12-13 08:04:42.856006

    		0.0 ms

  





  

    		2025-12-13 09:04:43.580822

    		0.0 ms

  





  

    		2025-12-13 10:04:44.052606

    		-0.1 ms

  





  

    		2025-12-13 11:04:45.507994

    		0.0 ms

  





  

    		2025-12-13 12:04:46.464347

    		0.0 ms

  





  

    		2025-12-13 13:04:46.685871

    		-0.3 ms

  





  

    		2025-12-13 14:04:46.862859

    		0.0 ms

  





  

    		2025-12-13 15:04:48.08101

    		0.0 ms

  





  

    		2025-12-13 16:04:48.567497

    		0.1 ms

  





  

    		2025-12-13 17:04:50.380732

    		0.0 ms

  





  

    		2025-12-13 18:04:51.362722

    		0.0 ms

  





  

    		2025-12-13 19:04:52.192266

    		-0.1 ms

  





  

    		2025-12-13 20:04:54.232953

    		-0.1 ms

  





  

    		2025-12-13 21:04:54.302483

    		-0.1 ms

  





  

    		2025-12-13 22:04:55.756317

    		0.0 ms

  





  

    		2025-12-13 23:04:57.689076

    		0.1 ms

  





  

    		2025-12-14 00:04:59.09478

    		0.0 ms

  





  

    		2025-12-14 01:05:01.130832

    		0.0 ms

  





  

    		2025-12-14 02:05:02.655595

    		0.0 ms

  





  

    		2025-12-14 03:05:04.414905

    		0.0 ms

  





  

    		2025-12-14 04:05:05.934963

    		0.0 ms

  





  

    		2025-12-14 05:05:07.74862

    		0.1 ms

  





  

    		2025-12-14 06:05:09.483279

    		0.0 ms

  





  

    		2025-12-14 07:05:12.153686

    		0.0 ms

  





  

    		2025-12-14 08:05:12.382784

    		0.0 ms

  





  

    		2025-12-14 09:05:12.987748

    		0.0 ms

  





  

    		2025-12-14 10:05:13.155661

    		0.1 ms

  





  

    		2025-12-14 11:05:14.03701

    		0.0 ms

  





  

    		2025-12-14 12:05:14.162418

    		0.0 ms

  





  

    		2025-12-14 13:05:14.935671

    		0.0 ms

  





  

    		2025-12-14 14:05:15.191942

    		0.0 ms

  





  

    		2025-12-14 15:05:15.727549

    		0.0 ms

  





  

    		2025-12-14 16:05:17.005079

    		0.1 ms

  





  

    		2025-12-14 17:05:18.642361

    		0.0 ms

  





  

    		2025-12-14 18:05:19.392873

    		0.0 ms

  





  

    		2025-12-14 19:05:19.915217

    		0.0 ms

  





  

    		2025-12-14 20:05:21.386583

    		0.2 ms

  





  

    		2025-12-14 21:05:21.394867

    		0.0 ms

  





  

    		2025-12-14 22:05:23.202034

    		0.0 ms

  





  

    		2025-12-14 23:05:24.909074

    		0.0 ms

  





  

    		2025-12-15 00:05:26.537613

    		0.0 ms

  





  

    		2025-12-15 01:05:28.387986

    		0.1 ms

  





  

    		2025-12-15 02:05:30.101568

    		0.1 ms

  





  

    		2025-12-15 03:05:31.344333

    		0.1 ms

  





  

    		2025-12-15 04:05:31.778991

    		0.0 ms

  





  

    		2025-12-15 05:05:33.624883

    		0.1 ms

  





  

    		2025-12-15 06:05:35.657186

    		0.0 ms

  





  

    		2025-12-15 07:05:35.760789

    		0.0 ms

  





  

    		2025-12-15 08:05:35.775691

    		0.0 ms

  





  

    		2025-12-15 09:05:36.568452

    		0.0 ms

  





  

    		2025-12-15 10:05:36.748739

    		0.0 ms

  





  

    		2025-12-15 11:05:36.813876

    		0.0 ms

  





  

    		2025-12-15 12:05:37.448919

    		0.1 ms

  





  

    		2025-12-15 13:05:38.743947

    		0.2 ms

  





  

    		2025-12-15 14:05:38.862483

    		0.0 ms

  





  

    		2025-12-15 15:05:39.888806

    		0.0 ms

  





  

    		2025-12-15 16:05:39.92929

    		-0.1 ms

  





  

    		2025-12-15 17:05:40.370294

    		0.0 ms

  





  

    		2025-12-15 18:05:40.688386

    		0.0 ms

  





  

    		2025-12-15 19:05:41.056991

    		0.0 ms

  





  

    		2025-12-15 20:05:42.824022

    		0.0 ms

  





  

    		2025-12-15 21:05:42.948996

    		0.0 ms

  





  

    		2025-12-15 22:05:44.261509

    		0.0 ms

  





  

    		2025-12-15 23:05:45.79138

    		0.0 ms

  





  

    		2025-12-16 00:05:47.364009

    		0.1 ms

  





  

    		2025-12-16 01:05:48.81512

    		0.0 ms

  





  

    		2025-12-16 02:05:50.170456

    		-0.1 ms

  





  

    		2025-12-16 03:05:51.582877

    		0.0 ms

  





  

    		2025-12-16 04:05:52.710831

    		0.0 ms

  





  

    		2025-12-16 05:05:54.369429

    		0.0 ms

  





  

    		2025-12-16 06:05:55.67641

    		0.0 ms

  





  

    		2025-12-16 07:05:57.76192

    		0.0 ms

  





  

    		2025-12-16 08:05:57.850607

    		0.0 ms

  





  

    		2025-12-16 09:05:58.999298

    		-0.1 ms

  





  

    		2025-12-16 10:05:59.234081

    		0.0 ms

  





  

    		2025-12-16 11:05:59.986166

    		0.0 ms

  





  

    		2025-12-16 12:06:00.132831

    		0.0 ms

  





  

    		2025-12-16 13:06:00.321369

    		0.0 ms

  





  

    		2025-12-16 14:06:00.917943

    		0.0 ms

  





  

    		2025-12-16 15:06:01.382712

    		0.1 ms

  





  

    		2025-12-16 16:06:01.471898

    		0.0 ms

  





  

    		2025-12-16 17:06:02.780637

    		-0.1 ms

  





  

    		2025-12-16 18:06:03.279032

    		0.0 ms

  





  

    		2025-12-16 19:06:03.660569

    		0.0 ms

  





  

    		2025-12-16 20:06:04.643396

    		0.0 ms

  





  

    		2025-12-16 21:06:07.031873

    		0.0 ms

  





  

    		2025-12-16 22:06:08.823073

    		0.0 ms

  





  

    		2025-12-16 23:06:09.972113

    		-0.1 ms

  





  

    		2025-12-17 00:06:11.355862

    		0.2 ms

  





  

    		2025-12-17 01:06:12.900218

    		0.0 ms

  





  

    		2025-12-17 02:06:14.372252

    		0.0 ms

  





  

    		2025-12-17 03:06:15.53934

    		-0.1 ms

  





  

    		2025-12-17 04:06:16.773701

    		-0.1 ms

  





  

    		2025-12-17 05:06:16.889596

    		0.0 ms

  





  

    		2025-12-17 06:06:17.037519

    		0.0 ms

  





  

    		2025-12-17 07:06:17.781755

    		0.0 ms

  





  

    		2025-12-17 08:06:18.539196

    		0.0 ms

  





  

    		2025-12-17 09:06:19.09763

    		0.0 ms

  





  

    		2025-12-17 10:06:19.26365

    		0.0 ms

  





  

    		2025-12-17 11:06:19.400437

    		0.0 ms

  





  

    		2025-12-17 12:06:20.172236

    		0.1 ms

  





  

    		2025-12-17 13:06:20.25764

    		0.0 ms

  





  

    		2025-12-17 14:06:20.86202

    		0.0 ms

  





  

    		2025-12-17 15:06:21.787807

    		0.1 ms

  





  

    		2025-12-17 16:06:21.920992

    		0.0 ms

  





  

    		2025-12-17 17:06:23.877416

    		0.0 ms

  





  

    		2025-12-17 18:06:25.440999

    		0.1 ms

  





  

    		2025-12-17 19:06:25.594826

    		0.1 ms

  





  

    		2025-12-17 20:06:27.036819

    		0.0 ms

  





  

    		2025-12-17 21:06:27.454614

    		0.0 ms

  





  

    		2025-12-17 22:06:27.547407

    		0.0 ms

  





  

    		2025-12-17 23:06:27.96272

    		0.2 ms

  





  

    		2025-12-18 00:06:29.553348

    		0.4 ms

  





  

    		2025-12-18 01:06:31.024821

    		0.2 ms

  





  

    		2025-12-18 02:06:32.542641

    		0.0 ms

  





  

    		2025-12-18 03:06:33.993342

    		0.0 ms

  





  

    		2025-12-18 04:06:35.267593

    		0.0 ms

  





  

    		2025-12-18 05:06:36.681696

    		0.0 ms

  





  

    		2025-12-18 06:06:38.353056

    		0.0 ms

  





  

    		2025-12-18 07:06:39.829285

    		0.0 ms

  





  

    		2025-12-18 08:06:40.160027

    		0.0 ms

  





  

    		2025-12-18 09:06:40.872526

    		0.0 ms

  





  

    		2025-12-18 10:06:41.931671

    		0.0 ms

  





  

    		2025-12-18 11:06:42.48515

    		0.0 ms

  





  

    		2025-12-18 12:06:43.8413

    		-0.1 ms

  





  

    		2025-12-18 13:06:44.346281

    		0.1 ms

  





  

    		2025-12-18 14:06:45.176028

    		0.0 ms

  





  

    		2025-12-18 15:06:45.393291

    		0.0 ms

  





  

    		2025-12-18 16:06:47.958684

    		0.0 ms

  





  

    		2025-12-18 17:06:48.266892

    		0.1 ms

  





  

    		2025-12-18 18:06:49.260093

    		0.0 ms

  





  

    		2025-12-18 19:06:50.300637

    		0.0 ms

  





  

    		2025-12-18 20:06:52.471372

    		0.0 ms

  





  

    		2025-12-18 21:06:54.662494

    		0.0 ms

  





  

    		2025-12-18 22:06:55.772393

    		0.0 ms

  





  

    		2025-12-18 23:06:56.924558

    		0.0 ms

  





  

    		2025-12-19 00:06:58.557567

    		0.1 ms

  





  

    		2025-12-19 01:06:59.974413

    		-0.2 ms

  





  

    		2025-12-19 02:07:01.344775

    		0.1 ms

  





  

    		2025-12-19 03:07:02.858478

    		0.0 ms

  





  

    		2025-12-19 04:07:04.05011

    		0.0 ms

  





  

    		2025-12-19 05:07:05.443011

    		0.0 ms

  





  

    		2025-12-19 06:07:06.565008

    		0.0 ms

  





  

    		2025-12-19 07:07:06.890972

    		0.0 ms

  





  

    		2025-12-19 08:07:07.416405

    		-0.1 ms

  





  

    		2025-12-19 09:07:08.328266

    		0.0 ms

  





  

    		2025-12-19 10:07:08.421007

    		0.0 ms

  





  

    		2025-12-19 11:07:08.860808

    		0.0 ms

  





  

    		2025-12-19 12:07:10.065452

    		0.1 ms

  





  

    		2025-12-19 13:07:10.554943

    		0.0 ms

  





  

    		2025-12-19 14:07:10.650732

    		-0.3 ms

  





  

    		2025-12-19 15:07:12.592921

    		-0.1 ms

  





  

    		2025-12-19 16:07:12.849445

    		0.0 ms

  





  

    		2025-12-19 17:07:13.065014

    		0.0 ms

  





  

    		2025-12-19 18:07:15.2563

    		0.0 ms

  





  

    		2025-12-19 19:07:16.963209

    		0.0 ms

  





  

    		2025-12-19 20:07:18.897437

    		0.0 ms

  





  

    		2025-12-19 21:07:20.798652

    		0.0 ms

  





  

    		2025-12-19 22:07:22.59865

    		0.0 ms

  





  

    		2025-12-19 23:07:24.125157

    		0.0 ms

  





  

    		2025-12-20 00:07:25.959857

    		0.0 ms

  





  

    		2025-12-20 01:07:26.976108

    		-0.1 ms

  





  

    		2025-12-20 02:07:28.052182

    		0.0 ms

  





  

    		2025-12-20 03:07:29.58704

    		0.0 ms

  





  

    		2025-12-20 04:07:30.859707

    		0.0 ms

  





  

    		2025-12-20 05:07:32.563784

    		0.0 ms

  





  

    		2025-12-20 06:07:34.559159

    		0.0 ms

  





  

    		2025-12-20 07:07:36.746315

    		-0.1 ms

  





  

    		2025-12-20 08:07:37.445901

    		0.0 ms

  





  

    		2025-12-20 09:07:38.199703

    		0.0 ms

  





  

    		2025-12-20 10:07:39.311787

    		0.0 ms

  





  

    		2025-12-20 11:07:40.060034

    		0.0 ms

  





  

    		2025-12-20 12:07:40.278515

    		0.0 ms

  





  

    		2025-12-20 13:07:41.199089

    		0.0 ms

  





  

    		2025-12-20 14:07:42.669911

    		-0.1 ms

  





  

    		2025-12-20 15:07:42.783629

    		0.0 ms

  





  

    		2025-12-20 16:07:43.19246

    		0.0 ms

  





  

    		2025-12-20 17:07:43.347941

    		0.0 ms

  





  

    		2025-12-20 18:07:43.972612

    		0.0 ms

  





  

    		2025-12-20 19:07:44.245826

    		0.0 ms

  





  

    		2025-12-20 20:07:46.517943

    		0.1 ms

  





  

    		2025-12-20 21:07:48.441159

    		0.1 ms

  





  

    		2025-12-20 22:07:50.467854

    		0.0 ms

  





  

    		2025-12-20 23:07:52.164973

    		0.0 ms

  





  

    		2025-12-21 00:07:53.774484

    		0.0 ms

  





  

    		2025-12-21 01:07:55.648859

    		0.1 ms

  





  

    		2025-12-21 02:07:57.420123

    		0.0 ms

  





  

    		2025-12-21 03:07:58.986126

    		0.0 ms

  





  

    		2025-12-21 04:08:00.780218

    		0.1 ms

  





  

    		2025-12-21 05:08:01.919659

    		0.1 ms

  





  

    		2025-12-21 06:08:03.696577

    		0.1 ms

  





  

    		2025-12-21 07:08:04.075415

    		0.0 ms

  





  

    		2025-12-21 08:08:04.579358

    		-0.1 ms

  





  

    		2025-12-21 09:08:04.840887

    		-0.1 ms

  





  

    		2025-12-21 10:08:05.448913

    		0.0 ms

  





  

    		2025-12-21 11:08:05.779187

    		0.0 ms

  





  

    		2025-12-21 12:08:06.087956

    		0.0 ms

  





  

    		2025-12-21 13:08:09.064417

    		0.1 ms

  





  

    		2025-12-21 14:08:09.352205

    		0.0 ms

  





  

    		2025-12-21 15:08:10.38119

    		0.0 ms

  





  

    		2025-12-21 16:08:11.988071

    		0.0 ms

  





  

    		2025-12-21 17:08:12.682317

    		-0.2 ms

  





  

    		2025-12-21 18:08:13.775296

    		0.3 ms

  





  

    		2025-12-21 19:08:15.559966

    		0.2 ms

  





  

    		2025-12-21 20:08:16.096398

    		0.5 ms

  





  

    		2025-12-21 21:08:17.815609

    		0.0 ms

  





  

    		2025-12-21 22:08:18.103122

    		0.0 ms

  





  

    		2025-12-21 23:08:18.71578

    		0.0 ms

  





  

    		2025-12-22 00:08:19.064843

    		-0.1 ms

  





  

    		2025-12-22 01:08:19.751543

    		0.0 ms

  





  

    		2025-12-22 02:08:21.789664

    		0.0 ms

  





  

    		2025-12-22 03:08:23.994544

    		0.0 ms

  





  

    		2025-12-22 04:08:26.085126

    		0.2 ms

  





  

    		2025-12-22 05:08:27.739205

    		0.1 ms

  





  

    		2025-12-22 06:08:29.460497

    		-0.3 ms

  





  

    		2025-12-22 07:08:29.658413

    		0.0 ms

  





  

    		2025-12-22 08:08:30.650048

    		0.1 ms

  





  

    		2025-12-22 09:08:30.929384

    		-0.1 ms

  





  

    		2025-12-22 10:08:31.515366

    		-0.1 ms

  





  

    		2025-12-22 11:08:32.109147

    		0.0 ms

  





  

    		2025-12-22 12:08:32.418773

    		0.0 ms

  





  

    		2025-12-22 13:08:32.98829

    		-0.3 ms

  





  

    		2025-12-22 14:08:33.061074

    		0.0 ms

  





  

    		2025-12-22 15:08:33.187681

    		0.0 ms

  





  

    		2025-12-22 16:08:34.06988

    		0.1 ms

  





  

    		2025-12-22 17:08:35.059498

    		0.0 ms

  





  

    		2025-12-22 18:08:36.652642

    		0.1 ms

  





  

    		2025-12-22 19:08:37.269644

    		-0.2 ms

  





  

    		2025-12-22 20:08:39.994554

    		-0.1 ms

  





  

    		2025-12-22 21:08:40.055501

    		-0.1 ms

  





  

    		2025-12-22 22:08:41.28568

    		0.0 ms

  





  

    		2025-12-22 23:08:41.477129

    		0.0 ms

  





  

    		2025-12-23 00:08:41.642836

    		0.0 ms

  





  

    		2025-12-23 01:08:42.10388

    		0.1 ms

  





  

    		2025-12-23 02:08:44.020947

    		0.0 ms

  





  

    		2025-12-23 03:08:45.712347

    		0.0 ms

  





  

    		2025-12-23 04:08:47.254899

    		0.0 ms

  





  

    		2025-12-23 05:08:48.677541

    		0.1 ms

  





  

    		2025-12-23 06:08:50.879284

    		0.1 ms

  





  

    		2025-12-23 07:08:52.476183

    		0.1 ms

  





  

    		2025-12-23 08:08:53.444925

    		0.0 ms

  





  

    		2025-12-23 09:08:54.089069

    		0.0 ms

  





  

    		2025-12-23 10:08:54.477609

    		0.0 ms

  





  

    		2025-12-23 11:08:54.803642

    		-0.7 ms

  





  

    		2025-12-23 12:08:55.504962

    		0.0 ms

  





  

    		2025-12-23 13:08:56.099029

    		0.0 ms

  





  

    		2025-12-23 14:08:56.7001

    		0.0 ms

  





  

    		2025-12-23 15:08:57.082595

    		0.0 ms

  





  

    		2025-12-23 16:08:57.09392

    		0.0 ms

  





  

    		2025-12-23 17:08:57.171956

    		0.0 ms

  





  

    		2025-12-23 18:08:57.952465

    		0.3 ms

  





  

    		2025-12-23 19:08:58.069732

    		0.0 ms

  





  

    		2025-12-23 20:08:58.370435

    		0.1 ms

  





  

    		2025-12-23 21:08:59.810395

    		0.0 ms

  





  

    		2025-12-23 22:09:01.846938

    		0.0 ms

  





  

    		2025-12-23 23:09:01.984715

    		0.0 ms

  





  

    		2025-12-24 00:09:02.385477

    		0.0 ms

  





  

    		2025-12-24 01:09:02.588453

    		0.0 ms

  





  

    		2025-12-24 02:09:04.236804

    		0.0 ms

  





  

    		2025-12-24 03:09:06.156022

    		0.2 ms

  





  

    		2025-12-24 04:09:07.865016

    		0.2 ms

  





  

    		2025-12-24 05:09:08.228782

    		0.0 ms

  





  

    		2025-12-24 06:09:10.243705

    		0.0 ms

  





  

    		2025-12-24 07:09:10.984393

    		0.1 ms

  





  

    		2025-12-24 08:09:11.5724

    		0.1 ms

  





  

    		2025-12-24 09:09:11.744771

    		-0.1 ms

  





  

    		2025-12-24 10:09:12.090311

    		0.0 ms

  





  

    		2025-12-24 11:09:12.853494

    		0.0 ms

  





  

    		2025-12-24 12:09:13.984134

    		0.0 ms

  





  

    		2025-12-24 13:09:14.472023

    		0.0 ms

  





  

    		2025-12-24 14:09:15.182916

    		0.0 ms

  





  

    		2025-12-24 15:09:16.176635

    		0.0 ms

  





  

    		2025-12-24 16:09:16.883877

    		0.0 ms

  





  

    		2025-12-24 17:09:18.781517

    		0.0 ms

  





  

    		2025-12-24 18:09:20.046481

    		0.0 ms

  





  

    		2025-12-24 19:09:22.373771

    		0.0 ms

  





  

    		2025-12-24 20:09:24.754958

    		0.0 ms

  





  

    		2025-12-24 21:09:24.77302

    		0.0 ms

  





  

    		2025-12-24 22:09:27.250794

    		0.0 ms

  





  

    		2025-12-24 23:09:29.236361

    		0.0 ms

  





  

    		2025-12-25 00:09:29.623541

    		0.0 ms

  





  

    		2025-12-25 01:09:30.183272

    		0.1 ms

  





  

    		2025-12-25 02:09:31.293997

    		0.0 ms

  





  

    		2025-12-25 03:09:31.421406

    		0.1 ms

  





  

    		2025-12-25 04:09:33.248188

    		0.0 ms

  





  

    		2025-12-25 05:09:35.279381

    		0.0 ms

  





  

    		2025-12-25 06:09:35.523294

    		0.0 ms

  





  

    		2025-12-25 07:09:35.748547

    		0.0 ms

  





  

    		2025-12-25 08:09:37.792442

    		-0.1 ms

  





  

    		2025-12-25 09:09:38.649978

    		0.1 ms

  





  

    		2025-12-25 10:09:38.76262

    		0.1 ms

  





  

    		2025-12-25 11:09:39.764872

    		-0.1 ms

  





  

    		2025-12-25 12:09:41.051281

    		0.0 ms

  





  

    		2025-12-25 13:09:42.283534

    		0.0 ms

  





  

    		2025-12-25 14:09:43.351265

    		0.0 ms

  





  

    		2025-12-25 15:09:45.320363

    		0.0 ms

  





  

    		2025-12-25 16:09:46.311943

    		0.0 ms

  





  

    		2025-12-25 17:09:46.480708

    		0.0 ms

  





  

    		2025-12-25 18:09:47.506657

    		0.0 ms

  





  

    		2025-12-25 19:09:48.745883

    		-0.2 ms

  





  

    		2025-12-25 20:09:50.695485

    		0.1 ms

  





  

    		2025-12-25 21:09:50.867078

    		0.0 ms

  





  

    		2025-12-25 22:09:52.70595

    		0.1 ms

  





  

    		2025-12-25 23:09:52.93549

    		0.0 ms

  





  

    		2025-12-26 00:09:53.300169

    		0.1 ms

  





  

    		2025-12-26 01:09:54.674565

    		0.0 ms

  





  

    		2025-12-26 02:09:57.526024

    		0.0 ms

  





  

    		2025-12-26 03:09:59.730465

    		0.0 ms

  





  

    		2025-12-26 04:09:59.950266

    		0.0 ms

  





  

    		2025-12-26 05:10:00.949463

    		0.0 ms

  





  

    		2025-12-26 06:10:02.246744

    		0.0 ms

  





  

    		2025-12-26 07:10:02.390764

    		0.0 ms

  





  

    		2025-12-26 08:10:04.451658

    		0.0 ms

  





  

    		2025-12-26 09:10:04.656114

    		-0.1 ms

  





  

    		2025-12-26 10:10:04.77753

    		0.1 ms

  





  

    		2025-12-26 11:10:05.371388

    		0.0 ms

  





  

    		2025-12-26 12:10:07.784171

    		0.0 ms

  





  

    		2025-12-26 13:10:08.354574

    		0.0 ms

  





  

    		2025-12-26 14:10:09.542864

    		-0.2 ms

  





  

    		2025-12-26 15:10:09.699017

    		0.0 ms

  





  

    		2025-12-26 16:10:11.97974

    		0.0 ms

  





  

    		2025-12-26 17:10:12.331278

    		0.0 ms

  





  

    		2025-12-26 18:10:12.446739

    		0.1 ms

  





  

    		2025-12-26 19:10:12.66877

    		0.0 ms

  





  

    		2025-12-26 20:10:14.149879

    		0.0 ms

  





  

    		2025-12-26 21:10:15.790713

    		0.0 ms

  





  

    		2025-12-26 22:10:16.396927

    		0.1 ms

  





  

    		2025-12-26 23:10:17.862054

    		-0.1 ms

  





  

    		2025-12-27 00:10:18.098126

    		0.0 ms

  





  

    		2025-12-27 01:10:19.743639

    		-0.3 ms

  





  

    		2025-12-27 02:10:20.748962

    		0.1 ms

  





  

    		2025-12-27 03:10:20.978393

    		0.2 ms

  





  

    		2025-12-27 04:10:23.156647

    		0.0 ms

  





  

    		2025-12-27 05:10:23.218154

    		0.0 ms

  





  

    		2025-12-27 06:10:25.520635

    		0.0 ms

  





  

    		2025-12-27 07:10:26.452918

    		0.0 ms

  





  

    		2025-12-27 08:10:26.590698

    		0.0 ms

  





  

    		2025-12-27 09:10:26.856183

    		0.0 ms

  





  

    		2025-12-27 10:10:27.689974

    		-0.2 ms

  





  

    		2025-12-27 11:10:28.289633

    		0.1 ms

  





  

    		2025-12-27 12:10:28.46764

    		-0.1 ms

  





  

    		2025-12-27 13:10:29.176568

    		-0.1 ms

  





  

    		2025-12-27 14:10:29.619802

    		0.0 ms

  





  

    		2025-12-27 15:10:29.723785

    		0.0 ms

  





  

    		2025-12-27 16:10:29.80828

    		-0.1 ms

  





  

    		2025-12-27 17:10:29.980385

    		0.1 ms

  





  

    		2025-12-27 18:10:31.367142

    		0.0 ms

  





  

    		2025-12-27 19:10:32.062065

    		0.0 ms

  





  

    		2025-12-27 20:10:32.552304

    		0.1 ms

  





  

    		2025-12-27 21:10:34.585381

    		0.2 ms

  





  

    		2025-12-27 22:10:35.13104

    		0.0 ms

  





  

    		2025-12-27 23:10:35.169874

    		0.0 ms

  





  

    		2025-12-28 00:10:36.472234

    		-0.1 ms

  





  

    		2025-12-28 01:10:37.200896

    		0.0 ms

  





  

    		2025-12-28 02:10:37.381597

    		0.1 ms

  





  

    		2025-12-28 03:10:37.425713

    		0.1 ms

  





  

    		2025-12-28 04:10:38.47384

    		0.0 ms

  





  

    		2025-12-28 05:10:39.663978

    		0.0 ms

  





  

    		2025-12-28 06:10:40.745392

    		0.0 ms

  





  

    		2025-12-28 07:10:42.569172

    		0.1 ms

  





  

    		2025-12-28 08:10:42.701268

    		0.0 ms

  





  

    		2025-12-28 09:10:42.848934

    		0.0 ms

  





  

    		2025-12-28 10:10:43.267792

    		0.0 ms

  





  

    		2025-12-28 11:10:43.372362

    		0.0 ms

  





  

    		2025-12-28 12:10:43.59411

    		-0.2 ms

  





  

    		2025-12-28 13:10:44.600159

    		0.0 ms

  





  

    		2025-12-28 14:10:46.688307

    		0.0 ms

  





  

    		2025-12-28 15:10:47.109754

    		0.0 ms

  





  

    		2025-12-28 16:10:47.314957

    		0.0 ms

  





  

    		2025-12-28 17:10:47.673909

    		0.0 ms

  





  

    		2025-12-28 18:10:49.111352

    		0.2 ms

  





  

    		2025-12-28 19:10:49.616029

    		-0.1 ms

  





  

    		2025-12-28 20:10:50.470965

    		0.0 ms

  





  

    		2025-12-28 21:10:51.037554

    		0.0 ms

  





  

    		2025-12-28 22:10:52.604537

    		0.1 ms

  





  

    		2025-12-28 23:10:54.158893

    		0.0 ms

  





  

    		2025-12-29 00:10:55.705442

    		0.0 ms

  





  

    		2025-12-29 01:10:57.097418

    		0.0 ms

  





  

    		2025-12-29 02:10:58.724015

    		0.1 ms

  





  

    		2025-12-29 03:11:00.174348

    		0.0 ms

  





  

    		2025-12-29 04:11:01.792306

    		0.0 ms

  





  

    		2025-12-29 05:11:03.03146

    		0.1 ms

  





  

    		2025-12-29 06:11:04.315573

    		0.1 ms

  





  

    		2025-12-29 07:11:04.844868

    		0.1 ms

  





  

    		2025-12-29 08:11:05.796958

    		-0.5 ms

  





  

    		2025-12-29 09:11:06.358197

    		0.0 ms

  





  

    		2025-12-29 10:11:08.41941

    		0.0 ms

  





  

    		2025-12-29 11:11:09.700626

    		0.0 ms

  





  

    		2025-12-29 12:11:09.922001

    		0.0 ms

  





  

    		2025-12-29 13:11:10.684544

    		0.0 ms

  





  

    		2025-12-29 14:11:11.51396

    		0.0 ms

  





  

    		2025-12-29 15:11:12.580016

    		0.1 ms

  





  

    		2025-12-29 16:11:12.975906

    		0.0 ms

  





  

    		2025-12-29 17:11:13.394962

    		0.0 ms

  





  

    		2025-12-29 18:11:13.432988

    		0.0 ms

  





  

    		2025-12-29 19:11:15.619944

    		0.1 ms

  





  

    		2025-12-29 20:11:17.817211

    		0.0 ms

  





  

    		2025-12-29 21:11:20.115384

    		0.0 ms

  





  

    		2025-12-29 22:11:21.800906

    		0.0 ms

  





  

    		2025-12-29 23:11:23.420064

    		-0.1 ms

  





  

    		2025-12-30 00:11:24.615612

    		0.0 ms

  





  

    		2025-12-30 01:11:25.976546

    		0.0 ms

  





  

    		2025-12-30 02:11:27.230232

    		0.0 ms

  





  

    		2025-12-30 03:11:28.381389

    		0.0 ms

  





  

    		2025-12-30 04:11:29.745771

    		0.0 ms

  





  

    		2025-12-30 05:11:30.882177

    		0.0 ms

  





  

    		2025-12-30 06:11:32.324761

    		0.0 ms

  





  

    		2025-12-30 07:11:32.88459

    		0.0 ms

  





  

    		2025-12-30 08:11:34.235196

    		-0.1 ms

  





  

    		2025-12-30 09:11:34.313616

    		-0.1 ms

  





  

    		2025-12-30 10:11:35.231731

    		0.0 ms

  





  

    		2025-12-30 11:11:35.441931

    		0.0 ms

  





  

    		2025-12-30 12:11:35.928432

    		-0.4 ms

  





  

    		2025-12-30 13:11:36.473165

    		0.1 ms

  





  

    		2025-12-30 14:11:36.929282

    		0.0 ms

  





  

    		2025-12-30 15:11:37.728275

    		0.0 ms

  





  

    		2025-12-30 16:11:39.350164

    		0.2 ms

  





  

    		2025-12-30 17:11:39.631336

    		0.0 ms

  





  

    		2025-12-30 18:11:40.602255

    		0.0 ms

  





  

    		2025-12-30 19:11:43.087664

    		0.0 ms

  





  

    		2025-12-30 20:11:45.207531

    		0.0 ms

  





  

    		2025-12-30 21:11:47.403627

    		0.0 ms

  





  

    		2025-12-30 22:11:49.189757

    		-0.1 ms

  





  

    		2025-12-30 23:11:50.709537

    		0.1 ms

  





  

    		2025-12-31 00:11:52.206942

    		0.2 ms

  





  

    		2025-12-31 01:11:53.564059

    		0.2 ms

  





  

    		2025-12-31 02:11:54.640673

    		-0.5 ms

  





  

    		2025-12-31 03:11:56.005845

    		0.1 ms

  





  

    		2025-12-31 04:11:57.349836

    		0.1 ms

  





  

    		2025-12-31 05:11:58.614809

    		0.0 ms

  





  

    		2025-12-31 06:11:59.832115

    		-0.1 ms

  





  

    		2025-12-31 07:12:00.989736

    		0.0 ms

  





  

    		2025-12-31 08:12:01.734391

    		-0.1 ms

  





  

    		2025-12-31 09:12:01.776267

    		0.0 ms

  





  

    		2025-12-31 10:12:02.122353

    		0.1 ms

  





  

    		2025-12-31 11:12:02.391526

    		0.0 ms

  





  

    		2025-12-31 12:12:02.477294

    		0.0 ms

  





  

    		2025-12-31 13:12:03.276516

    		0.0 ms

  





  

    		2025-12-31 14:12:03.612295

    		0.0 ms

  





  

    		2025-12-31 15:12:04.000448

    		0.1 ms

  





  

    		2025-12-31 16:12:04.30175

    		0.0 ms

  





  

    		2025-12-31 17:12:06.28091

    		0.0 ms

  





  

    		2025-12-31 18:12:08.637831

    		0.2 ms

  





  

    		2025-12-31 19:12:10.412401

    		-0.1 ms

  





  

    		2025-12-31 20:12:12.177109

    		0.1 ms

  





  

    		2025-12-31 21:12:13.734747

    		0.0 ms

  





  

    		2025-12-31 22:12:15.233645

    		0.1 ms

  





  

    		2025-12-31 23:12:16.337152

    		0.0 ms

  





  

    		2026-01-01 00:12:17.532828

    		0.1 ms

  





  

    		2026-01-01 01:12:18.975191

    		-0.1 ms

  





  

    		2026-01-01 02:12:20.521585

    		-0.1 ms

  





  

    		2026-01-01 03:12:21.936073

    		0.0 ms

  





  

    		2026-01-01 04:12:23.264003

    		0.0 ms

  





  

    		2026-01-01 05:12:24.82614

    		0.0 ms

  





  

    		2026-01-01 06:12:25.949931

    		0.0 ms

  





  

    		2026-01-01 07:12:27.244813

    		0.0 ms

  





  

    		2026-01-01 08:12:28.832872

    		0.0 ms

  





  

    		2026-01-01 09:12:28.888618

    		0.0 ms

  





  

    		2026-01-01 10:12:31.382568

    		-0.2 ms

  





  

    		2026-01-01 11:12:31.491896

    		0.0 ms

  





  

    		2026-01-01 12:12:32.010223

    		0.0 ms

  





  

    		2026-01-01 13:12:33.997221

    		0.0 ms

  





  

    		2026-01-01 14:12:34.017134

    		0.0 ms

  





  

    		2026-01-01 15:12:34.693134

    		0.0 ms

  





  

    		2026-01-01 16:12:35.019505

    		0.0 ms

  





  

    		2026-01-01 17:12:35.372211

    		0.1 ms

  





  

    		2026-01-01 18:12:35.930204

    		0.0 ms

  





  

    		2026-01-01 19:12:37.749334

    		0.1 ms

  





  

    		2026-01-01 20:12:39.590808

    		0.0 ms

  





  

    		2026-01-01 21:12:40.889616

    		0.0 ms

  





  

    		2026-01-01 22:12:42.184584

    		0.1 ms

  





  

    		2026-01-01 23:12:43.556392

    		0.0 ms

  





  

    		2026-01-02 00:12:44.81645

    		0.0 ms

  





  

    		2026-01-02 01:12:46.071051

    		0.0 ms

  





  

    		2026-01-02 02:12:46.277216

    		0.1 ms

  





  

    		2026-01-02 03:12:48.056047

    		0.0 ms

  





  

    		2026-01-02 04:12:49.357865

    		-0.1 ms

  





  

    		2026-01-02 05:12:50.734878

    		0.0 ms

  





  

    		2026-01-02 06:12:51.779738

    		0.0 ms

  





  

    		2026-01-02 07:12:53.142441

    		0.0 ms

  





  

    		2026-01-02 08:12:54.225535

    		0.0 ms

  





  

    		2026-01-02 09:12:55.997164

    		0.0 ms

  





  

    		2026-01-02 10:12:56.944431

    		-0.1 ms

  





  

    		2026-01-02 11:12:57.121909

    		0.0 ms

  





  

    		2026-01-02 12:12:57.624488

    		0.0 ms

  





  

    		2026-01-02 13:12:58.277375

    		0.0 ms

  





  

    		2026-01-02 14:13:00.193758

    		0.2 ms

  





  

    		2026-01-02 15:13:00.520608

    		-0.3 ms

  





  

    		2026-01-02 16:13:00.783093

    		0.0 ms

  





  

    		2026-01-02 17:13:03.277669

    		0.0 ms

  





  

    		2026-01-02 18:13:05.421549

    		0.1 ms

  





  

    		2026-01-02 19:13:05.74334

    		-0.2 ms

  





  

    		2026-01-02 20:13:08.002805

    		-0.1 ms

  





  

    		2026-01-02 21:13:09.780821

    		0.0 ms

  





  

    		2026-01-02 22:13:10.030038

    		0.1 ms

  





  

    		2026-01-02 23:13:11.604695

    		0.1 ms

  





  

    		2026-01-03 00:13:13.028463

    		0.0 ms

  





  

    		2026-01-03 01:13:14.313153

    		0.0 ms

  





  

    		2026-01-03 02:13:15.723622

    		0.0 ms

  





  

    		2026-01-03 03:13:17.200679

    		0.0 ms

  





  

    		2026-01-03 04:13:18.671696

    		0.0 ms

  





  

    		2026-01-03 05:13:19.930061

    		0.0 ms

  





  

    		2026-01-03 06:13:21.448816

    		0.0 ms

  





  

    		2026-01-03 07:13:23.682846

    		0.0 ms

  





  

    		2026-01-03 08:13:24.88194

    		0.0 ms

  





  

    		2026-01-03 09:13:26.414039

    		-0.1 ms

  





  

    		2026-01-03 10:13:27.419205

    		0.0 ms

  





  

    		2026-01-03 11:13:27.905986

    		0.0 ms

  





  

    		2026-01-03 12:13:28.190544

    		0.0 ms

  





  

    		2026-01-03 13:13:29.320686

    		0.2 ms

  





  

    		2026-01-03 14:13:29.55669

    		0.1 ms

  





  

    		2026-01-03 15:13:29.922638

    		0.0 ms

  





  

    		2026-01-03 16:13:30.715293

    		0.0 ms

  





  

    		2026-01-03 17:13:30.923583

    		0.0 ms

  





  

    		2026-01-03 18:13:31.875294

    		0.0 ms

  





  

    		2026-01-03 19:13:33.801103

    		0.1 ms

  





  

    		2026-01-03 20:13:34.585609

    		0.0 ms

  





  

    		2026-01-03 21:13:37.054529

    		0.0 ms

  





  

    		2026-01-03 22:13:38.889917

    		0.0 ms

  





  

    		2026-01-03 23:13:40.495836

    		0.0 ms

  





  

    		2026-01-04 00:13:42.199351

    		0.0 ms

  





  

    		2026-01-04 01:13:43.416148

    		0.0 ms

  





  

    		2026-01-04 02:13:44.595293

    		0.0 ms

  





  

    		2026-01-04 03:13:45.25301

    		0.0 ms

  





  

    		2026-01-04 04:13:46.744905

    		0.0 ms

  





  

    		2026-01-04 05:13:48.33577

    		-0.2 ms

  





  

    		2026-01-04 06:13:49.883413

    		-0.1 ms

  





  

    		2026-01-04 07:13:49.948337

    		0.0 ms

  





  

    		2026-01-04 08:13:50.268967

    		0.0 ms

  





  

    		2026-01-04 09:13:50.571282

    		-0.1 ms

  





  

    		2026-01-04 10:13:50.629388

    		0.0 ms

  





  

    		2026-01-04 11:13:50.984949

    		-0.1 ms

  





  

    		2026-01-04 12:13:51.312342

    		0.0 ms

  





  

    		2026-01-04 13:13:53.36321

    		0.0 ms

  





  

    		2026-01-04 14:13:53.39064

    		0.0 ms

  





  

    		2026-01-04 15:13:53.429578

    		0.0 ms

  





  

    		2026-01-04 16:13:53.448242

    		0.0 ms

  





  

    		2026-01-04 17:13:53.80069

    		0.0 ms

  





  

    		2026-01-04 18:13:53.998338

    		0.0 ms

  





  

    		2026-01-04 19:13:54.841214

    		0.0 ms

  





  

    		2026-01-04 20:13:56.380697

    		0.0 ms

  





  

    		2026-01-04 21:13:56.975587

    		0.0 ms

  





  

    		2026-01-04 22:13:57.967461

    		0.0 ms

  





  

    		2026-01-04 23:13:59.51093

    		0.0 ms

  





  

    		2026-01-05 00:14:01.5862

    		0.0 ms

  





  

    		2026-01-05 01:14:03.560247

    		0.1 ms

  





  

    		2026-01-05 02:14:05.186933

    		0.0 ms

  





  

    		2026-01-05 03:14:06.405547

    		0.1 ms

  





  

    		2026-01-05 04:14:07.995197

    		0.0 ms

  





  

    		2026-01-05 05:14:09.314206

    		0.0 ms

  





  

    		2026-01-05 06:14:10.749063

    		0.0 ms

  





  

    		2026-01-05 07:14:11.469001

    		0.0 ms

  





  

    		2026-01-05 08:14:11.963416

    		0.1 ms

  





  

    		2026-01-05 09:14:12.207266

    		0.0 ms

  





  

    		2026-01-05 10:14:12.611131

    		0.0 ms

  





  

    		2026-01-05 11:14:12.693837

    		0.0 ms

  





  

    		2026-01-05 12:14:12.95822

    		0.0 ms

  





  

    		2026-01-05 13:14:13.069056

    		0.0 ms

  





  

    		2026-01-05 14:14:13.351023

    		0.0 ms

  





  

    		2026-01-05 15:14:14.182085

    		0.0 ms

  





  

    		2026-01-05 16:14:14.766909

    		0.0 ms

  





  

    		2026-01-05 17:14:15.353004

    		0.0 ms

  





  

    		2026-01-05 18:14:16.823783

    		0.0 ms

  





  

    		2026-01-05 19:14:17.068308

    		0.0 ms

  





  

    		2026-01-05 20:14:17.527474

    		0.0 ms

  





  

    		2026-01-05 21:14:18.748995

    		0.0 ms

  





  

    		2026-01-05 22:14:20.965465

    		0.0 ms

  





  

    		2026-01-05 23:14:22.474347

    		0.0 ms

  





  

    		2026-01-06 00:14:23.745303

    		0.1 ms

  





  

    		2026-01-06 01:14:25.108263

    		-0.1 ms

  





  

    		2026-01-06 02:14:26.480788

    		0.0 ms

  





  

    		2026-01-06 03:14:27.828093

    		0.0 ms

  





  

    		2026-01-06 04:14:29.053696

    		0.0 ms

  





  

    		2026-01-06 05:14:30.323434

    		0.0 ms

  





  

    		2026-01-06 06:14:31.603486

    		0.0 ms

  





  

    		2026-01-06 07:14:33.029132

    		-0.1 ms

  





  

    		2026-01-06 08:14:34.39397

    		0.0 ms

  





  

    		2026-01-06 09:14:35.357044

    		0.0 ms

  





  

    		2026-01-06 10:14:36.277514

    		-0.2 ms

  





  

    		2026-01-06 11:14:36.466274

    		0.0 ms

  





  

    		2026-01-06 12:14:37.259306

    		0.1 ms

  





  

    		2026-01-06 13:14:37.641099

    		0.0 ms

  





  

    		2026-01-06 14:14:38.422586

    		0.0 ms

  





  

    		2026-01-06 15:14:39.40693

    		0.0 ms

  





  

    		2026-01-06 16:14:40.182877

    		0.0 ms

  





  

    		2026-01-06 17:14:40.486324

    		0.1 ms

  





  

    		2026-01-06 18:14:41.152441

    		0.2 ms

  





  

    		2026-01-06 19:14:41.275205

    		0.0 ms

  





  

    		2026-01-06 20:14:41.474788

    		0.0 ms

  





  

    		2026-01-06 21:14:43.278749

    		0.1 ms

  





  

    		2026-01-06 22:14:43.308146

    		0.0 ms

  





  

    		2026-01-06 23:14:44.036518

    		0.1 ms

  





  

    		2026-01-07 00:14:45.714335

    		0.3 ms

  





  

    		2026-01-07 01:14:46.98322

    		-0.1 ms

  





  

    		2026-01-07 02:14:48.369005

    		0.0 ms

  





  

    		2026-01-07 03:14:50.069485

    		0.0 ms

  





  

    		2026-01-07 04:14:51.618744

    		0.0 ms

  





  

    		2026-01-07 05:14:53.010863

    		0.0 ms

  





  

    		2026-01-07 06:14:54.478044

    		0.0 ms

  





  

    		2026-01-07 07:14:54.859641

    		-0.1 ms

  





  

    		2026-01-07 08:14:54.940119

    		-0.1 ms

  





  

    		2026-01-07 09:14:55.938369

    		0.1 ms

  





  

    		2026-01-07 10:14:56.181764

    		0.0 ms

  





  

    		2026-01-07 11:14:56.663922

    		0.0 ms

  





  

    		2026-01-07 12:14:57.671431

    		-0.1 ms

  





  

    		2026-01-07 13:14:58.279231

    		0.0 ms

  





  

    		2026-01-07 14:14:58.319417

    		0.1 ms

  





  

    		2026-01-07 15:14:58.609049

    		0.0 ms

  





  

    		2026-01-07 16:14:58.697651

    		-0.1 ms

  





  

    		2026-01-07 17:14:59.284451

    		0.0 ms

  





  

    		2026-01-07 18:14:59.483958

    		0.0 ms

  





  

    		2026-01-07 19:15:00.34514

    		0.0 ms

  





  

    		2026-01-07 20:15:02.419752

    		0.0 ms

  





  

    		2026-01-07 21:15:04.049022

    		0.0 ms

  





  

    		2026-01-07 22:15:05.733501

    		0.0 ms

  





  

    		2026-01-07 23:15:07.289805

    		0.0 ms

  





  

    		2026-01-08 00:15:08.511389

    		0.0 ms

  





  

    		2026-01-08 01:15:09.599026

    		-0.1 ms

  





  

    		2026-01-08 02:15:10.905322

    		0.1 ms

  





  

    		2026-01-08 03:15:12.12228

    		0.0 ms

  





  

    		2026-01-08 04:15:13.445984

    		0.0 ms

  





  

    		2026-01-08 05:15:14.827982

    		0.1 ms

  





  

    		2026-01-08 06:15:16.239822

    		0.2 ms

  





  

    		2026-01-08 07:15:17.587417

    		0.0 ms

  





  

    		2026-01-08 08:15:18.36155

    		0.0 ms

  





  

    		2026-01-08 09:15:18.865711

    		0.0 ms

  





  

    		2026-01-08 10:15:19.27996

    		0.0 ms

  





  

    		2026-01-08 11:15:19.481978

    		0.0 ms

  





  

    		2026-01-08 12:15:19.928374

    		0.0 ms

  





  

    		2026-01-08 13:15:20.33883

    		0.0 ms

  





  

    		2026-01-08 14:15:20.4911

    		0.1 ms

  





  

    		2026-01-08 15:15:21.570811

    		0.0 ms

  





  

    		2026-01-08 16:15:22.190065

    		0.0 ms

  





  

    		2026-01-08 17:15:22.588362

    		-0.1 ms

  





  

    		2026-01-08 18:15:24.881563

    		0.0 ms

  





  

    		2026-01-08 19:15:25.075796

    		0.0 ms

  





  

    		2026-01-08 20:15:27.007327

    		0.2 ms

  





  

    		2026-01-08 21:15:28.974253

    		-0.1 ms

  





  

    		2026-01-08 22:15:30.530372

    		0.0 ms

  





  

    		2026-01-08 23:15:31.945484

    		0.0 ms

  





  

    		2026-01-09 00:15:33.309892

    		0.0 ms

  





  

    		2026-01-09 01:15:34.663441

    		0.1 ms

  





  

    		2026-01-09 02:15:36.03829

    		0.0 ms

  





  

    		2026-01-09 03:15:37.276576

    		0.0 ms

  





  

    		2026-01-09 04:15:38.370903

    		0.0 ms

  





  

    		2026-01-09 05:15:39.486888

    		0.1 ms

  





  

    		2026-01-09 06:15:41.017603

    		0.0 ms

  





  

    		2026-01-09 07:15:42.502024

    		-0.1 ms

  





  

    		2026-01-09 08:15:43.203153

    		0.0 ms

  





  

    		2026-01-09 09:15:43.362433

    		0.0 ms

  





  

    		2026-01-09 10:15:44.738912

    		-0.1 ms

  





  

    		2026-01-09 11:15:44.876852

    		-0.1 ms

  





  

    		2026-01-09 12:15:46.156344

    		0.0 ms

  





  

    		2026-01-09 13:15:46.54169

    		-0.1 ms

  





  

    		2026-01-09 14:15:46.676415

    		0.0 ms

  





  

    		2026-01-09 15:15:46.924477

    		0.0 ms

  





  

    		2026-01-09 16:15:47.380653

    		0.1 ms

  





  

    		2026-01-09 17:15:49.13011

    		0.0 ms

  





  

    		2026-01-09 18:15:49.581788

    		0.0 ms

  





  

    		2026-01-09 19:15:50.930002

    		0.0 ms

  





  

    		2026-01-09 20:15:53.038842

    		0.0 ms

  





  

    		2026-01-09 21:15:54.621078

    		0.0 ms

  





  

    		2026-01-09 22:15:56.466483

    		0.0 ms

  





  

    		2026-01-09 23:15:58.07592

    		0.0 ms

  





  

    		2026-01-10 00:15:59.525568

    		0.0 ms

  





  

    		2026-01-10 01:16:00.839508

    		0.0 ms

  





  

    		2026-01-10 02:16:01.03472

    		-0.1 ms

  





  

    		2026-01-10 03:16:02.971062

    		0.2 ms

  





  

    		2026-01-10 04:16:05.048071

    		0.1 ms

  





  

    		2026-01-10 05:16:06.312928

    		0.0 ms

  





  

    		2026-01-10 06:16:08.148315

    		0.0 ms

  





  

    		2026-01-10 07:16:10.51397

    		0.0 ms

  





  

    		2026-01-10 08:16:11.085923

    		0.0 ms

  





  

    		2026-01-10 09:16:11.430082

    		0.0 ms

  





  

    		2026-01-10 10:16:12.084918

    		0.0 ms

  





  

    		2026-01-10 11:16:12.399574

    		0.1 ms

  





  

    		2026-01-10 12:16:12.582537

    		-0.1 ms

  





  

    		2026-01-10 13:16:12.996886

    		0.0 ms

  





  

    		2026-01-10 14:16:13.681627

    		0.0 ms

  





  

    		2026-01-10 15:16:14.391966

    		-0.1 ms

  





  

    		2026-01-10 16:16:14.639149

    		0.0 ms

  





  

    		2026-01-10 17:16:14.831537

    		0.0 ms

  





  

    		2026-01-10 18:16:16.982584

    		0.0 ms

  





  

    		2026-01-10 19:16:18.880179

    		0.0 ms

  





  

    		2026-01-10 20:16:19.591688

    		0.0 ms

  





  

    		2026-01-10 21:16:19.958261

    		-0.1 ms

  





  

    		2026-01-10 22:16:21.478737

    		-0.1 ms

  





  

    		2026-01-10 23:16:23.067294

    		0.0 ms

  





  

    		2026-01-11 00:16:24.593273

    		-0.1 ms

  





  

    		2026-01-11 01:16:26.205168

    		0.0 ms

  





  

    		2026-01-11 02:16:27.629581

    		0.0 ms

  





  

    		2026-01-11 03:16:27.774364

    		0.0 ms

  





  

    		2026-01-11 04:16:29.310396

    		0.0 ms

  





  

    		2026-01-11 05:16:31.103638

    		-0.1 ms

  





  

    		2026-01-11 06:16:32.526339

    		-0.1 ms

  





  

    		2026-01-11 07:16:33.499761

    		-0.1 ms

  





  

    		2026-01-11 08:16:33.727722

    		0.0 ms

  





  

    		2026-01-11 09:16:34.34864

    		0.0 ms

  





  

    		2026-01-11 10:16:35.244361

    		0.0 ms

  





  

    		2026-01-11 11:16:35.630291

    		0.0 ms

  





  

    		2026-01-11 12:16:36.230659

    		0.0 ms

  





  

    		2026-01-11 13:16:36.43204

    		-0.2 ms

  





  

    		2026-01-11 14:16:37.787244

    		0.1 ms

  





  

    		2026-01-11 15:16:37.862613

    		0.0 ms

  





  

    		2026-01-11 16:16:38.003487

    		0.0 ms

  





  

    		2026-01-11 17:16:38.997075

    		0.0 ms

  





  

    		2026-01-11 18:16:39.74584

    		-0.1 ms

  





  

    		2026-01-11 19:16:40.689784

    		0.0 ms

  





  

    		2026-01-11 20:16:41.923269

    		0.0 ms

  





  

    		2026-01-11 21:16:42.208663

    		0.1 ms

  





  

    		2026-01-11 22:16:44.039508

    		0.0 ms

  





  

    		2026-01-11 23:16:45.495355

    		0.0 ms

  





  

    		2026-01-12 00:16:46.736107

    		0.0 ms

  





  

    		2026-01-12 01:16:48.264162

    		0.0 ms

  





  

    		2026-01-12 02:16:50.005918

    		0.0 ms

  





  

    		2026-01-12 03:16:50.163192

    		0.0 ms

  





  

    		2026-01-12 04:16:50.541579

    		0.0 ms

  





  

    		2026-01-12 05:16:52.384476

    		0.0 ms

  





  

    		2026-01-12 06:16:54.021968

    		0.0 ms

  





  

    		2026-01-12 07:16:54.346879

    		-0.1 ms

  





  

    		2026-01-12 08:16:54.565305

    		0.3 ms

  





  

    		2026-01-12 09:16:55.431071

    		-0.1 ms

  





  

    		2026-01-12 10:16:55.692993

    		0.0 ms

  





  

    		2026-01-12 11:16:56.726089

    		0.2 ms

  





  

    		2026-01-12 12:16:57.167165

    		0.1 ms

  





  

    		2026-01-12 13:16:57.845167

    		0.0 ms

  





  

    		2026-01-12 14:16:58.080281

    		0.0 ms

  





  

    		2026-01-12 15:16:59.182954

    		0.0 ms

  





  

    		2026-01-12 16:16:59.440375

    		0.0 ms

  





  

    		2026-01-12 17:17:00.563298

    		0.0 ms

  





  

    		2026-01-12 18:17:01.794021

    		0.0 ms

  





  

    		2026-01-12 19:17:02.186917

    		-0.1 ms

  





  

    		2026-01-12 20:17:03.048185

    		0.0 ms

  





  

    		2026-01-12 21:17:03.90016

    		-0.1 ms

  





  

    		2026-01-12 22:17:06.00672

    		0.1 ms

  





  

    		2026-01-12 23:17:07.50627

    		-0.1 ms

  





  

    		2026-01-13 00:17:08.965259

    		0.0 ms

  





  

    		2026-01-13 01:17:10.160736

    		0.0 ms

  





  

    		2026-01-13 02:17:11.503216

    		0.1 ms

  





  

    		2026-01-13 03:17:12.791866

    		0.0 ms

  





  

    		2026-01-13 04:17:14.196618

    		0.0 ms

  





  

    		2026-01-13 05:17:15.377174

    		0.2 ms

  





  

    		2026-01-13 06:17:17.287632

    		-0.4 ms

  





  

    		2026-01-13 07:17:17.417887

    		0.0 ms

  





  

    		2026-01-13 08:17:18.14085

    		0.0 ms

  





  

    		2026-01-13 09:17:18.297965

    		0.0 ms

  





  

    		2026-01-13 10:17:18.568625

    		0.0 ms

  





  

    		2026-01-13 11:17:18.826128

    		0.0 ms

  





  

    		2026-01-13 12:17:18.977733

    		0.0 ms

  





  

    		2026-01-13 13:17:19.758215

    		0.0 ms

  





  

    		2026-01-13 14:17:20.072137

    		0.0 ms

  





  

    		2026-01-13 15:17:20.443497

    		-0.1 ms

  





  

    		2026-01-13 16:17:20.477337

    		0.0 ms

  





  

    		2026-01-13 17:17:22.79253

    		0.0 ms

  





  

    		2026-01-13 18:17:24.421892

    		-0.1 ms

  





  

    		2026-01-13 19:17:25.302974

    		0.0 ms

  





  

    		2026-01-13 20:17:25.409867

    		0.0 ms

  





  

    		2026-01-13 21:17:27.054556

    		0.0 ms

  





  

    		2026-01-13 22:17:28.785154

    		0.0 ms

  





  

    		2026-01-13 23:17:30.290373

    		0.0 ms

  





  

    		2026-01-14 00:17:31.758251

    		-0.1 ms

  





  

    		2026-01-14 01:17:33.126632

    		0.0 ms

  





  

    		2026-01-14 02:17:34.365344

    		0.0 ms

  





  

    		2026-01-14 03:17:35.56208

    		0.1 ms

  





  

    		2026-01-14 04:17:35.580105

    		0.0 ms

  





  

    		2026-01-14 05:17:37.139188

    		0.0 ms

  





  

    		2026-01-14 06:17:39.518716

    		0.0 ms

  





  

    		2026-01-14 07:17:39.978365

    		-0.1 ms

  





  

    		2026-01-14 08:17:41.067805

    		0.0 ms

  





  

    		2026-01-14 09:17:42.409186

    		0.0 ms

  





  

    		2026-01-14 10:17:43.296337

    		0.0 ms

  





  

    		2026-01-14 11:17:43.466933

    		0.0 ms

  





  

    		2026-01-14 12:17:43.815709

    		0.0 ms

  





  

    		2026-01-14 13:17:44.55218

    		0.0 ms

  





  

    		2026-01-14 14:17:45.302471

    		0.0 ms

  





  

    		2026-01-14 15:17:45.668179

    		-0.1 ms

  





  

    		2026-01-14 16:17:45.782658

    		0.1 ms

  





  

    		2026-01-14 17:17:46.511299

    		0.1 ms

  





  

    		2026-01-14 18:17:48.119968

    		0.0 ms

  





  

    		2026-01-14 19:17:48.232637

    		0.0 ms

  





  

    		2026-01-14 20:17:49.211497

    		0.0 ms

  





  

    		2026-01-14 21:17:49.390984

    		0.0 ms

  





  

    		2026-01-14 22:17:50.917909

    		0.0 ms

  





  

    		2026-01-14 23:17:52.40209

    		0.0 ms

  





  

    		2026-01-15 00:17:52.591536

    		0.0 ms

  





  

    		2026-01-15 01:17:53.279972

    		0.1 ms

  





  

    		2026-01-15 02:17:54.35745

    		0.2 ms

  





  

    		2026-01-15 03:17:55.443858

    		0.2 ms

  





  

    		2026-01-15 04:17:56.71639

    		0.0 ms

  





  

    		2026-01-15 05:17:58.02716

    		0.0 ms

  





  

    		2026-01-15 06:17:59.101199

    		0.0 ms

  





  

    		2026-01-15 07:17:59.490195

    		0.0 ms

  





  

    		2026-01-15 08:18:00.519545

    		0.0 ms

  





  

    		2026-01-15 09:18:01.031811

    		0.0 ms

  





  

    		2026-01-15 10:18:01.422297

    		0.1 ms

  





  

    		2026-01-15 11:18:02.199027

    		0.0 ms

  





  

    		2026-01-15 12:18:02.680838

    		0.4 ms

  





  

    		2026-01-15 13:18:02.968781

    		0.3 ms

  





  

    		2026-01-15 14:18:04.800206

    		0.0 ms

  





  

    		2026-01-15 15:18:05.578858

    		0.0 ms

  





  

    		2026-01-15 16:18:07.041212

    		-0.1 ms

  





  

    		2026-01-15 17:18:07.460368

    		0.1 ms

  





  

    		2026-01-15 18:18:09.437502

    		0.0 ms

  





  

    		2026-01-15 19:18:11.315219

    		0.0 ms

  





  

    		2026-01-15 20:18:13.35899

    		-0.1 ms

  





  

    		2026-01-15 21:18:14.663911

    		0.0 ms

  





  

    		2026-01-15 22:18:15.74289

    		0.0 ms

  





  

    		2026-01-15 23:18:16.334041

    		0.0 ms

  





  

    		2026-01-16 00:18:16.682714

    		0.0 ms

  





  

    		2026-01-16 01:18:17.376167

    		0.1 ms

  





  

    		2026-01-16 02:18:18.425365

    		0.0 ms

  





  

    		2026-01-16 03:18:19.691871

    		0.0 ms

  





  

    		2026-01-16 04:18:19.839834

    		-0.1 ms

  





  

    		2026-01-16 05:18:20.318773

    		0.0 ms

  





  

    		2026-01-16 06:18:21.153734

    		0.0 ms

  





  

    		2026-01-16 07:18:22.221347

    		0.0 ms

  





  

    		2026-01-16 08:18:22.776707

    		-0.1 ms

  





  

    		2026-01-16 09:18:22.881846

    		0.0 ms

  





  

    		2026-01-16 10:18:22.975114

    		-0.1 ms

  





  

    		2026-01-16 11:18:23.309667

    		0.0 ms

  





  

    		2026-01-16 12:18:25.480769

    		0.1 ms

  





  

    		2026-01-16 13:18:25.538076

    		0.0 ms

  





  

    		2026-01-16 14:18:26.342689

    		0.0 ms

  





  

    		2026-01-16 15:18:28.117721

    		0.0 ms

  





  

    		2026-01-16 16:18:28.925354

    		0.0 ms

  





  

    		2026-01-16 17:18:29.823843

    		0.0 ms

  





  

    		2026-01-16 18:18:32.414636

    		0.0 ms

  





  

    		2026-01-16 19:18:34.416054

    		0.0 ms

  





  

    		2026-01-16 20:18:35.888837

    		0.0 ms

  





  

    		2026-01-16 21:18:35.982636

    		0.0 ms

  





  

    		2026-01-16 22:18:38.023027

    		0.0 ms

  





  

    		2026-01-16 23:18:39.409513

    		-0.1 ms

  





  

    		2026-01-17 00:18:40.851645

    		0.0 ms

  





  

    		2026-01-17 01:18:41.989797

    		0.0 ms

  





  

    		2026-01-17 02:18:43.338704

    		0.0 ms

  





  

    		2026-01-17 03:18:44.510216

    		0.0 ms

  





  

    		2026-01-17 04:18:45.994849

    		0.0 ms

  





  

    		2026-01-17 05:18:47.056433

    		0.0 ms

  





  

    		2026-01-17 06:18:48.295106

    		0.0 ms

  





  

    		2026-01-17 07:18:48.369069

    		0.0 ms

  





  

    		2026-01-17 08:18:50.007861

    		0.0 ms

  





  

    		2026-01-17 09:18:51.360344

    		0.0 ms

  





  

    		2026-01-17 10:18:52.315291

    		0.0 ms

  





  

    		2026-01-17 11:18:53.842925

    		0.0 ms

  





  

    		2026-01-17 12:18:54.609917

    		-0.1 ms

  





  

    		2026-01-17 13:18:55.838229

    		0.0 ms

  





  

    		2026-01-17 14:18:56.166969

    		0.0 ms

  





  

    		2026-01-17 15:18:56.237826

    		0.0 ms

  





  

    		2026-01-17 16:18:58.582481

    		0.0 ms

  





  

    		2026-01-17 17:18:58.64221

    		0.0 ms

  





  

    		2026-01-17 18:19:01.009178

    		0.0 ms

  





  

    		2026-01-17 19:19:01.332564

    		0.0 ms

  





  

    		2026-01-17 20:19:01.401878

    		0.0 ms

  





  

    		2026-01-17 21:19:02.52448

    		0.0 ms

  





  

    		2026-01-17 22:19:03.840809

    		-0.1 ms

  





  

    		2026-01-17 23:19:05.327975

    		0.0 ms

  





  

    		2026-01-18 00:19:06.474584

    		-0.1 ms

  





  

    		2026-01-18 01:19:07.573177

    		0.0 ms

  





  

    		2026-01-18 02:19:09.060585

    		0.0 ms

  





  

    		2026-01-18 03:19:10.258728

    		0.0 ms

  





  

    		2026-01-18 04:19:10.355499

    		0.0 ms

  





  

    		2026-01-18 05:19:11.833563

    		0.0 ms

  





  

    		2026-01-18 06:19:13.691261

    		0.1 ms

  





  

    		2026-01-18 07:19:15.732442

    		-0.1 ms

  





  

    		2026-01-18 08:19:15.831476

    		0.0 ms

  





  

    		2026-01-18 09:19:17.07256

    		0.0 ms

  





  

    		2026-01-18 10:19:17.179365

    		0.1 ms

  





  

    		2026-01-18 11:19:17.359828

    		-0.3 ms

  





  

    		2026-01-18 12:19:18.904565

    		0.0 ms

  





  

    		2026-01-18 13:19:19.200802

    		0.0 ms

  





  

    		2026-01-18 14:19:19.212509

    		-0.1 ms

  





  

    		2026-01-18 15:19:19.56099

    		0.0 ms

  





  

    		2026-01-18 16:19:20.504426

    		0.0 ms

  





  

    		2026-01-18 17:19:21.885935

    		0.1 ms

  





  

    		2026-01-18 18:19:22.37501

    		0.0 ms

  





  

    		2026-01-18 19:19:24.88606

    		-0.1 ms

  





  

    		2026-01-18 20:19:26.981813

    		0.0 ms

  





  

    		2026-01-18 21:19:28.917175

    		-0.1 ms

  





  

    		2026-01-18 22:19:28.984953

    		0.0 ms

  





  

    		2026-01-18 23:19:29.004116

    		0.1 ms

  





  

    		2026-01-19 00:19:30.41221

    		0.0 ms

  





  

    		2026-01-19 01:19:31.660143

    		0.0 ms

  





  

    		2026-01-19 02:19:31.826309

    		0.0 ms

  





  

    		2026-01-19 03:19:33.218426

    		0.0 ms

  





  

    		2026-01-19 04:19:34.293497

    		0.0 ms

  





  

    		2026-01-19 05:19:34.509285

    		0.0 ms

  





  

    		2026-01-19 06:19:34.578963

    		0.0 ms

  





  

    		2026-01-19 07:19:34.617028

    		0.0 ms

  





  

    		2026-01-19 08:19:34.728862

    		0.0 ms

  





  

    		2026-01-19 09:19:35.115086

    		0.0 ms

  





  

    		2026-01-19 10:19:36.096189

    		0.0 ms

  





  

    		2026-01-19 11:19:36.270843

    		-0.1 ms

  





  

    		2026-01-19 12:19:37.214056

    		0.0 ms

  





  

    		2026-01-19 13:19:37.397386

    		0.0 ms

  





  

    		2026-01-19 14:19:38.190371

    		0.0 ms

  





  

    		2026-01-19 15:19:38.231946

    		0.1 ms

  





  

    		2026-01-19 16:19:39.227079

    		-0.2 ms

  





  

    		2026-01-19 17:19:40.827131

    		0.1 ms

  





  

    		2026-01-19 18:19:42.536825

    		0.0 ms

  





  

    		2026-01-19 19:19:42.897509

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-01-19 19:20:08.017 UTC

    		83.251.18.184

    		Joakim Lundman (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-01-19 19:20:40.663 UTC

    		83.251.18.184

    		Joakim Lundman (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-01-07 12:21:48 UTC.

  









